GSBF

Greenwich School of
Business and Finance

Change your life. Start from here

Advanced Skill Certificate in Data Analysis for School Leaders

Data Management and Security for School
Administrators

Access Control — Concept: the method of restricting who can view or use resources. Related terms:
Authentication, Authorization, Permission. Explanation: Access control defines the rules that determine
which users or groups may perform specific actions on data, systems, or networks. Example: A school
district implements role-based access control so that teachers can edit grades but cannot modify payroll
records. Practical application: Use a matrix that maps staff roles to data categories (student records,
financial data, personnel files). Challenges: Maintaining up-to-date role assignments during staff turnover
and ensuring that permissions are neither overly permissive nor excessively restrictive.

Authentication — Concept: verification of a user's identity. Related terms: Multi-Factor Authentication (MFA),
Single Sign-On (SSO), Credential. Explanation: Authentication confirms that a user is who they claim to be,
typically through passwords, tokens, or biometric data. Example: A district requires teachers to log in with a
password plus a one-time code sent to their phone. Practical application: Deploy an SSO platform that
integrates with the student information system (SIS) and the learning management system (LMS).
Challenges: Balancing security with usability, preventing credential sharing, and managing
forgotten-password workflows.

Authorization — Concept: granting permission to access resources after authentication. Related terms:
Access Control List (ACL), Role-Based Access Control (RBAC), Privilege. Explanation: Authorization
determines what an authenticated user is allowed to do, such as read, write, or delete data. Example: After
logging in, a principal can view district-wide enrollment reports but cannot alter student health records.
Practical application: Configure ACLs on file servers to enforce read-only access for certain folders.
Challenges: Keeping authorizations synchronized across multiple systems and preventing privilege creep as
staff assume new responsibilities.

Backup — Concept: copying data to a separate location for recovery purposes. Related terms: Recovery Point
Objective (RPO), Recovery Time Objective (RTO), Off-site Storage. Explanation: Backups protect against data
loss from hardware failure, ransomware, or human error by preserving snapshots of critical information.
Example: Nightly incremental backups of the SIS database are stored in a secure cloud bucket. Practical
application: Establish a schedule that includes daily, weekly, and monthly backups, each retained for a
defined period. Challenges: Ensuring backup integrity, managing storage costs, and testing restoration
procedures regularly.

Data Breach — Concept: unauthorized disclosure of confidential information. Related terms: Incident
Response, Data Leakage, Compliance. Explanation: A data breach occurs when protected data is accessed,
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disclosed, or stolen without permission, potentially harming students and staff. Example: A phishing email
leads to the exposure of a spreadsheet containing student addresses. Practical application: Implement a
breach-notification plan that outlines steps for containment, investigation, and communication with
families. Challenges: Detecting breaches quickly, meeting legal reporting timelines, and mitigating
reputational damage.

Data Classification — Concept: categorizing data based on sensitivity and regulatory requirements. Related
terms: Confidential, Public, Restricted. Explanation: Classification helps determine handling, storage, and
access controls for different data types. Example: Student grades are marked as “Confidential,” while school
calendars are “Public.” Practical application: Use a labeling system within the document management
platform to automatically enforce encryption for “Restricted” data. Challenges: Achieving consistent
classification across departments and updating labels as data evolves.

Data Encryption — Concept: transforming data into an unreadable format without a decryption key. Related
terms: Transport Layer Security (TLS), At-Rest Encryption, Public Key Infrastructure (PKI). Explanation:
Encryption protects data both while it travels across networks and when stored on devices. Example: Emails
containing student health information are sent using TLS, and the SIS database is encrypted with AES-256.
Practical application: Deploy full-disk encryption on laptops used by staff and enforce encrypted email
transmission for all external communication. Challenges: Managing key lifecycles, preventing loss of
decryption keys, and ensuring compatibility with legacy applications.

Data Governance — Concept: framework of policies, procedures, and standards governing data
management. Related terms: Data Stewardship, Data Quality, Compliance. Explanation: Governance
establishes who is responsible for data, how it is used, and how compliance is maintained. Example: The
district appoints a Data Governance Committee to oversee student data privacy policies. Practical
application: Create a data charter that defines roles such as Data Owner, Data Custodian, and Data User for
each data domain. Challenges: Aligning governance with existing school structures and securing executive
sponsorship.

Data Integrity — Concept: accuracy and consistency of data over its lifecycle. Related terms: Checksum, Audit
Trail, Data Validation. Explanation: Integrity ensures that data has not been altered unintentionally or
maliciously. Example: A checksum is calculated each night for the attendance file; any mismatch triggers an
alert. Practical application: Implement validation rules in the SIS that prevent entry of impossible dates (e.g.,
birthdates in the future). Challenges: Detecting subtle corruption, reconciling duplicate records, and
maintaining integrity during migrations.

Data Lifecycle — Concept: stages that data passes through from creation to disposal. Related terms:
Retention Policy, Archiving, Disposition. Explanation: Understanding the lifecycle helps apply appropriate
controls at each phase. Example: Student enrollment forms are created, stored for five years, archived for
ten years, then securely destroyed. Practical application: Develop a lifecycle diagram for each data type and
automate transitions using records-management software. Challenges: Keeping policies current with
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changing regulations and ensuring secure destruction.

Data Minimization — Concept: collecting only the data necessary to achieve a specific purpose. Related
terms: Purpose Limitation, Retention, Privacy by Design. Explanation: Minimization reduces risk by limiting
exposure of unnecessary personal information. Example: A school survey asks for grade level but does not
request home addresses. Practical application: Review data collection forms annually to eliminate fields that
no longer serve a legitimate need. Challenges: Balancing analytical needs with privacy constraints and
resisting “nice-to-have"” data temptations.

Data Quality — Concept: measure of data’s completeness, accuracy, timeliness, and relevance. Related terms:
Data Cleansing, Master Data Management (MDM), Data Profiling. Explanation: High-quality data supports
reliable reporting and decision-making. Example: Duplicate student IDs are identified and merged during a
quarterly data-quality audit. Practical application: Deploy validation scripts that flag missing
emergency-contact numbers in the SIS. Challenges: Sustaining ongoing data-quality initiatives and
allocating resources for remediation.

Data Retention — Concept: policy determining how long data is kept before disposal. Related terms: Record
Retention Schedule, Legal Hold, Archiving. Explanation: Retention policies balance legal obligations,
operational needs, and storage costs. Example: Attendance records are retained for three years per state
law, then moved to long-term archive. Practical application: Automate file-deletion workflows that trigger
after the retention period expires, with exceptions for litigation holds. Challenges: Interpreting overlapping
regulations and preventing premature deletion of critical data.

Data Security Policy — Concept: formal document outlining security expectations and responsibilities.
Related terms: Acceptable Use Policy (AUP), Incident Response Plan, Risk Assessment. Explanation: The
policy provides a baseline for protecting information assets. Example: The district’s policy requires all staff to
lock computers when unattended. Practical application: Distribute the policy to all employees, require
acknowledgment, and conduct annual refresher training. Challenges: Keeping the policy current with
emerging threats and ensuring consistent enforcement.

Data Steward — Concept: individual responsible for managing data assets in a specific domain. Related
terms: Data Owner, Data Custodian, Data Governance. Explanation: Stewards oversee data quality, access,
and compliance for their area. Example: The curriculum director acts as the data steward for course-catalog
information. Practical application: Assign stewardship duties in the governance charter and provide training
on data-management best practices. Challenges: Balancing stewardship duties with existing workload and
securing authority to enforce standards.

Data Transfer — Concept: movement of data between systems, locations, or users. Related terms: Secure File
Transfer Protocol (SFTP), API, Data Integration. Explanation: Transfers must be protected to prevent
interception or loss. Example: Student performance data is exported from the SIS via an encrypted API to
the district analytics platform. Practical application: Use SFTP with key-based authentication for bulk file
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exchanges. Challenges: Managing bandwidth, ensuring compatible data formats, and monitoring for
unauthorized transfers.

Data Validation — Concept: process of ensuring data meets predefined rules before acceptance. Related
terms: Input Validation, Business Rules, Schema Enforcement. Explanation: Validation prevents inaccurate or
malicious data from entering systems. Example: The enrollment portal rejects entries where the birthdate
indicates the student is older than 120 years. Practical application: Implement client-side checks for required
fields and server-side validation for critical data. Challenges: Maintaining validation logic across multiple
applications and avoiding overly strict rules that impede legitimate entries.

Data Warehouse — Concept: central repository for consolidated, historical data used for reporting and
analysis. Related terms: Extract-Transform-Load (ETL), Business Intelligence (Bl), Data Mart. Explanation: A
warehouse aggregates data from SIS, finance, HR, and other sources to support district-wide insights.
Example: The district’'s data warehouse stores five years of enrollment trends for longitudinal studies.
Practical application: Schedule nightly ETL jobs to refresh the warehouse and provide dashboards for school
leaders. Challenges: Ensuring data consistency, handling schema changes, and managing storage costs.

Data Warehousing — Concept: process of designing, building, and maintaining a data warehouse. Related
terms: Star Schema, Fact Table, Dimension Table. Explanation: Effective warehousing enables fast query
performance and reliable analytics. Example: A star schema is used to model student performance facts
linked to dimensions such as school, grade level, and subject. Practical application: Use a cloud-based
warehousing service that scales with usage demand. Challenges: Balancing normalization with query speed
and governing access to sensitive data.

De-identification — Concept: removing personal identifiers to protect privacy while retaining analytical value.
Related terms: Anonymization, Pseudonymization, HIPAA Safe Harbor. Explanation: De-identification
reduces risk when data is shared for research or reporting. Example: Student IDs are replaced with random
codes before exporting data to a third-party vendor. Practical application: Apply a de-identification script
that strips names, addresses, and other direct identifiers. Challenges: Ensuring re-identification is impossible
and maintaining data utility for analysis.

Digital Signature — Concept: cryptographic value that verifies the authenticity and integrity of a digital
document. Related terms: Public Key Infrastructure (PKI), Certificate Authority (CA), Non-Repudiation.
Explanation: Signatures provide proof that a document was created by a specific individual and has not
been altered. Example: The superintendent signs the annual budget PDF with a digital certificate. Practical
application: Deploy a PKI solution that integrates with the district's document management system.
Challenges: Managing certificate expiration, training users on signature workflows, and handling
cross-platform compatibility.

Disaster Recovery (DR) — Concept: strategies and procedures to restore IT services after a catastrophic event.
Related terms: Business Continuity Plan (BCP), Recovery Site, Failover. Explanation: DR focuses on technical
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restoration, while BCP addresses overall operations. Example: After a flood damages the main data center,
the district activates a DR site hosted in a geographically separate cloud region. Practical application:
Conduct quarterly DR drills that simulate loss of the primary SIS server. Challenges: Aligning recovery
objectives with budget constraints and keeping DR documentation current.

Encryption at Rest — Concept: protecting stored data by encrypting it on disks or databases. Related terms:
Transparent Data Encryption (TDE), Key Management, Disk Encryption. Explanation: Encryption at rest
safeguards data if physical media are stolen or accessed without authorization. Example: The finance
database uses TDE to encrypt all tables automatically. Practical application: Enable BitLocker on all Windows
laptops and enforce hardware-based encryption on mobile devices. Challenges: Secure key storage,
performance overhead, and ensuring all legacy systems support encryption.

Endpoint Security — Concept: protecting devices that connect to the network, such as computers, tablets,
and smartphones. Related terms: Antivirus, Device Management, Patch Management. Explanation:
Endpoints are common entry points for malware and unauthorized access. Example: School staff tablets run
a mobile-device-management (MDM) profile that enforces encryption and remote wipe. Practical
application: Deploy a centralized endpoint-protection platform that monitors for suspicious activity.
Challenges: Managing diverse device types, user resistance to controls, and keeping signatures up to date.

Enterprise Resource Planning (ERP) — Concept: integrated software suite that manages core school
operations (finance, HR, procurement). Related terms: Student Information System (SIS), Integration,
Workflow Automation. Explanation: An ERP provides a single source of truth for administrative data.
Example: The district’s ERP tracks teacher contracts, payroll, and benefits in one system. Practical
application: Map data flows between the ERP and SIS to avoid duplicate entry. Challenges: Complex
implementation, training staff across departments, and ensuring data privacy across modules.

Federated Identity — Concept: allowing users to access multiple systems using a single set of credentials
managed by a trusted identity provider. Related terms: SAML, OAuth, Single Sign-On (SSO). Explanation:
Federation reduces password fatigue and simplifies provisioning. Example: Teachers log into the LMS, email,
and library catalog using the district's Azure AD as the identity provider. Practical application: Configure
SAML assertions for each cloud service and enforce MFA at the identity provider. Challenges: Coordinating
attribute mappings, handling legacy applications that lack federation support, and maintaining trust
relationships.

File Integrity Monitoring (FIM) — Concept: technology that detects unauthorized changes to files and
configurations. Related terms: Audit Log, Change Detection, Security Information and Event Management
(SIEM). Explanation: FIM alerts administrators when critical files are altered, indicating potential compromise.
Example: A FIM agent flags a sudden change to the SIS configuration file. Practical application: Integrate
FIM alerts into the SIEM dashboard for centralized monitoring. Challenges: Reducing false positives,
covering all relevant file systems, and responding promptly to alerts.
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General Data Protection Regulation (GDPR) — Concept: European Union law governing personal data
protection, influencing global privacy practices. Related terms: Data Subject Rights, Data Protection Impact
Assessment (DPIA), Cross-Border Transfer. Explanation: Although not directly applicable to U.S. schools,
GDPR principles inform best practices for consent, minimization, and breach notification. Example: A district
partners with a European vendor and conducts a DPIA to assess privacy risks. Practical application: Adopt
GDPR-style consent forms for optional data collection (e.g., photography releases). Challenges: Interpreting
the regulation’s extraterritorial scope and aligning it with state laws.

HIPAA — Concept: U.S. law protecting health information, relevant for schools that handle student medical
records. Related terms: Protected Health Information (PHI), Security Rule, Privacy Rule. Explanation: HIPAA
requires safeguards for PHI, including encryption, access controls, and breach reporting. Example: The
school nurse’s electronic health record system encrypts all PHI at rest and in transit. Practical application:
Conduct a HIPAA risk analysis annually and train staff on permissible uses of health data. Challenges:
Determining when school-based health data falls under HIPAA versus FERPA, and maintaining compliance
without over-engineering solutions.

Identity and Access Management (IAM) — Concept: framework of policies and technologies that manage
digital identities and control access. Related terms: Provisioning, De-provisioning, Role-Based Access
Control (RBAC). Explanation: IAM centralizes user lifecycle management, ensuring that only authorized
individuals can access resources. Example: When a teacher leaves, the IAM system automatically revokes all
district accounts. Practical application: Implement an automated provisioning workflow linked to HR payroll
data. Challenges: Integrating disparate legacy systems and maintaining accurate role definitions.

Incident Response (IR) — Concept: structured approach to handling security events and breaches. Related
terms: Playbook, Forensics, Containment. Explanation: IR defines who does what, when, and how during a
security incident to minimize impact. Example: A ransomware alert triggers the IR playbook: isolate affected
servers, notify the IR team, and begin forensic analysis. Practical application: Conduct tabletop exercises
each semester to rehearse the IR plan. Challenges: Coordinating across IT, legal, communications, and
school leadership, and keeping the plan updated with emerging threats.

Information Rights Management (IRM) — Concept: technology that controls how users can use, share, and
modify a document after access is granted. Related terms: Digital Rights Management (DRM), Access
Controls, Encryption. Explanation: IRM extends protection beyond the perimeter, allowing restrictions such
as “view-only” or "no-print.” Example: A confidential board-meeting agenda is distributed with IRM that
disables copying and printing. Practical application: Apply IRM policies to sensitive PDFs stored in the
district’'s SharePoint site. Challenges: User resistance to restrictions, compatibility with non-Windows
platforms, and managing policy exceptions.

Infrastructure as a Service (laaS) — Concept: cloud computing model providing virtualized computing
resources over the internet. Related terms: Platform as a Service (PaaS), Software as a Service (SaaS), Virtual
Machines (VM). Explanation: laaS allows districts to host servers, storage, and networking without
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maintaining physical hardware. Example: The district runs its SIS on virtual machines in an laaS environment.
Practical application: Use auto-scaling groups to handle peak enrollment periods without over-provisioning.
Challenges: Ensuring data residency compliance, configuring secure network perimeters, and managing cost
overruns.

Internet of Things (IoT) — Concept: network of connected devices that collect and exchange data. Related
terms: Smart Sensors, Edge Computing, Device Authentication. Explanation: loT devices in schools (e.g.,
smart thermostats, security cameras) introduce new data streams and security considerations. Example:
Classroom occupancy sensors feed data to an energy-management platform. Practical application: Segment
loT devices on a separate VLAN and enforce strong authentication. Challenges: Limited device patching
capabilities, expanding attack surface, and ensuring data privacy.

Key Management — Concept: process of generating, storing, rotating, and revoking cryptographic keys.
Related terms: Hardware Security Module (HSM), Key Lifecycle, Certificate Management. Explanation:
Effective key management underpins encryption, digital signatures, and secure communications. Example:
The district's HSM stores the master key used for disk encryption across all laptops. Practical application:
Implement automated key rotation every 12 months and enforce multi-person approval for key export.
Challenges: Preventing key loss, balancing accessibility with strict controls, and integrating with
heterogeneous applications.

Least Privilege — Concept: security principle that users receive only the access necessary to perform their
duties. Related terms: Privilege Escalation, Role-Based Access Control (RBAC), Segregation of Duties.
Explanation: Limiting privileges reduces the impact of compromised accounts. Example: A substitute
teacher’s account is restricted to classroom-specific resources and cannot access student health records.
Practical application: Conduct quarterly reviews of user permissions and remove unused rights. Challenges:
Accurately mapping duties to permissions and avoiding “permission creep” over time.

Legal Hold — Concept: preservation of electronically stored information (ESI) for potential litigation or
investigation. Related terms: eDiscovery, Retention Policy, Litigation Freeze. Explanation: When a legal
matter arises, relevant data must be retained unchanged. Example: A parent lawsuit prompts a legal hold on
all student discipline records. Practical application: Use a case-management tool to flag and preserve
affected files, disabling automatic deletion. Challenges: Identifying all relevant data sources and ensuring
staff compliance with hold instructions.

Multi-Factor Authentication (MFA) — Concept: security method requiring two or more verification factors.
Related terms: Token, Biometrics, One-Time Password (OTP). Explanation: MFA adds layers beyond
passwords, reducing the risk of credential compromise. Example: Staff log in with a password plus a push
notification to a mobile authenticator app. Practical application: Enforce MFA for all remote access to the
district's network. Challenges: User adoption, device availability, and handling exceptions for users without
smartphones.
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Network Segmentation — Concept: dividing a network into distinct zones to control traffic flow. Related
terms: VLAN, Firewall, Demilitarized Zone (DMZ). Explanation: Segmentation limits lateral movement of
attackers and isolates sensitive systems. Example: The SIS resides on a protected VLAN separate from the
public Wi-Fi network. Practical application: Apply ACLs that restrict inter-VLAN traffic to only required
services. Challenges: Managing inter-segment dependencies and maintaining consistent policies across
switches.

Personal Identifiable Information (PIl) — Concept: any data that can be used to identify an individual. Related
terms: Sensitive Pll, FERPA, Data Classification. Explanation: Pll includes names, addresses, Social Security
numbers, and other identifiers. Example: Student emergency-contact phone numbers are classified as
sensitive PIl. Practical application: Encrypt PIl at rest and enforce strict access controls. Challenges:
Distinguishing between public and private data, and ensuring that third-party vendors handle PII
appropriately.

Phishing — Concept: social-engineering attack that attempts to trick users into revealing credentials or
installing malware. Related terms: Social Engineering, Spear Phishing, Credential Harvesting. Explanation:
Attackers masquerade as trusted entities to gain access. Example: A teacher receives an email appearing to
be from the district IT department asking for a password reset link. Practical application: Conduct regular
simulated phishing campaigns and provide immediate training for those who click the link. Challenges:
Maintaining user vigilance and reducing click-through rates without causing fatigue.

Privacy Impact Assessment (PIA) — Concept: systematic evaluation of how a project or system affects privacy.
Related terms: Data Protection Impact Assessment (DPIA), Risk Assessment, Compliance. Explanation: A PIA
identifies privacy risks and proposes mitigations before deployment. Example: Before launching a new
student-portal app, the district completes a PIA to assess data-sharing practices. Practical application: Use a
standardized PIA template and involve legal, IT, and instructional staff. Challenges: Allocating time for
thorough analysis and tracking mitigation actions.

Public Key Infrastructure (PKI) — Concept: framework for creating, distributing, managing, and revoking
digital certificates. Related terms: Certificate Authority (CA), Digital Signature, Encryption. Explanation: PKI
enables secure communications and authentication using asymmetric cryptography. Example: Staff devices
receive certificates from the district’s internal CA to authenticate to Wi-Fi. Practical application: Deploy an
enterprise PKI that issues certificates for VPN access and S/MIME email encryption. Challenges: Protecting
the CA private key, handling certificate expiration, and supporting cross-platform trust.

Remote Wipe — Concept: erasing data from a lost or stolen device over a network connection. Related
terms: Mobile Device Management (MDM), Device Retirement, Data Sanitization. Explanation: Remote wipe
helps prevent unauthorized exposure of stored data. Example: A teacher’s tablet is reported missing; the
MDM console sends a wipe command to delete all district data. Practical application: Enforce a policy that
all district-issued devices must be enrolled in MDM with remote-wipe capability enabled. Challenges:
Ensuring the device is online to receive the command and handling accidental wipes of active devices.
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Risk Assessment — Concept: process of identifying, evaluating, and prioritizing risks to information assets.
Related terms: Threat Modeling, Vulnerability Scan, Mitigation Strategy. Explanation: Assessments guide
allocation of resources to address the most critical threats. Example: An annual risk assessment reveals that
outdated operating systems on staff laptops pose a high risk. Practical application: Use a risk matrix to score
likelihood versus impact and develop a remediation plan. Challenges: Keeping the assessment current as
technology and threats evolve.

Secure Socket Layer (SSL) / Transport Layer Security (TLS) — Concept: protocols that encrypt data in transit
over networks. Related terms: HTTPS, Certificate, Handshake. Explanation: TLS protects data from
eavesdropping and tampering between client and server. Example: The district’'s web portal uses TLS 1.3 to
encrypt all traffic. Practical application: Enforce TLS for all internal web services and disable legacy SSL
versions. Challenges: Managing certificate lifecycles and ensuring compatibility with older browsers.

Security Information and Event Management (SIEM) — Concept: software solution that aggregates,
correlates, and analyzes security logs. Related terms: Log Management, Alerting, Threat Detection.
Explanation: SIEM provides real-time visibility into security events across the environment. Example: A SIEM
dashboard flags multiple failed login attempts from an external IP address. Practical application: Integrate
firewalls, endpoints, and cloud services into the SIEM for centralized monitoring. Challenges: Tuning
correlation rules to reduce false positives and ensuring sufficient storage for log retention.

Single Sign-On (SSO) — Concept: authentication method that allows a user to access multiple applications
with one set of credentials. Related terms: Federated Identity, SAML, OAuth. Explanation: SSO improves
usability and reduces password fatigue while enabling centralized control. Example: Teachers log into the
LMS, email, and library system using the district's Azure AD SSO portal. Practical application: Configure
SAML assertions for each SaaS application and enforce MFA at the identity provider. Challenges: Managing
session timeouts, handling applications that lack SSO support, and ensuring revocation of access upon role
change.

Social Engineering — Concept: manipulative techniques used to trick individuals into divulging confidential
information. Related terms: Phishing, Pretexting, Tailgating. Explanation: Attackers exploit human
psychology rather than technical vulnerabilities. Example: An attacker calls a school office pretending to be
a vendor and asks for network credentials. Practical application: Conduct regular awareness training that
includes role-playing scenarios. Challenges: Measuring the effectiveness of training and maintaining
vigilance against new tactics.

Software as a Service (SaaS) — Concept: cloud delivery model where applications are hosted by a provider
and accessed via a web browser. Related terms: Cloud Computing, Subscription Model, Multi-Tenant
Architecture. Explanation: SaaS reduces on-premises maintenance but introduces data-privacy
considerations. Example: The district uses a SaaS-based assessment platform for student testing. Practical
application: Review the provider's data-processing agreement to ensure compliance with FERPA. Challenges:
Data residency, vendor lock-in, and ensuring proper access controls within the SaaS environment.
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Student Information System (SIS) — Concept: centralized application that manages student enroliment,
grades, schedules, and demographics. Related terms: Data Integration, FERPA, Reporting. Explanation: The
SIS is the core repository for academic and personal student data. Example: Teachers enter grades into the
SIS, which then populates report cards automatically. Practical application: Implement role-based access so
that only authorized staff can view health records. Challenges: Integrating with third-party assessment tools,
maintaining data quality, and protecting sensitive student information.

Threat Modeling — Concept: systematic approach to identifying potential threats and designing mitigations.
Related terms: Attack Vectors, Risk Assessment, STRIDE. Explanation: Threat modeling helps anticipate how
adversaries might exploit vulnerabilities. Example: Using the STRIDE framework, the district identifies
“Tampering"” risks for the online gradebook. Practical application: Conduct threat-modeling workshops
during major system design phases. Challenges: Keeping models up to date as systems evolve and
allocating expertise for thorough analysis.

Transport Layer Security (TLS) Certificate — Concept: digital credential that validates the identity of a server
and enables encrypted connections. Related terms: Public Key Infrastructure (PKI), Certificate Authority (CA),
Renewal. Explanation: TLS certificates are essential for establishing trust between clients and servers.
Example: The district’'s website uses a TLS certificate issued by a trusted CA, displayed as “https://". Practical
application: Automate certificate renewal using ACME protocols to avoid service interruptions. Challenges:
Preventing certificate expiration, managing wildcard certificates, and ensuring proper certificate pinning for
internal applications.

Unified Modeling Language (UML) — Concept: standardized visual language for describing system
architecture and processes. Related terms: Use Case Diagram, Class Diagram, Data Flow Diagram.
Explanation: UML helps communicate technical designs to both IT staff and educational stakeholders.
Example: A use-case diagram depicts how teachers, students, and administrators interact with the SIS.
Practical application: Use UML diagrams during system procurement to clarify requirements. Challenges:
Ensuring diagrams remain synchronized with actual implementations and avoiding overly complex models.

Virtual Private Network (VPN) — Concept: secure tunnel that encrypts network traffic between a user’s device
and the district's internal network. Related terms: Remote Access, IPSec, Split Tunneling. Explanation: VPNs
enable safe remote work and protect data in transit over public networks. Example: Staff working from
home connect to the district’s VPN to access the SIS. Practical application: Enforce MFA for VPN login and
monitor for unusual connection patterns. Challenges: Balancing performance with encryption strength and
preventing credential sharing.

Vulnerability Scan — Concept: automated process that identifies security weaknesses in systems and
applications. Related terms: Penetration Testing, Patch Management, Remediation. Explanation: Scans
provide a baseline for security hardening. Example: A quarterly scan flags outdated OpenSSL libraries on the
web server. Practical application: Integrate scan results with the ticketing system for systematic remediation.
Challenges: Managing scan frequency to avoid disruption and prioritizing remediation based on risk.
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Zero-Trust Architecture — Concept: security model that assumes no implicit trust, requiring verification for
every access request. Related terms: Microsegmentation, Identity Verification, Least Privilege. Explanation:
Zero-trust verifies users, devices, and applications regardless of location. Example: Even staff on the internal
network must authenticate via MFA before accessing the SIS. Practical application: Deploy a
conditional-access platform that evaluates risk factors (device health, location) before granting access.
Challenges: Overhauling legacy systems, managing user experience, and defining granular policies.

FERPA (Family Educational Rights and Privacy Act) — Concept: U.S. federal law that protects the privacy of
student education records. Related terms: Education Record, Consent, Directory Information. Explanation:
FERPA grants parents and eligible students rights to inspect, amend, and control disclosure of records.
Example: A parent requests a copy of their child’s transcript; the school must provide it within a reasonable
time. Practical application: Maintain a FERPA compliance checklist that includes consent forms for directory
information. Challenges: Interpreting “education record” scope, handling third-party data sharing, and
training staff on permissible disclosures.

FIPS (Federal Information Processing Standards) — Concept: set of standards for computer systems used by
U.S. federal agencies, often adopted by public institutions. Related terms: FIPS
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