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Postgraduate Certificate in Petroleum Economics and Management (United Kingdom)

Risk Management in the Petroleum Industry

Asset Integrity — the systematic approach to ensuring that petroleum assets operate safely, reliably and
within design limits throughout their lifecycle. Related terms: maintenance management, corrosion control,
risk-based inspection. Explanation: Asset integrity combines engineering, inspection, and risk assessment to
prevent failures that could lead to environmental spills, safety incidents, or production loss. Example: A
offshore platform uses a risk-based inspection schedule that prioritises high-stress pipelines for ultrasonic
testing. Practical application: Integrating integrity data into a central database enables real-time monitoring
and supports condition-based maintenance decisions. Challenges: Data quality, aging infrastructure, and
the need to balance inspection costs with safety objectives.

Baseline Scenario — a reference case used in risk modelling that represents the most likely future without
any additional risk mitigation measures. Related terms: scenario analysis, probabilistic risk assessment,
Monte Carlo simulation. Explanation: The baseline provides a benchmark against which alternative
mitigation strategies are compared. Example: In a hydrocarbon price forecast, the baseline scenario assumes
a Brent price of $80 per barrel and a 5% annual demand growth. Practical application: Decision-makers
evaluate the impact of new safety technologies by overlaying them on the baseline to quantify risk
reduction. Challenges: Selecting realistic assumptions and maintaining consistency across multiple variables.

Business Continuity Planning (BCP) — the development of strategies and procedures to ensure that critical
petroleum operations can continue or be rapidly restored after a disruptive event. Related terms: disaster
recovery, operational resilience, contingency planning. Explanation: BCP identifies essential functions,
assesses vulnerabilities, and defines recovery time objectives. Example: A drilling contractor creates a BCP
that includes alternate supply routes for drilling mud in case of port closures. Practical application:
Conducting regular tabletop exercises tests the effectiveness of communication protocols and resource
allocation. Challenges: Integrating BCP across multinational supply chains and keeping plans up-to-date
with evolving regulatory requirements.

Catastrophic Failure — an uncontrolled event that leads to total loss of function of a petroleum asset, often
with severe safety, environmental, and financial consequences. Related terms: major incident, systemic risk,
loss of containment. Explanation: Catastrophic failures are rare but high-impact events that require robust
risk mitigation. Example: The rupture of a subsea pipeline resulting in a massive oil spill. Practical
application: Conducting consequence analyses using software such as PHAST helps quantify potential
impacts and informs emergency response planning. Challenges: Predicting low-probability events, obtaining
accurate failure data, and justifying mitigation costs.

Change Management — the structured process of managing alterations to equipment, processes, or
organisational structures to minimise risk exposure. Related terms: configuration control, risk register,
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operational excellence. Explanation: Effective change management ensures that modifications are evaluated
for safety, regulatory compliance, and financial implications before implementation. Example: Introducing a
new blow-out preventer (BOP) design requires a change request, hazard analysis, and stakeholder approval.
Practical application: A digital workflow tracks change requests, assigns risk owners, and records approvals,
providing auditability. Challenges: Resistance to change, siloed communication, and ensuring that risk
assessments keep pace with rapid technology adoption.

Contingency Reserve — a financial provision set aside to cover unforeseen costs arising from risk events in
petroleum projects. Related terms: risk allowance, budget overruns, cost escalation. Explanation:
Contingency reserves are allocated based on risk assessments and are released only when validated triggers
occur. Example: A deep-water development project includes a 10 % contingency reserve to address
potential drilling delays. Practical application: Using risk-adjusted discount rates helps determine
appropriate reserve sizes. Challenges: Balancing sufficient coverage with pressure to minimise project costs,
and avoiding the "budget padding” perception.

Consequence Analysis — the quantitative evaluation of the potential impacts (environmental, health,
economic) resulting from a hazardous event. Related terms: impact assessment, risk matrix, loss of life.
Explanation: Consequence analysis combines release modeling, dispersion, and exposure pathways to
estimate outcomes. Example: Modelling the spread of a gas cloud from a refinery fire to predict downwind
population exposure. Practical application: Results feed into safety integrity level (SIL) determination and
emergency response planning. Challenges: Data uncertainty, modelling assumptions, and regulatory
acceptance of methodologies.

Cost-Benefit Analysis (CBA) — a systematic process for comparing the monetary costs of risk mitigation
measures against the expected benefits (risk reduction, avoided losses). Related terms: net present value,
risk-adjusted return, investment appraisal. Explanation: CBA helps prioritize mitigation actions by
quantifying their economic efficiency. Example: Comparing the installation of a secondary containment
system (cost) with the avoided spill liability (benefit). Practical application: Sensitivity analysis evaluates how
changes in oil price or accident frequency affect the CBA outcome. Challenges: Valuing intangible benefits
such as reputation, and accounting for low-probability, high-impact events.

Critical Control Point (CCP) — a stage in petroleum operations where a control measure can be applied to
prevent, eliminate, or reduce a risk to an acceptable level. Related terms: hazard analysis, process safety, risk
mitigation. Explanation: Identification of CCPs follows systematic techniques such as HAZOP (Hazard and
Operability Study). Example: The point at which a well is killed is a CCP requiring proper pressure
monitoring. Practical application: Implementing automatic shutdowns at identified CCPs reduces reliance on
human intervention. Challenges: Over-identifying CCPs leading to unnecessary complexity, and ensuring
that controls remain effective over time.

Decision Tree Analysis — a graphical representation of alternative choices, their associated probabilities,
costs, and outcomes used in risk-informed decision making. Related terms: expected value, risk-neutral,
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scenario planning. Explanation: Decision trees help visualise the trade-offs between mitigation options and
potential future states. Example: Choosing between retrofitting an existing pipeline versus constructing a
new route, each with distinct cost and failure probability profiles. Practical application: Software tools
generate decision trees that incorporate stochastic variables, enabling optimisation of investment decisions.
Challenges: Accurately estimating probabilities, handling complex interdependencies, and avoiding
oversimplification.

Decommissioning Risk — the set of uncertainties associated with the safe and cost-effective removal of
petroleum assets at the end of their productive life. Related terms: abandonment, environmental liability,
regulatory compliance. Explanation: Decommissioning risk includes structural integrity during removal,
waste handling, and residual contamination. Example: The offshore dismantling of a platform requires
assessing the risk of subsea pipeline damage during lifting operations. Practical application: Early-stage
decommissioning risk assessments inform budgeting and stakeholder engagement. Challenges: Limited
historical data, evolving regulations, and the need for long-term monitoring commitments.

Dynamic Risk Assessment (DRA) — the continuous evaluation of risk as operating conditions change, often
supported by real-time data and analytics. Related terms: real-time monitoring, predictive analytics, risk
dashboard. Explanation: DRA enables proactive adjustments to safety measures as variables such as
pressure, temperature, or market conditions evolve. Example: A DRA system alerts operators when a
pipeline’s operating pressure approaches its design limit, prompting corrective action. Practical application:
Integration with SCADA (Supervisory Control and Data Acquisition) systems provides live risk scores.
Challenges: Data latency, false-positive alarms, and ensuring that operators trust and act on DRA outputs.

Enterprise Risk Management (ERM) — a holistic framework that aligns risk management with organisational
objectives across all functions of a petroleum company. Related terms: risk appetite, risk governance,
strategic risk. Explanation: ERM captures financial, operational, environmental, and reputational risks,
promoting a unified risk culture. Example: An oil major employs an ERM board to review portfolio-level
risks, including commodity price volatility and geopolitical instability. Practical application: Risk heat maps
summarise risk exposure, aiding senior management in resource allocation. Challenges: Breaking down silos,
ensuring consistent risk definitions, and integrating ERM into performance incentives.

Environmental Impact Assessment (EIA) — a statutory process that evaluates the potential environmental
consequences of petroleum projects before they commence. Related terms: baseline study, mitigation
measures, public consultation. Explanation: ElAs identify sensitive receptors, assess likely impacts, and
propose mitigation or compensation strategies. Example: An offshore wind-oil hybrid development
undergoes an EIA to assess effects on marine mammals. Practical application: Findings from the EIA shape
permitting conditions and monitoring plans. Challenges: Balancing development objectives with
conservation goals, and managing stakeholder expectations.

Event Tree Analysis (ETA) — a forward-looking method that maps the sequence of possible outcomes
following a initiating event, incorporating success or failure of safety barriers. Related terms: fault tree
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analysis, probability of failure on demand (PFD), risk pathways. Explanation: ETA quantifies the likelihood of
various end-states, facilitating the evaluation of barrier performance. Example: Starting with a well-control
loss event, the ETA branches to scenarios where the BOP functions or fails, leading to different spill volumes.
Practical application: Software tools automate ETA generation, linking barrier data from reliability databases.
Challenges: Accurate barrier performance data, and handling complex branching structures.

Failure Modes and Effects Analysis (FMEA) — a systematic technique for identifying potential failure modes
of equipment, assessing their effects, and prioritising corrective actions. Related terms: risk priority number
(RPN), root cause analysis, preventive maintenance. Explanation: FMEA provides a proactive approach to
improve reliability and safety. Example: Conducting an FMEA on a subsea valve uncovers a high-risk
corrosion-induced failure mode, prompting a redesign. Practical application: The RPN guides maintenance
scheduling and spare parts provisioning. Challenges: Subjectivity in scoring, and maintaining the analysis as
designs evolve.

Financial Risk Hedging — the use of financial instruments (e.g., futures, options, swaps) to mitigate exposure
to commodity price fluctuations. Related terms: price risk, derivatives, risk-adjusted cash flow. Explanation:
Hedging stabilises cash flows, supporting project financing and investment decisions. Example: An upstream
producer locks in a portion of its crude output at $70 per barrel using a forward contract. Practical
application: Hedge ratios are reviewed periodically to align with production forecasts. Challenges: Basis risk,
counter-party credit risk, and regulatory reporting requirements.

Fire and Explosion Risk Assessment — the evaluation of the likelihood and consequences of fire or explosion
events in petroleum facilities. Related terms: hazard identification, risk matrix, safe distance. Explanation:
Assessment combines source term analysis, dispersion modelling, and impact evaluation to determine
protective measures. Example: A refinery conducts a fire risk assessment on its crude storage tanks,
identifying the need for firewater spray systems. Practical application: Results inform the design of firewalls,
relief systems, and emergency response plans. Challenges: Modelling complex plant layouts, accounting for
human factors, and integrating findings with broader safety management systems.

Geopolitical Risk — uncertainties arising from political events, regulatory changes, or civil unrest that can
affect petroleum operations. Related terms: country risk, sanctions, political stability. Explanation:
Geopolitical risk influences investment decisions, supply chain security, and market access. Example: A
company evaluates the risk of ex-propriation in a host country before committing to a new field
development. Practical application: Scenario analysis incorporates potential policy shifts into project
cash-flow models. Challenges: Rapidly changing environments, limited data transparency, and the need for
expert judgment.

Hazard Identification (HAZID) — an early-stage, qualitative process that screens for potential hazards in a
petroleum project or operation. Related terms: brainstorming, risk register, preliminary HAZOP. Explanation:
HAZID generates a list of hazards that are later examined in depth using HAZOP or FMEA. Example: During
conceptual design of a new offshore field, the HAZID team flags the risk of well-bore instability. Practical
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application: Identified hazards are entered into a risk register with initial risk ratings. Challenges: Ensuring
comprehensive coverage, avoiding groupthink, and maintaining consistent documentation.

Hazard and Operability Study (HAZOP) — a structured, multidisciplinary technique that examines processes
to identify deviations from design intent and associated risks. Related terms: node analysis, guide words,
risk mitigation. Explanation: HAZOP teams systematically explore possible causes, consequences, and
safeguards for each process node. Example: A HAZOP on a gas-processing unit uncovers a potential
over-pressure scenario due to valve mis-positioning. Practical application: Recommendations from HAZOP
are tracked to completion, forming part of the project’s safety case. Challenges: Resource intensity, ensuring
participant expertise, and integrating findings with other risk analyses.

Health, Safety and Environment (HSE) Management System — an organised set of policies, procedures, and
processes to manage occupational health, safety, and environmental performance. Related terms: ISO
45001, environmental management system (EMS), risk culture. Explanation: The HSE system provides a
framework for identifying hazards, assessing risks, implementing controls, and monitoring performance.
Example: A drilling contractor implements an HSE management system that requires near-miss reporting
and corrective action tracking. Practical application: Audits verify compliance with internal standards and
external regulations. Challenges: Maintaining engagement across multiple sites, aligning HSE objectives
with business targets, and adapting to evolving legal requirements.

Human Reliability Analysis (HRA) — the quantitative assessment of the probability of human error in
operating petroleum facilities. Related terms: operator error, performance shaping factors, THERP.
Explanation: HRA identifies tasks where human performance contributes significantly to risk, allowing
targeted training or automation. Example: Using the HEART (Human Error Assessment and Reduction
Technique) method to evaluate the likelihood of a control-room operator mis-reading a pressure alarm.
Practical application: Results guide the design of ergonomic interfaces and procedural checks. Challenges:
Subjectivity in assigning error probabilities, and accounting for organizational factors such as fatigue.

Insurance and Indemnity — contractual mechanisms that transfer financial risk from petroleum operators to
insurers or third parties. Related terms: policy limits, excess, liability coverage. Explanation: Insurance can
cover property damage, third-party liability, and business interruption, reducing the financial impact of
accidents. Example: A offshore operator purchases a hull and machinery policy covering vessel loss due to
collision. Practical application: Premiums are priced based on risk assessments and loss histories.
Challenges: High premiums for high-risk assets, exclusions for certain perils, and the need for adequate
coverage limits.

Integrated Risk Management (IRM) — a coordinated approach that combines strategic, project, and
operational risk management into a single, unified process. Related terms: risk aggregation, risk appetite,
risk dashboard. Explanation: IRM ensures that risks are evaluated consistently across the organisation,
facilitating better decision making. Example: An oil and gas conglomerate aggregates risks from
exploration, production, and downstream activities into a corporate risk register. Practical application: A
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central risk office consolidates data, produces enterprise-wide risk reports, and aligns mitigation actions
with corporate objectives. Challenges: Data silos, differing risk metrics, and maintaining executive buy-in.

International Safety Management (ISM) Code — a set of standards issued by the International Maritime
Organization (IMO) to promote safe operation of vessels and pollution prevention. Related terms: shipboard
safety, certificate of compliance, SMS. Explanation: The ISM Code requires ship owners to develop a Safety
Management System (SMS) that addresses operational and emergency procedures. Example: A tanker
operator implements an ISM-compliant SMS that includes regular drills and maintenance checks. Practical
application: Periodic audits by classification societies verify compliance, and non-conformities are remedied.
Challenges: Aligning ISM requirements with corporate safety policies and ensuring crew training across
diverse fleets.

Job Safety Analysis (JSA) — a step-by-step review of a specific task to identify hazards and implement
controls before work begins. Related terms: task breakdown, risk controls, permit-to-work. Explanation: JSA
promotes proactive hazard mitigation, especially for high-risk activities such as hot work or confined-space
entry. Example: Before rigging a heavy lift, a JSA identifies risks of equipment failure and mandates the use
of certified lifting gear. Practical application: JSAs are documented, signed by workers, and stored for audit
purposes. Challenges: Keeping JSAs current with procedural changes and ensuring worker participation.

Key Performance Indicator (KPI) for Risk — quantitative metrics used to monitor risk management
effectiveness and progress toward risk objectives. Related terms: risk exposure, trend analysis, balanced
scorecard. Explanation: KPIs may include number of safety incidents, loss-event frequency, or risk reduction
percentages. Example: A production company tracks “Lost Time Injuries per million man-hours” as a safety
KPI. Practical application: KPI trends trigger management reviews and corrective actions when thresholds
are exceeded. Challenges: Selecting meaningful KPIs, avoiding metric manipulation, and aligning indicators
with strategic risk appetite.

Leak Detection and Repair (LDAR) Program — a systematic approach to identifying, quantifying, and fixing
fugitive emissions from equipment. Related terms: ventilation monitoring, environmental compliance,
emissions inventory. Explanation: LDAR reduces greenhouse-gas emissions, improves safety, and helps meet
regulatory limits. Example: Using portable infrared cameras to locate methane leaks on a processing plant's
valve network. Practical application: Detected leaks are prioritized based on emission rates, and repair work
orders are generated automatically. Challenges: Balancing detection frequency with operational disruption
and ensuring repair quality.

Loss Event Frequency (LEF) — the expected number of occurrences of a specific adverse event within a
defined time period. Related terms: probability of occurrence, frequency analysis, risk matrix. Explanation:
LEF is a core component of quantitative risk assessments, combined with consequence to calculate risk.
Example: Historical data shows a pipeline rupture frequency of 0.02 events per year. Practical application:
LEF informs the selection of safety integrity levels (SIL) for protective systems. Challenges: Limited data for
rare events and the need to adjust frequencies for changing operating conditions.
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Management of Change (MoC) — a formal process to evaluate and control modifications to equipment,
procedures, or organisational structures. Related terms: change request, risk assessment, approval workflow.
Explanation: MoC ensures that changes do not introduce new hazards or degrade existing safety barriers.
Example: Upgrading a refinery’s control system triggers a MoC that requires a revised HAZOP review.
Practical application: Electronic MoC systems track status, assign responsibilities, and keep a audit trail.
Challenges: Timely processing of change requests and maintaining consistency across multiple sites.

Monte Carlo Simulation — a computational technique that uses random sampling to model the probability
distribution of risk outcomes. Related terms: stochastic modeling, probabilistic analysis, risk distribution.
Explanation: By running thousands of iterations, Monte Carlo simulations provide insight into the range of
possible results and their likelihoods. Example: Simulating oil price fluctuations to estimate the probability
of project NPV falling below a threshold. Practical application: Results are displayed as histograms or
cumulative distribution functions for stakeholder communication. Challenges: Selecting appropriate input
distributions and managing computational demands for complex models.

Operational Risk — the risk of loss resulting from inadequate or failed internal processes, people, systems, or
external events affecting day-to-day petroleum activities. Related terms: process failures, human error,
system downtime. Explanation: Operational risk includes equipment breakdowns, supply chain disruptions,
and safety incidents. Example: A power outage at a remote drilling site leading to loss of production.
Practical application: Risk registers capture operational risks, and mitigation plans are integrated into
maintenance and training programs. Challenges: Capturing interdependencies and measuring risk in
monetary terms.

Outage Management — the planning, execution, and monitoring of planned shutdowns for maintenance,
upgrades, or regulatory compliance. Related terms: turnaround, maintenance window, production loss.
Explanation: Effective outage management minimises unplanned downtime and aligns resources to meet
safety standards. Example: A refinery schedules a 30-day turnaround to revamp its catalytic cracking units.
Practical application: Detailed Gantt charts coordinate contractor activities, material delivery, and safety
checks. Challenges: Unforeseen equipment failures, weather impacts, and cost overruns due to schedule
slips.

Petroleum Risk Register — a structured repository that records identified risks, their assessments, owners,
mitigation actions, and status. Related terms: risk log, risk owner, risk treatment. Explanation: The register
serves as a central reference for risk communication and governance. Example: A register entry for
“corrosion-induced pipeline failure” includes a risk rating, mitigation plan (pigging), and review date.
Practical application: Software platforms enable filtering, reporting, and integration with audit trails.
Challenges: Keeping the register up-to-date and ensuring that risk owners actively manage their entries.

Probability of Failure on Demand (PFD) — the likelihood that a safety instrumented system (SIS) will fail to
operate when required. Related terms: SIL, reliability, risk reduction factor. Explanation: PFD is used to
calculate the safety integrity level (SIL) needed for a given risk. Example: A PFD of 0.01 corresponds to a SIL
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2 requirement for a pressure relief system. Practical application: Regular testing and maintenance reduce
PFD values over time. Challenges: Accurate data collection, accounting for diagnostic coverage, and
managing aging instrumentation.

Process Safety Management (PSM) — a regulatory framework and set of practices to prevent catastrophic
releases of hazardous chemicals in petroleum processes. Related terms: OSHA 1910.119, risk-based
approach, process hazard analysis. Explanation: PSM covers employee participation, mechanical integrity,
and emergency planning. Example: A refinery implements PSM by conducting annual process hazard
analyses and maintaining a mechanical integrity program. Practical application: Audits verify compliance
with PSM elements, and corrective actions are tracked. Challenges: Integrating PSM with broader HSE
systems and ensuring continuous improvement.

Quantitative Risk Assessment (QRA) — a detailed, numerical evaluation of the likelihood and consequences
of hazardous events, producing a risk metric (e.g., annual loss expectancy). Related terms: risk modelling,
consequence analysis, risk matrix. Explanation: QRA combines frequency data, release models, and impact
assessments to inform decision making. Example: A QRA for a gas-pipeline assesses the probability of a
breach and models the resulting flame spread to nearby communities. Practical application: Results guide
the selection of protective measures and regulatory compliance. Challenges: Data uncertainty, model
validation, and communicating complex results to non-technical stakeholders.

Reliability-Centered Maintenance (RCM) — a maintenance strategy that focuses on preserving system
functionality by prioritising failure modes based on their impact on safety and production. Related terms:
maintenance optimisation, condition-based monitoring, failure mode analysis. Explanation: RCM determines
appropriate maintenance tasks (e.g., inspection, overhaul) for each asset. Example: Applying RCM to a
subsea pump identifies vibration monitoring as the preferred maintenance method to detect bearing wear.
Practical application: Maintenance schedules are generated from RCM recommendations and integrated
into asset management systems. Challenges: Gathering accurate failure data and aligning maintenance
budgets with risk priorities.

Risk Appetite — the amount and type of risk an organisation is willing to accept in pursuit of its objectives.
Related terms: risk tolerance, risk limits, strategic risk. Explanation: Risk appetite is articulated by senior
leadership and guides risk-taking behaviour across the company. Example: A midstream operator defines a
low appetite for environmental incidents, leading to stringent spill-prevention controls. Practical application:
Risk dashboards compare actual exposure against appetite thresholds, prompting escalation when limits are
breached. Challenges: Translating qualitative appetite statements into quantitative metrics and maintaining
alignment as business conditions change.

Risk Assessment Matrix — a visual tool that plots risk likelihood against consequence severity to categorise

risk levels (e.g., low, medium, high). Related terms: risk rating, heat map, risk prioritisation. Explanation: The
matrix aids quick identification of priorities and communication with stakeholders. Example: A matrix shows
that a pipeline rupture has high consequence but low likelihood, resulting in a medium risk rating. Practical
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application: Matrix outcomes drive the allocation of resources to high-risk items. Challenges: Subjectivity in
assigning scores and the potential oversimplification of complex risk profiles.

Risk Communication — the process of exchanging information about risks among stakeholders, including
employees, regulators, investors, and the public. Related terms: stakeholder engagement, transparency, risk
perception. Explanation: Effective communication builds trust, facilitates informed decision making, and
supports crisis management. Example: An oil company publishes a safety performance report detailing
incident rates and mitigation actions. Practical application: Using clear language, visual aids, and regular
updates enhances comprehension. Challenges: Overcoming technical jargon, managing differing risk
perceptions, and responding to media scrutiny.

Risk Control Hierarchy — a systematic ordering of risk mitigation measures from most to least effective:
elimination, substitution, engineering controls, administrative controls, and personal protective equipment
(PPE). Related terms: ALARP, risk reduction, safety barriers. Explanation: The hierarchy guides designers to
apply the most reliable controls first. Example: Replacing a high-pressure valve with a lower-pressure
alternative eliminates the risk of over-pressurisation. Practical application: Project specifications reference
the hierarchy to justify selected controls. Challenges: Technical feasibility of elimination, cost implications,
and maintaining control effectiveness over time.

Risk Management Framework (RMF) — a structured set of processes, policies, and tools that enable
systematic identification, assessment, treatment, and monitoring of risks. Related terms: ISO 31000, risk
governance, risk lifecycle. Explanation: The RMF provides consistency across the organisation and aligns risk
activities with strategic objectives. Example: An RMF outlines steps for risk identification, analysis, response
planning, and performance review for all projects. Practical application: Templates and software enforce the
framework, ensuring documentation and traceability. Challenges: Achieving organisation-wide adoption
and tailoring the framework to diverse operational contexts.

Risk Mitigation Strategy — a plan that outlines specific actions to reduce the likelihood or impact of
identified risks. Related terms: risk treatment, control measures, implementation plan. Explanation:
Strategies may involve engineering upgrades, procedural changes, insurance, or diversification. Example: To
mitigate the risk of supply disruption, a company diversifies its crude feedstock sources. Practical
application: Action items are assigned to risk owners with deadlines and performance metrics. Challenges:
Resource constraints, changing risk landscapes, and measuring effectiveness.

Risk Register — a documented list of identified risks, each with a description, probability, impact, risk rating,
owner, and mitigation actions. Related terms: risk log, risk tracking, risk owner. Explanation: The register
serves as the central tool for risk monitoring and reporting. Example: A register entry for “cyber-attack on
SCADA systems” includes a probability of 0.15, high impact, and mitigation actions such as network
segmentation. Practical application: Regular reviews update risk status and trigger escalation if thresholds
are exceeded. Challenges: Keeping the register current and avoiding information overload.
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Risk Tolerance — the acceptable variation in risk exposure around the organisation’s risk appetite. Related
terms: risk limits, risk thresholds, performance variance. Explanation: Tolerance defines the range within
which risk can fluctuate without triggering corrective action. Example: A midstream company sets a
tolerance of £10% around its target incident frequency. Practical application: Monitoring dashboards alert
managers when risk metrics breach tolerance bands. Challenges: Determining appropriate tolerance levels
and managing stakeholder expectations.

Safety Instrumented System (SIS) — a dedicated control system that automatically takes a process to a safe
state when predefined hazardous conditions are detected. Related terms: SIL, PFD, functional safety.
Explanation: SIS components include sensors, logic solvers, and final elements designed to meet specific
reliability targets. Example: A pressure-controlled shutdown system that activates valve closure if pressure
exceeds safe limits. Practical application: Regular proof-testing validates SIS performance and maintains
compliance with IEC 61511 standards. Challenges: Integration with existing control architecture, avoiding
common-cause failures, and managing lifecycle costs.

Safety Integrity Level (SIL) — a discrete level (1 to 4) that quantifies the reliability required for a safety
instrumented function, based on its risk reduction target. Related terms: PFD, functional safety, IEC 61511.
Explanation: Higher SILs demand lower probability of failure on demand, reflecting more critical safety
functions. Example: A fire-water system with SIL 3 must achieve a PFD of 0.001 to meet the required risk
reduction. Practical application: Engineers perform SIL allocation during design to ensure appropriate
protection. Challenges: Balancing cost versus safety benefit and maintaining SIL compliance through
modifications.

Scenario Planning — a strategic method that develops multiple plausible future states to test the robustness
of decisions against uncertainty. Related terms: stress testing, what-if analysis, strategic risk. Explanation:
Scenario planning helps organisations anticipate and prepare for a range of possible developments, such as
regulatory changes or market shocks. Example: Creating scenarios for “rapid decarbonisation”, “price
volatility”, and “technological disruption” to assess impacts on a portfolio. Practical application: Scenario
outcomes feed into capital allocation models and risk-adjusted discount rates. Challenges: Selecting realistic

scenario drivers and avoiding bias toward preferred outcomes.

Security Risk Assessment — the systematic evaluation of threats to physical and cyber assets, including
sabotage, terrorism, and unauthorized access. Related terms: critical infrastructure protection, cybersecurity,
threat modelling. Explanation: Assessment identifies vulnerabilities, likelihood of attack, and potential
consequences. Example: Evaluating the risk of a cyber intrusion into a refinery’s control system that could
cause uncontrolled releases. Practical application: Findings inform security controls such as perimeter
fencing, surveillance, and network segmentation. Challenges: Rapidly evolving threat landscape, integration
with safety risk assessments, and ensuring compliance with national security regulations.

Stakeholder Analysis — the identification and evaluation of individuals or groups who have an interest in or
are affected by petroleum risk management activities. Related terms: interest mapping, engagement plan,
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communication matrix. Explanation: Understanding stakeholder concerns helps tailor risk communication
and mitigation strategies. Example: Mapping local communities, regulators, investors, and NGOs to assess
their expectations regarding offshore drilling safety. Practical application: A stakeholder engagement plan
schedules consultations, feedback mechanisms, and reporting commitments. Challenges: Balancing
conflicting interests and maintaining ongoing dialogue throughout project lifecycles.

Strategic Risk — risks that arise from the external environment and affect the long-term objectives of a
petroleum organisation. Related terms: geopolitical risk, market risk, regulatory risk. Explanation: Strategic
risks influence investment decisions, portfolio composition, and competitive positioning. Example: The risk
that global climate policies impose carbon taxes, affecting project economics. Practical application: Scenario
analysis quantifies the impact of carbon pricing on cash flows, informing diversification strategies.
Challenges: High uncertainty, long time horizons, and difficulty quantifying intangible effects.

Supply Chain Risk — the probability and impact of disruptions to the flow of goods, services, and
information required for petroleum operations. Related terms: logistics risk, vendor reliability, contingency
planning. Explanation: Supply chain risks include transportation delays, material shortages, and supplier
insolvency. Example: A shortage of specialty welding rods for offshore repairs could extend outage duration.
Practical application: Dual-sourcing critical components and maintaining safety stock mitigate supply chain
exposure. Challenges: Globalised networks increase complexity, and visibility into supplier risk levels may be
limited.

Systematic Risk — risk that affects an entire class of assets or market participants, often driven by
macro-economic or industry-wide factors. Related terms: market risk, systemic risk, correlation. Explanation:
In petroleum, systematic risk includes oil-price volatility, regulatory shifts, and global demand changes.
Example: A sudden drop in crude prices due to an economic slowdown reduces revenue across the sector.
Practical application: Diversifying asset portfolios and using hedging strategies can reduce exposure to
systematic risk. Challenges: Predicting macro-economic trends and measuring the degree of correlation
among risk factors.

Technology Risk — uncertainties associated with the adoption, performance, or reliability of new
technologies in petroleum exploration, production, or processing. Related terms: innovation risk, technical
failure, integration risk. Explanation: Technology risk can arise from insufficient testing, lack of operator
expertise, or incompatibility with existing systems. Example: Deploying autonomous drilling rigs that may
encounter software glitches. Practical application: Pilot projects and phased roll-outs allow risk to be
assessed and mitigated before full deployment. Challenges: Rapid innovation cycles, regulatory acceptance,
and aligning technology with business objectives.

Third-Party Risk — the potential for loss arising from the actions or failures of external contractors, suppliers,
or service providers. Related terms: contractor management, vendor risk,
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