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Postgraduate Certificate in Al in Health and Social Care

Regulatory Frameworks for Al in Health Care

Algorithmic Transparency — Related terms: Explainability, auditability, model documentation. A principle
requiring that the logic, data sources, and decision pathways of Al systems be openly described. Example:
Publishing a model card for a diagnostic algorithm. Practical application: Clinicians can assess why a risk
score was assigned. Challenges include proprietary code protection and the technical difficulty of
simplifying complex models.

Artificial Intelligence (Al) — Related terms: Machine learning, deep learning, neural networks. The broader
field of computer systems that perform tasks requiring human-like intelligence. Example: An Al-driven
chatbot triaging patient symptoms. Practical application: Automating routine administrative tasks.
Challenges involve ensuring safety, ethical use, and regulatory compliance.

Artificial Intelligence Act (EU) — Related terms: EU Al Regulation, conformity assessment, high-risk Al. The
European Union'’s legislative proposal establishing a risk-based framework for Al applications, including
health care. Example: A medical imaging Al classified as high-risk must undergo a conformity assessment
before market entry. Practical application: Provides a unified legal standard across member states.
Challenges include interpreting ambiguous definitions and aligning with existing national regulations.

Beneficence Assessment — Related terms: Risk-benefit analysis, clinical justification, patient welfare. The
evaluation of whether an Al system'’s intended benefits outweigh potential harms. Example: Assessing
whether a predictive model for sepsis improves outcomes without increasing false alarms. Practical
application: Informs ethical review boards. Challenges arise from limited real-world performance data.

Clinical Decision Support (CDS) Software — Related terms: Medical device software, health-IT, decision aid.
Software that provides health professionals with patient-specific assessments or recommendations.
Example: An Al-based tool suggesting antibiotic choices based on pathogen data. Practical application:
Enhances diagnostic accuracy. Challenges include integration with electronic health records (EHRs) and
meeting medical device regulations.

Clinical Evaluation — Related terms: Performance validation, post-market surveillance, safety monitoring.
Systematic assessment of an Al system’s safety and effectiveness in a clinical setting. Example: A multicenter
trial measuring the sensitivity of an Al skin-lesion classifier. Practical application: Required for regulatory
approval. Challenges involve obtaining representative datasets and addressing data drift over time.

Compliance Pathway — Related terms: Regulatory submission, conformity assessment, certification. The set
of steps an Al health product must follow to meet legal requirements. Example: A manufacturer follows the
FDA's De Novo pathway for a novel Al algorithm. Practical application: Guides product development
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timelines. Challenges include navigating differing international standards.

Conformity Assessment — Related terms: CE marking, notified body, standards compliance. The process of
demonstrating that an Al device meets applicable regulatory requirements. Example: A notified body
evaluates a machine-learning-based cardiac monitor for CE marking. Practical application: Enables market
access in the European Economic Area. Challenges include resource-intensive testing and evolving
standards.

Data Governance — Related terms: Data stewardship, data quality, data lifecycle. The framework for
managing data assets to ensure integrity, privacy, and appropriate use. Example: A hospital establishes a
data-sharing agreement for training Al models. Practical application: Supports compliance with GDPR and
HIPAA. Challenges involve aligning multiple stakeholders and maintaining data provenance.

Data Minimisation — Related terms: Privacy by design, purpose limitation, anonymisation. The principle of
collecting only the data necessary for a specific purpose. Example: An Al tool for predicting readmission
uses age, comorbidities, and discharge disposition, excluding unrelated identifiers. Practical application:
Reduces privacy risk. Challenges include balancing model performance with limited data.

Data Privacy Impact Assessment (DPIA) — Related terms: Privacy impact assessment, risk assessment, GDPR.
A systematic process to identify and mitigate privacy risks of data processing activities. Example: A DPIA for
an Al-driven mental-health app identifies potential re-identification risks. Practical application: Required
under GDPR for high-risk processing. Challenges include accurately forecasting future Al uses.

Data Provenance — Related terms: Data lineage, audit trail, metadata. Documentation of the origin,
transformations, and handling of data used to train or operate Al systems. Example: A provenance record
shows that a chest-X-ray dataset was sourced from a specific hospital and cleaned using defined scripts.
Practical application: Supports reproducibility and regulatory audits. Challenges include maintaining
comprehensive metadata across multiple pipelines.

Data Quality Assurance — Related terms: Data cleaning, validation, error detection. Processes to ensure that
data used for Al development are accurate, complete, and fit for purpose. Example: Implementing
automated checks for missing values in a training set of lab results. Practical application: Improves model
reliability. Challenges involve detecting subtle biases that may not be obvious through standard checks.

De-identification — Related terms: Anonymisation, pseudonymisation, privacy protection. Techniques to
remove or mask personal identifiers from health data. Example: Replacing patient IDs with random tokens
before sharing data with a research consortium. Practical application: Facilitates data sharing while
complying with privacy laws. Challenges include the risk of re-identification through data linkage.

De Novo Classification — Related terms: FDA pathway, novel device, risk classification. A regulatory route in
the United States for novel medical devices of low to moderate risk that lack a predicate. Example: An Al
algorithm for early detection of diabetic retinopathy receives De Novo clearance. Practical application:
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Provides a path for innovative Al products. Challenges include demonstrating substantial equivalence
without a prior device.

Device Software as a Medical Device (SaMD) — Related terms: Medical device, software classification, |IEC
62304. Software intended to perform medical functions without being part of a hardware device. Example: A
cloud-based Al tool that predicts stroke risk. Practical application: Regulated similarly to physical devices.
Challenges involve defining intended use and meeting software lifecycle standards.

Digital Therapeutics (DTx) — Related terms: Health app, regulatory approval, therapeutic claim.
Software-based interventions that deliver evidence-based therapeutic outcomes. Example: An Al-guided
cognitive-behavioral therapy app for anxiety. Practical application: May be reimbursed as a prescription
product. Challenges include demonstrating clinical efficacy and navigating both medical device and drug
regulations.

Ethical Al Framework — Related terms: Responsible Al, Al ethics, governance. Structured guidance for
developing Al systems that respect ethical principles such as fairness, accountability, and transparency.
Example: A hospital adopts an ethical Al charter to guide Al procurement. Practical application: Aligns Al
projects with institutional values. Challenges include translating abstract principles into concrete operational
controls.

Explainability — Related terms: Interpretability, model transparency, post-hoc analysis. The degree to which a
human can understand the reasoning behind an Al system'’s output. Example: Using SHAP values to
illustrate which features contributed to a high-risk cancer prediction. Practical application: Builds clinician
trust. Challenges include trade-offs with model complexity and performance.

FDA 510(k) Clearance — Related terms: Predicate device, premarket notification, regulatory submission. The
US pathway for demonstrating that a new device is substantially equivalent to an existing legally marketed
device. Example: An Al-enhanced ECG interpretation tool submits a 510(k) using a previously cleared ECG
analyzer as a predicate. Practical application: Faster market entry compared with premarket approval.
Challenges include identifying an appropriate predicate and meeting specific performance criteria.

FDA Pre-Market Approval (PMA) — Related terms: High-risk device, clinical trial, regulatory review. The most
stringent US pathway requiring evidence of safety and effectiveness. Example: An Al system for autonomous
robotic surgery undergoes PMA review. Practical application: Ensures thorough evaluation for high-risk Al.
Challenges include extensive data requirements and longer timelines.

Fairness Assessment — Related terms: Bias detection, equity analysis, demographic parity. Systematic
evaluation of whether an Al system’s outcomes are equitable across protected groups. Example: Testing a
predictive model for heart failure across age, gender, and ethnicity to detect disparate impact. Practical
application: Informs mitigation strategies before deployment. Challenges involve defining appropriate
fairness metrics and reconciling them with clinical accuracy.
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General Data Protection Regulation (GDPR) — Related terms: EU privacy law, data subject rights, lawful basis.
EU regulation governing personal data processing, including health data. Example: An Al-driven telehealth
platform must obtain explicit consent for processing patient images. Practical application: Sets a high bar
for privacy compliance worldwide. Challenges include interpreting “special category” data provisions for
health and aligning with Al-specific obligations like DPIA.

Health Level Seven (HL7) FHIR — Related terms: Interoperability, API standards, data exchange. A set of
standards for exchanging electronic health information. Example: An Al service accesses patient lab results
via a FHIR API to generate risk scores. Practical application: Facilitates real-time integration of Al into EHRs.
Challenges include ensuring consistent implementation across vendors and handling versioning.

Human-in-the-Loop (HITL) — Related terms: Oversight, collaborative Al, decision augmentation. Design
approach where clinicians review or modify Al outputs before final action. Example: A radiology Al flags
suspicious nodules, but a radiologist confirms the diagnosis. Practical application: Balances automation with
clinical expertise. Challenges include workflow disruption and potential over-reliance on Al suggestions.

Impact Assessment (IA) — Related terms: Risk assessment, benefit analysis, stakeholder analysis. A systematic
process to evaluate the potential effects of deploying an Al system, including social, economic, and health
outcomes. Example: An IA for a population-wide Al screening program examines cost savings versus privacy
concerns. Practical application: Informs policymakers and funding bodies. Challenges include quantifying
intangible impacts and incorporating diverse stakeholder perspectives.

International Medical Device Regulators Forum (IMDRF) — Related terms: Global harmonisation, regulatory
guidance, risk classification. A voluntary group of medical device regulators that develops common
standards. Example: IMDRF's “Software as a Medical Device” guidance informs national policies. Practical
application: Promotes consistent regulatory expectations across regions. Challenges include translating
consensus documents into enforceable national law.

International Organization for Standardization (ISO) 14971 — Related terms: Risk management, medical
device safety, ISO standards. The ISO standard for risk management of medical devices, including Al-based
devices. Example: Applying ISO 14971 to identify hazards of an Al-driven insulin dosing algorithm. Practical
application: Provides a structured risk analysis framework. Challenges involve adapting the standard to
dynamic, data-driven risk profiles.

ISO 13485 — Related terms: Quality management system, medical device manufacturing, compliance. The
ISO standard for quality management systems specific to medical devices. Example: A software firm
implements ISO 13485 processes for Al model version control. Practical application: Supports regulatory
submissions and audits. Challenges include integrating software-centric activities into a traditionally
hardware-focused QMS.

ISO/IEC 27001 — Related terms: Information security, risk management, data protection. The standard for
establishing, implementing, and maintaining an information security management system. Example: A
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health-Al startup obtains ISO/IEC 27001 certification to assure partners of data security. Practical
application: Mitigates cyber-risk for Al systems handling sensitive health data. Challenges include
continuous monitoring and adapting to evolving threat landscapes.

Joint Commission Accreditation — Related terms: Healthcare quality, accreditation standards, patient safety.
The US body that accredits health organizations based on performance standards. Example: A hospital must
demonstrate compliance with Al safety protocols to maintain accreditation. Practical application:
Encourages consistent quality across institutions. Challenges include aligning Al governance with existing
accreditation criteria.

Knowledge Transfer — Related terms: Training, capacity building, dissemination. The process of moving Al
expertise from developers to clinicians and administrators. Example: Workshops teaching clinicians how to
interpret Al-generated risk scores. Practical application: Improves adoption and appropriate use. Challenges
include varying levels of digital literacy and resource constraints.

Legal Liability — Related terms: Negligence, product liability, accountability. The legal responsibility for
harms caused by Al systems. Example: Determining whether a manufacturer or a physician is liable when an
Al misclassifies a tumor. Practical application: Influences contract terms and insurance coverage. Challenges
include ambiguous causation chains and cross-jurisdictional differences.

Machine Learning (ML) — Related terms: Supervised learning, unsupervised learning, reinforcement learning.
A subset of Al focused on algorithms that improve performance through data exposure. Example: A
gradient-boosted tree model predicting hospital readmission risk. Practical application: Enables data-driven
clinical predictions. Challenges involve model drift, interpretability, and data quality.

Medical Device Regulation (MDR) — EU — Related terms: CE marking, classification, conformity assessment.
The European Union's regulatory framework replacing the previous Medical Devices Directive. Example: An
Al-based diagnostic tool classified as Class lla must undergo a notified-body assessment for CE marking.
Practical application: Ensures safety and performance across EU markets. Challenges include extensive
documentation and post-market surveillance obligations.

Model Drift — Related terms: Concept drift, performance degradation, monitoring. The phenomenon where
an Al model’s accuracy declines over time due to changes in data distribution. Example: An Al sepsis
predictor trained on pre-COVID data performs poorly during pandemic spikes. Practical application: Triggers
re-training or recalibration. Challenges include detecting subtle drift and allocating resources for continuous
updates.

Model Governance — Related terms: Model lifecycle, version control, oversight. Structured policies and
procedures governing the development, deployment, and retirement of Al models. Example: A governance
board reviews each new version of a predictive model before release. Practical application: Ensures
consistency, compliance, and accountability. Challenges involve coordinating multidisciplinary stakeholders
and maintaining traceability.
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Model Interpretability — Related terms: Explainability, transparency, feature importance. The extent to which
humans can comprehend how an Al model arrives at a specific output. Example: Using LIME to highlight
image regions influencing a cancer detection Al. Practical application: Supports clinical validation and
regulatory review. Challenges include balancing interpretability with predictive performance.

Neural Network Architecture — Related terms: Deep learning, layers, parameters. The structural design of a
neural network, defining how neurons are arranged and connected. Example: A U-Net architecture for
segmentation of MRI scans. Practical application: Determines suitability for specific imaging tasks.
Challenges include computational cost and overfitting risk.

Non-Clinical Validation — Related terms: Bench testing, simulation, synthetic data. Evaluation of Al
performance using controlled, non-patient data sources. Example: Testing a diagnostic Al on a synthetic
dataset generated from a generative model. Practical application: Early risk identification before human
trials. Challenges include ensuring synthetic data faithfully represents real-world variability.

Notified Body — Related terms: Conformity assessment, CE marking, EU regulator. An organization
designated by EU member states to assess conformity of certain products, including medical devices.
Example: A notified body audits an Al-enabled cardiac monitor for CE compliance. Practical application:
Provides independent verification of safety. Challenges include limited capacity and varying expertise in Al
assessments.

Patient Consent — Related terms: Informed consent, opt-in, data use agreement. The process by which
patients authorize the collection and processing of their health data for Al purposes. Example: A digital
health platform obtains explicit consent for using wearable data in predictive analytics. Practical application:
Satisfies legal and ethical obligations. Challenges include ensuring comprehension and managing
withdrawal requests.

Post-Market Surveillance (PMS) — Related terms: Vigilance, real-world evidence, monitoring. Ongoing
collection and analysis of data on a device's performance after it enters the market. Example: Tracking
adverse events associated with an Al-driven diagnostic tool through a national registry. Practical
application: Identifies safety signals and informs updates. Challenges involve data integration from
disparate sources and timely analysis.

Predictive Analytics — Related terms: Risk stratification, forecasting, machine learning. Use of statistical
techniques and Al to anticipate future clinical events. Example: A model forecasting 30-day readmission risk
for heart failure patients. Practical application: Informs proactive care plans. Challenges include handling
imbalanced outcomes and ensuring actionable insights.

Privacy by Design — Related terms: Data minimisation, encryption, GDPR. Embedding privacy considerations
into the development lifecycle of Al systems. Example: Designing an Al platform that stores data in
encrypted containers and limits access to only necessary personnel. Practical application: Reduces
regulatory risk. Challenges include balancing privacy safeguards with model performance.
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Regulatory Sandbox — Related terms: Innovation hub, pilot, exemption. A controlled environment where Al
health technologies can be tested under relaxed regulatory conditions. Example: A UK sandbox allows a
startup to trial an Al triage tool in selected clinics. Practical application: Accelerates innovation while
monitoring safety. Challenges include defining exit criteria and ensuring patient protection.

Risk Management — Related terms: Hazard analysis, mitigation, ISO 14971. Systematic identification,
evaluation, and control of risks associated with Al systems. Example: A risk matrix identifies potential
misdiagnosis as a high-severity risk and implements a double-check protocol. Practical application: Satisfies
regulatory expectations. Challenges include quantifying low-probability but high-impact events.

Regulatory Compliance — Related terms: Legal adherence, standards, audit. The state of meeting all
applicable laws, regulations, and standards for Al health products. Example: A company conducts regular
audits to verify alignment with FDA, GDPR, and ISO standards. Practical application: Avoids penalties and
market restrictions. Challenges include keeping pace with rapidly evolving regulations.

Reimbursement Pathways — Related terms: Insurance coverage, coding, value-based care. Mechanisms
through which Al-enabled services are financially compensated. Example: An Al-driven diabetic retinopathy
screening receives CPT code reimbursement after CMS approval. Practical application: Supports sustainable
business models. Challenges involve demonstrating cost-effectiveness and navigating payer policies.

Responsible Al — Related terms: Ethical Al, governance, accountability. A framework ensuring Al systems are
developed and deployed in a socially beneficial, transparent, and trustworthy manner. Example: A hospital
adopts a responsible Al policy that mandates bias audits and stakeholder engagement. Practical application:
Builds public trust and aligns with regulatory expectations. Challenges include operationalising high-level
principles.

Safety-Critical Al — Related terms: High-risk Al, medical device, life-support. Al systems whose failure could
result in serious injury or death. Example: An Al algorithm controlling infusion pump dosage. Practical
application: Subject to stringent regulatory scrutiny. Challenges involve rigorous validation, redundancy, and
fail-safe mechanisms.

Security Vulnerability Assessment — Related terms: Penetration testing, threat modeling, ISO/IEC 27001.
Evaluation of potential weaknesses that could be exploited to compromise an Al system. Example: Testing
an Al server for injection attacks. Practical application: Informs remediation before deployment. Challenges
include staying ahead of sophisticated cyber threats.

Software Lifecycle Management — Related terms: Version control, continuous integration, IEC 62304.
Structured approach to developing, maintaining, and retiring software. Example: Employing Git for tracking
changes in an Al model pipeline. Practical application: Ensures traceability and compliance. Challenges
include coordinating frequent updates with regulatory documentation.

Stakeholder Engagement — Related terms: Patient involvement, clinician input, governance. Active
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participation of all interested parties in Al development and oversight. Example: Forming a patient advisory
board for an Al mental-health platform. Practical application: Surfaces concerns early and improves
acceptance. Challenges include balancing diverse priorities and managing expectations.

Standard Operating Procedure (SOP) — Related terms: Process documentation, compliance, workflow.
Written instructions detailing how to perform specific tasks consistently. Example: An SOP for validating Al
model performance before each software release. Practical application: Reduces variability and supports
audits. Challenges involve keeping SOPs current with rapid Al advances.

Statistical Validation — Related terms: Hypothesis testing, confidence interval, performance metrics.
Application of statistical methods to assess Al model accuracy and reliability. Example: Calculating the area
under the ROC curve for a diagnostic Al and reporting 95% confidence intervals. Practical application:
Provides quantitative evidence for regulatory submissions. Challenges include selecting appropriate metrics
for clinical relevance.

Supervised Learning — Related terms: Labeled data, classification, regression. Machine-learning approach
where models learn from input-output pairs. Example: Training a neural network to classify CT scans as
malignant or benign using radiologist-annotated images. Practical application: Common method for
diagnostic Al. Challenges include obtaining high-quality labeled data and avoiding overfitting.

Surveillance Reporting — Related terms: Adverse event reporting, PMS, vigilance. Formal communication of
safety or performance issues to regulatory authorities. Example: Submitting a field safety corrective action
report for an Al-driven insulin dosing system after a dosing error. Practical application: Fulfills legal
obligations and protects patients. Challenges include timely detection and accurate root-cause analysis.

Technical Documentation — Related terms: Product dossier, design file, regulatory submission.
Comprehensive collection of evidence supporting a device's safety, performance, and compliance. Example:
A technical file containing algorithm description, validation studies, risk analysis, and user manuals for an Al
cardiac monitor. Practical application: Required for CE marking and FDA submissions. Challenges involve
maintaining up-to-date documentation amid rapid Al iteration.

Therapeutic Al — Related terms: Digital therapeutics, treatment algorithm, clinical outcome. Al systems that
directly influence patient treatment decisions or deliver therapy. Example: An Al that personalises
chemotherapy dosing based on genomic data. Practical application: Can improve efficacy and reduce side
effects. Challenges include stringent efficacy evidence and regulatory classification as a high-risk device.

Training Data Set — Related terms: Dataset, ground truth, data curation. The collection of examples used to
teach an Al model. Example: A curated set of 10,000 annotated dermatology images for skin-cancer
detection. Practical application: Determines model performance ceiling. Challenges include bias,
representativeness, and consent for data use.

Unsupervised Learning — Related terms: Clustering, dimensionality reduction, anomaly detection.
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Machine-learning methods that infer patterns without labeled outcomes. Example: Using autoencoders to
detect abnormal ECG patterns. Practical application: Useful for discovering unknown disease phenotypes.
Challenges include interpreting results and ensuring clinical relevance.

Validation Cohort — Related terms: External validation, test set, generalisation. A separate group of patients
used to assess the performance of an Al model after training. Example: Validating a sepsis prediction model
on data from a different hospital network. Practical application: Demonstrates generalisability and
robustness. Challenges include data access agreements and heterogeneity across sites.

Version Control — Related terms: Git, repository, change management. System for tracking modifications to
code, data, and model artifacts. Example: Tagging each Al model release with a semantic version number.
Practical application: Enables reproducibility and audit trails. Challenges involve managing large binary files
such as imaging datasets.

Vigilance System — Related terms: Post-market surveillance, adverse event reporting, regulatory monitoring.
Structured process for detecting and responding to safety issues after a product is on the market. Example:
A national vigilance database records incidents linked to an Al radiology tool. Practical application: Ensures
ongoing patient safety. Challenges include timely data collection and cross-border coordination.

White-Box Model — Related terms: Interpretable model, rule-based system, transparency. Al models whose
internal logic is directly understandable, such as decision trees or linear regression. Example: A logistic
regression model predicting stroke risk with clearly defined coefficients. Practical application: Facilitates
regulatory review and clinician acceptance. Challenges include limited ability to capture complex patterns
compared with deep-learning models.
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