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Professional Certificate in Defence and Strategic Studies

International Relations and Security

International Relations and Security Key Terms and Vocabulary

International Relations (IR) is a dynamic field that encompasses the study of interactions among states,
international organizations, non-governmental organizations (NGOs), multinational corporations, and other
actors in the global system. This course on Defence and Strategic Studies provides a comprehensive
overview of key concepts and vocabulary essential for understanding the complexities of international
relations and security issues.

1. Power
Power is a fundamental concept in international relations, referring to the ability of a state or actor to
influence the behavior of others to achieve its goals. Power can be categorized into different types,
including military power, economic power, diplomatic power, and soft power. For example, the United
States is often seen as a global power due to its strong military capabilities, economic influence, and
diplomatic reach.

2. Security
Security is a central concern in international relations, encompassing the protection of a state's sovereignty,
territorial integrity, and national interests. Security threats can come from various sources, such as military
aggression, terrorism, cyber attacks, and climate change. States often engage in security cooperation to
address common threats and challenges.

3. Sovereignty
Sovereignty refers to the exclusive right of a state to govern its territory without external interference. It is a
foundational principle of international relations and forms the basis of the modern state system. However,
sovereignty is not absolute, as states are also bound by international law and norms that limit their actions.

4. Diplomacy
Diplomacy is the practice of conducting negotiations and maintaining relations between states to promote
mutual understanding and cooperation. Diplomats play a crucial role in representing their countries'
interests, resolving conflicts, and advancing international goals through dialogue and negotiation.

5. Balance of Power
The balance of power is a concept in international relations that refers to the distribution of power among
states to prevent any one state from dominating the system. States often form alliances and engage in
power politics to maintain a stable equilibrium and deter aggression from potential adversaries.

6. International Organizations
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International organizations are institutions formed by states to address common challenges and promote
cooperation on various issues, such as peacekeeping, development, and human rights. Examples include the
United Nations (UN), North Atlantic Treaty Organization (NATO), and World Trade Organization (WTO).

7. Multilateralism
Multilateralism is a diplomatic approach that emphasizes cooperation among multiple states to address
global issues and achieve common goals. Multilateral institutions and agreements play a crucial role in
promoting peace, security, and economic development across the international system.

8. Non-State Actors
Non-state actors are entities that operate outside the traditional boundaries of the state and play a
significant role in international relations. These actors include NGOs, multinational corporations, terrorist
organizations, and transnational criminal networks that influence global politics and security dynamics.

9. National Security
National security refers to the protection of a state's citizens, territory, and institutions from internal and
external threats. It encompasses military defense, intelligence gathering, law enforcement, and cybersecurity
measures to safeguard a country's sovereignty and interests.

10. Nuclear Proliferation
Nuclear proliferation is the spread of nuclear weapons and technology to additional states or non-state
actors, posing a significant risk to global security and stability. Efforts to prevent nuclear proliferation
include arms control agreements, non-proliferation treaties, and diplomatic initiatives.

11. Humanitarian Intervention
Humanitarian intervention is the use of military force or other measures to protect civilians from mass
atrocities, such as genocide, ethnic cleansing, and war crimes. The legality and ethical considerations of
humanitarian intervention are often debated in international law and politics.

12. Economic Interdependence
Economic interdependence refers to the mutual reliance of states on each other for trade, investment, and
economic cooperation. Globalization has increased economic interdependence among countries, making
them more interconnected and vulnerable to economic shocks and disruptions.

13. Cybersecurity
Cybersecurity is the protection of networks, systems, and data from cyber threats, such as hacking, malware,
and cyber espionage. As technology advances, cybersecurity has become a critical concern for national
security, businesses, and individuals in the digital age.

14. Soft Power
Soft power is the ability of a state to influence others through cultural, ideological, and diplomatic means,
rather than coercion or force. Soft power can enhance a country's reputation, build international goodwill,
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and achieve foreign policy objectives through persuasion and attraction.

15. Arms Control
Arms control refers to agreements and measures designed to limit the proliferation of conventional and
nuclear weapons, reduce military tensions, and promote disarmament. Arms control treaties, such as the
Treaty on the Non-Proliferation of Nuclear Weapons (NPT), aim to enhance global security and stability.

16. Rogue States
Rogue states are countries that defy international norms, engage in aggressive behavior, and pose a threat
to regional or global security. These states often pursue weapons of mass destruction, support terrorism, or
engage in human rights abuses, challenging the stability of the international system.

17. Intelligence Gathering
Intelligence gathering is the process of collecting and analyzing information on foreign governments,
organizations, and individuals to support national security and foreign policy decisions. Intelligence
agencies use various methods, such as surveillance, espionage, and cyber operations, to gather critical
intelligence.

18. Conflict Resolution
Conflict resolution is the process of peacefully settling disputes and managing conflicts between states,
groups, or individuals. Diplomatic negotiations, mediation, arbitration, and peacekeeping operations are
common strategies used to resolve conflicts and prevent violence in international relations.

19. Peacekeeping Operations
Peacekeeping operations are missions conducted by international organizations, such as the UN, to
maintain peace and security in conflict-affected regions. Peacekeepers monitor ceasefires, protect civilians,
facilitate humanitarian aid, and support political reconciliation efforts to prevent the resumption of violence.

20. Economic Sanctions
Economic sanctions are punitive measures imposed by states or international organizations to pressure
target countries into changing their behavior, such as halting human rights abuses or nuclear proliferation.
Sanctions can include trade restrictions, asset freezes, and travel bans to achieve diplomatic goals without
resorting to military force.

21. Global Governance
Global governance refers to the system of international rules, norms, and institutions that regulate state
behavior and address global challenges, such as climate change, poverty, and terrorism. Effective global
governance requires cooperation among states, international organizations, and civil society to promote
peace, security, and sustainable development.

22. Critical Infrastructure
Critical infrastructure includes the essential systems and assets that support a country's economy, security,

Read online: https://certificates.gsbf.co.uk/guides/3344897/
international-relations-and-security

Greenwich School of Business and Finance · 23 Jun 2026



G U I D E

and public health, such as energy, transportation, telecommunications, and water supply. Protecting critical
infrastructure from cyber attacks, natural disasters, and terrorist threats is essential for national security and
resilience.

23. Hybrid Warfare
Hybrid warfare is a blend of conventional military tactics, irregular warfare, propaganda, and cyber
operations used by state and non-state actors to achieve strategic objectives. Hybrid warfare challenges
traditional notions of war and security, requiring innovative responses to counter asymmetric threats in the
modern era.

24. Regional Security
Regional security focuses on the collective efforts of states within a specific geographic area to address
common security challenges and promote stability. Regional security organizations, such as the European
Union (EU) and the Association of Southeast Asian Nations (ASEAN), play a crucial role in enhancing
cooperation and conflict resolution within their respective regions.

25. Deterrence
Deterrence is a strategy aimed at dissuading potential adversaries from taking hostile actions by
demonstrating a credible threat of retaliation or punishment. Nuclear deterrence, for example, relies on the
threat of massive retaliation to prevent nuclear attacks and maintain strategic stability between nuclear-
armed states.

26. Preemptive Strike
A preemptive strike is a military action taken to prevent an imminent attack or threat by an adversary.
Preemptive strikes are controversial in international law and ethics, as they raise concerns about preemptive
war, preventive war, and the potential for escalation and unintended consequences in conflict situations.

27. Just War Theory
Just War Theory is a moral framework that guides the ethical use of military force in international relations.
According to the theory, a just war must meet certain criteria, such as just cause, proportionality,
discrimination, and likelihood of success, to justify the resort to armed conflict and minimize harm to
civilians.

28. Arms Race
An arms race is a competition between states to acquire and build up military capabilities, such as weapons
systems, equipment, and technology, to gain a strategic advantage over potential adversaries. Arms races
can lead to increased tensions, arms proliferation, and security dilemmas, creating risks of conflict and
instability in the international system.

29. Non-Proliferation Treaty
The Non-Proliferation Treaty (NPT) is an international treaty aimed at preventing the spread of nuclear
weapons and promoting disarmament among signatory states. The NPT divides countries into nuclear-
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weapon states (NWS) and non-nuclear-weapon states (NNWS) and establishes obligations for nuclear
disarmament, non-proliferation, and peaceful uses of nuclear energy.

30. State Sponsorship of Terrorism
State sponsorship of terrorism refers to the support provided by governments to terrorist groups,
organizations, or individuals to advance their political, ideological, or strategic goals. State sponsors of
terrorism can destabilize regions, threaten international security, and undermine efforts to combat terrorism
through diplomatic, legal, and military means.

31. Intelligence Sharing
Intelligence sharing is the exchange of classified information, analysis, and assessments among intelligence
agencies, governments, and international partners to enhance national security and counter shared threats.
Effective intelligence sharing promotes cooperation, coordination, and interoperability in detecting and
preventing terrorism, espionage, and other security challenges.

32. National Defense Strategy
A national defense strategy outlines a country's military capabilities, priorities, and objectives to protect its
national interests and security. Defense strategies address threats, risks, and challenges from potential
adversaries, shape defense policy and planning, and guide resource allocation for defense preparedness
and response in a changing security environment.

33. Chemical Weapons Convention
The Chemical Weapons Convention (CWC) is an international treaty that prohibits the development,
production, stockpiling, and use of chemical weapons and requires their destruction. The CWC aims to
eliminate chemical weapons arsenals, prevent their proliferation, and promote transparency and compliance
through verification measures and inspections by the Organization for the Prohibition of Chemical Weapons
(OPCW).

34. Cyber Warfare
Cyber warfare involves the use of computer networks, information technology, and cyber capabilities to
conduct offensive operations, espionage, sabotage, and disruption against adversaries in cyberspace. Cyber
warfare poses significant threats to national security, critical infrastructure, and information systems,
requiring effective cyber defense, deterrence, and response strategies to mitigate cyber risks and
vulnerabilities.

35. Statecraft
Statecraft is the art and practice of diplomacy, strategy, and governance employed by states to advance
their interests, influence international affairs, and manage relations with other states. Effective statecraft
involves the use of diplomacy, negotiation, coercion, and persuasion to achieve diplomatic, economic, and
security goals in a complex and competitive global environment.

36. War Crimes
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War crimes are serious violations of international humanitarian law committed during armed conflicts,
including genocide, crimes against humanity, and grave breaches of the Geneva Conventions. War crimes
are prosecuted by international tribunals, such as the International Criminal Court (ICC), to hold perpetrators
accountable, seek justice for victims, and deter future atrocities in conflict situations.

37. Intelligence Analysis
Intelligence analysis is the process of evaluating and interpreting raw intelligence data to produce
actionable intelligence assessments, reports, and recommendations for policymakers, military commanders,
and decision-makers. Intelligence analysts use critical thinking, data analysis, and tradecraft techniques to
identify threats, trends, and opportunities in support of national security and defense priorities.

38. Covert Operations
Covert operations are clandestine activities conducted by intelligence agencies, special forces, or
paramilitary units to gather intelligence, disrupt enemy operations, and achieve strategic objectives without
attribution or public acknowledgment. Covert operations can involve espionage, sabotage, assassinations,
and other sensitive missions to advance national security interests in secret and deniable ways.

39. Proxy Warfare
Proxy warfare involves the use of third-party actors, such as rebel groups, militias, or mercenaries, to fight
on behalf of states or sponsors in conflicts to achieve strategic goals, deniability, or cost-effectiveness. Proxy
wars can escalate conflicts, complicate peace efforts, and have long-term destabilizing effects on regional
security and international relations.

40. Cyber Espionage
Cyber espionage is the covert collection of sensitive information, trade secrets, and intellectual property
through cyber means, such as hacking, malware, and social engineering. State-sponsored cyber espionage
poses significant threats to national security, economic competitiveness, and industrial espionage, requiring
robust cybersecurity measures and counterintelligence efforts to protect critical assets and data.

41. Intelligence Oversight
Intelligence oversight is the process of monitoring, evaluating, and regulating intelligence activities to
ensure compliance with laws, regulations, and ethical standards, protect civil liberties, and prevent abuses of
power. Oversight mechanisms, such as congressional committees, independent watchdogs, and judicial
review, play a crucial role in holding intelligence agencies accountable, safeguarding democratic values, and
upholding transparency in intelligence operations.

42. Crisis Management
Crisis management is the coordinated response to emergencies, disasters, or security threats to mitigate
risks, protect lives and property, and restore order and stability. Crisis management involves planning,
preparedness, communication, and decision-making to address crises effectively, mobilize resources, and
coordinate response efforts across government agencies, organizations, and stakeholders in a crisis
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situation.

43. Economic Intelligence
Economic intelligence is the collection, analysis, and dissemination of information on economic trends,
markets, trade, and financial activities to support national security, policy-making, and strategic decision-
making. Economic intelligence helps governments, businesses, and policymakers understand economic
risks, opportunities, and challenges, and develop informed strategies to promote economic growth,
stability, and resilience in a globalized and competitive economy.

44. Counterterrorism
Counterterrorism refers to the strategies, operations, and measures taken to prevent, disrupt, and defeat
terrorist activities, networks, and threats to national security. Counterterrorism efforts include intelligence
gathering, law enforcement, military operations, border security, and international cooperation to combat
terrorism, protect civilians, and safeguard critical infrastructure from terrorist attacks.

45. Intelligence Fusion
Intelligence fusion is the process of integrating, analyzing, and synthesizing diverse sources of intelligence,
information, and data to produce comprehensive and actionable intelligence products for decision-makers
and operational planners. Intelligence fusion combines human intelligence, signals intelligence, imagery
intelligence, and open-source intelligence to generate insights, assessments, and forecasts on security
threats, trends, and opportunities in a fast-paced and complex security environment.

46. Security Sector Reform
Security sector reform (SSR) is a comprehensive process of restructuring, professionalizing, and enhancing
the effectiveness of security institutions, such as military, police, intelligence, and justice sectors, to promote
good governance, rule of law, and human rights. SSR aims to build capable, accountable, and transparent
security forces that serve and protect the population, uphold democratic values, and contribute to peace,
stability, and development in post-conflict or fragile states.

47. National Intelligence Estimate
A National Intelligence Estimate (NIE) is a formal assessment produced by intelligence agencies that
evaluates and forecasts national security threats, risks, and opportunities based on collected intelligence,
analysis, and expertise. NIEs provide policymakers, military commanders, and decision-makers with strategic
assessments, insights, and recommendations to inform policy, planning, and decision-making on critical
security issues and challenges.

48. Cyber Defense
Cyber defense encompasses the strategies, technologies, and practices used to protect networks, systems,
and data from cyber attacks, intrusions, and vulnerabilities. Cyber defense measures include firewalls,
encryption, antivirus software, incident response, and security protocols to detect, prevent, and mitigate
cyber threats, breaches, and disruptions to critical infrastructure, information assets, and national security
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interests in cyberspace.

49. Counterintelligence
Counterintelligence is the proactive and defensive measures taken by intelligence agencies to detect, deter,
and neutralize foreign espionage, sabotage, and subversion activities aimed at undermining national
security, intelligence operations, and critical assets. Counterintelligence operations include security
screenings, surveillance, double agents, and deception to protect classified information, sources, and
operations from hostile intelligence services and insider threats.

50. Weapons of Mass Destruction
Weapons of mass destruction (WMD) are chemical, biological, radiological, or nuclear weapons that have
the potential to cause mass casualties, destruction, and environmental contamination in a single attack. The
proliferation and use of WMD pose grave threats to global security, public health, and international stability,
requiring strong non-proliferation efforts, disarmament agreements, and strategic deterrence measures to
prevent their proliferation and use by state and non-state actors.

51. Intelligence Sharing Agreements
Intelligence sharing agreements are formal arrangements between intelligence agencies, governments, or
international partners to exchange classified information, analysis, and assessments on shared threats, risks,
and challenges. Intelligence sharing agreements enhance cooperation, collaboration, and interoperability in
intelligence operations, counterterrorism efforts, and national security initiatives to enhance situational
awareness, decision-making, and response capabilities in a rapidly evolving security environment.

52. Threat Assessment
Threat assessment is the systematic evaluation and analysis of potential threats, risks, and vulnerabilities to
national security, critical infrastructure, and strategic interests posed by state and non-state actors, natural
disasters, and emerging technologies. Threat assessments help identify, prioritize, and address security
challenges, trends, and uncertainties, and inform risk management, policy development, and resource
allocation to mitigate threats and enhance resilience in an uncertain and complex security landscape.

53. Intelligence Community
The intelligence community is a network of government agencies, organizations, and personnel responsible
for collecting, analyzing, and disseminating intelligence to support national security, defense, and foreign
policy objectives. The intelligence community includes agencies such as the Central Intelligence Agency
(CIA), National Security Agency (NSA), Defense Intelligence Agency (DIA), and Federal Bureau of
Investigation (FBI), which collaborate to provide timely, accurate, and actionable intelligence to
policymakers, military commanders, and decision-makers on critical security issues and challenges.

54. Cyber Threat Intelligence
Cyber threat intelligence is actionable information on cyber threats, vulnerabilities, and tactics used by
malicious actors to compromise networks, systems, and data. Cyber threat intelligence helps organizations,
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governments, and security professionals understand cyber risks, trends, and indicators of compromise to
detect, prevent, and respond to cyber attacks, intrusions, and incidents effectively, and enhance
cybersecurity posture, resilience, and readiness in a rapidly evolving and complex cyber threat landscape.

55
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