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Postgraduate Certificate in Cybersecurity

Network Security

Network security is a critical aspect of cybersecurity that focuses on protecting the confidentiality, integrity,
and availability of network resources. In this explanation, we will discuss key terms and vocabulary related to
network security in the context of a Postgraduate Certificate in Cybersecurity.

Network: A network is a collection of interconnected devices, such as computers, servers, and switches, that
can communicate with each other. There are various types of networks, including local area networks
(LANs), wide area networks (WANs), and the internet.

Network Security: Network security is the practice of protecting networks from unauthorized access, use,
disclosure, disruption, modification, or destruction. It involves implementing various security measures to
prevent and detect security threats and vulnerabilities.

Confidentiality, Integrity, and Availability (CIA): CIA is a fundamental concept in network security that refers
to the three primary goals of security. Confidentiality ensures that network resources are accessible only to
authorized users. Integrity ensures that network resources are accurate and reliable. Availability ensures that
network resources are accessible and usable when needed.

Authentication: Authentication is the process of verifying the identity of a user or device. It involves
validating credentials, such as usernames and passwords, biometric data, or security tokens.

Access Control: Access control is the process of regulating access to network resources based on user
identities, roles, and permissions. It involves implementing various access control models, such as
discretionary access control (DAC), mandatory access control (MAC), and role-based access control (RBAC).

Firewall: A firewall is a security device that monitors and filters incoming and outgoing network traffic based
on predefined security rules. It acts as a barrier between a trusted and an untrusted network, such as a LAN
and the internet.

Intrusion Detection System (IDS): An IDS is a security device that monitors network traffic for signs of
security threats and alerts security personnel. It can detect various types of attacks, such as network scans,
unauthorized access attempts, and malware infections.

Intrusion Prevention System (IPS): An IPS is a security device that not only detects but also prevents security
threats by taking automated actions, such as blocking traffic or terminating sessions. It can also provide
real-time threat analysis and mitigation.

Virtual Private Network (VPN): A VPN is a secure and encrypted connection between two networks or
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between a user and a network. It allows remote users to access network resources as if they were physically
present on the network.

Encryption: Encryption is the process of converting plain text into cipher text using an encryption algorithm
and a secret key. It ensures the confidentiality of network traffic and protects sensitive data from
unauthorized access.

Penetration Testing: Penetration testing is the practice of simulating security attacks on a network to identify
vulnerabilities and weaknesses. It involves using various tools and techniques to exploit network weaknesses
and assess the effectiveness of security controls.

Vulnerability Assessment: Vulnerability assessment is the process of identifying, classifying, and prioritizing
network vulnerabilities. It involves using automated tools to scan networks and applications for known
vulnerabilities and weaknesses.

Risk Assessment: Risk assessment is the process of identifying, analyzing, and prioritizing potential security
risks. It involves evaluating the likelihood and impact of security threats and determining the appropriate
security measures to mitigate those risks.

Security Information and Event Management (SIEM): SIEM is a security technology that collects and analyzes
security-related data from various sources, such as firewalls, IDS/IPS, and servers. It provides real-time threat
detection, incident response, and compliance reporting.

Zero Trust Model: The zero trust model is a security approach that assumes that all network traffic is
untrusted. It requires continuous authentication and authorization of users and devices and applies the
principle of least privilege (PoLP) to limit access to network resources.

Threat Intelligence: Threat intelligence is the process of collecting, analyzing, and sharing information about
potential security threats and vulnerabilities. It involves using various sources, such as open-source
intelligence (OSINT), closed-source intelligence (CS

intelligence), and human intelligence (HUMINT), to gain insights into emerging threats and threat actors.

Multi-Factor Authentication (MFA): MFA is a security mechanism that requires users to provide two or more
authentication factors, such as something they know (password), something they have (security token), or
something they are (biometric data). It provides an additional layer of security and reduces the risk of
unauthorized access.

Security Audit: A security audit is a systematic review and evaluation of an organization's security policies,
procedures, and controls. It involves testing security measures, identifying vulnerabilities, and making
recommendations for improvement.

Incident Response: Incident response is the process of detecting, responding to, and recovering from
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security incidents. It involves implementing incident response plans, conducting incident investigations, and
mitigating the impact of security incidents.

Security Orchestration, Automation, and Response (SOAR): SOAR is a security technology that automates
and orchestrates various security tasks, such as threat detection, incident response, and compliance
reporting. It provides real-time threat analysis, automates repetitive tasks, and enables security personnel to
focus on critical security activities.

Network Segmentation: Network segmentation is the practice of dividing a network into smaller, isolated
segments to reduce the attack surface and improve security. It involves implementing various security
measures, such as firewalls, VLANs, and access control lists (ACLs), to limit access to network resources.

Cyber Threat Hunting: Cyber threat hunting is the proactive and manual process of searching for signs of
security threats and vulnerabilities in a network. It involves using various tools and techniques to analyze
network traffic, logs, and other security data to detect and respond to security incidents.

Security Awareness Training: Security awareness training is the process of educating and training users
about security best practices and threats. It involves using various methods, such as online courses,
simulations, and workshops, to raise awareness and promote security-conscious behavior.

Data Loss Prevention (DLP): DLP is a security technology that prevents unauthorized access, use, or
disclosure of sensitive data. It involves using various techniques, such as encryption, tokenization, and
access control, to protect sensitive data and prevent data breaches.

Mobile Device Management (MDM): MDM is a security technology that manages and secures mobile
devices, such as smartphones and tablets, in a network. It involves using various techniques, such as remote
wipe, device lock, and access control, to manage and protect mobile devices.

Cloud Security: Cloud security is the practice of protecting cloud-based resources, such as applications,
data, and infrastructure, from security threats and vulnerabilities. It involves implementing various security
measures, such as encryption, access control, and monitoring, to ensure the confidentiality, integrity, and
availability of cloud-based resources.

Internet of Things (IoT) Security: IoT security is the practice of protecting IoT devices, such as smart home
appliances, wearables, and industrial sensors, from security threats and vulnerabilities. It involves
implementing various security measures, such as encryption, access control, and patch management, to
ensure the confidentiality, integrity, and availability of IoT devices and data.

Artificial Intelligence (AI) and Machine Learning (ML) in Network Security: AI and ML are emerging
technologies that can be used to enhance network security. They can be used to analyze large amounts of
security data, detect anomalies, and automate security tasks. However, they can also be used by attackers to
launch sophisticated and automated attacks.
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Security Operations Center (SOC): A SOC is a team of security professionals who monitor, detect, and
respond to security incidents. It involves using various security technologies, such as SIEM, SOAR, and IDS/
IPS, to provide real-time threat analysis and incident response.

Compliance: Compliance is the process of adhering to various security regulations, standards, and
frameworks, such as GDPR, PCI DSS, and NIST. It involves implementing various security measures, such as
access control, encryption, and monitoring, to ensure compliance with security regulations and standards.

Security Policy: A security policy is a set of rules and guidelines that define how an organization manages
and secures its network resources.
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