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Global Certificate in Critical Infrastructure Security Management

Risk Assessment and Management

Risk Assessment and Management are critical components of the Global Certificate in Critical Infrastructure
Security Management. These concepts involve identifying, evaluating, and prioritizing risks to critical
infrastructure and implementing strategies to mitigate or manage those risks. The following is a detailed
explanation of key terms and vocabulary related to Risk Assessment and Management:

1. Risk: Risk is the possibility of harm or loss to an asset or system due to a threat or hazard. Risk can be
expressed in terms of likelihood and impact.
2. Threat: A threat is any potential danger or hazard that may exploit a vulnerability in a system or asset.
Threats can be natural (e.g., hurricanes, earthquakes) or man-made (e.g., cyber-attacks, terrorism).
3. Vulnerability: A vulnerability is a weakness or flaw in a system or asset that can be exploited by a threat.
Vulnerabilities can be technical (e.g., outdated software), physical (e.g., lack of security guards), or human
(e.g., lack of training).
4. Impact: Impact refers to the consequences or effects of a risk event. Impact can be financial (e.g., lost
revenue), reputational (e.g., damage to brand), or physical (e.g., injury or loss of life).
5. Likelihood: Likelihood refers to the probability or frequency of a risk event. Likelihood can be expressed
as a percentage, frequency range, or qualitative assessment (e.g., high, medium, low).
6. Asset: An asset is any resource or system that has value to an organization. Assets can be physical (e.g.,
buildings, equipment), digital (e.g., data, software), or intangible (e.g., reputation, intellectual property).
7. Risk Assessment: Risk Assessment is the process of identifying, evaluating, and prioritizing risks to an
asset or system. Risk Assessment involves identifying threats and vulnerabilities, estimating likelihood and
impact, and determining risk levels.
8. Risk Management: Risk Management is the process of implementing strategies to mitigate or manage
risks. Risk Management involves selecting and implementing controls, monitoring and reviewing risk levels,
and communicating risk information.
9. Control: A control is a measure or action taken to reduce the likelihood or impact of a risk. Controls can
be preventive (e.g., firewalls, access controls), detective (e.g., intrusion detection systems, audits), or
corrective (e.g., backups, incident response plans).
10. Residual Risk: Residual Risk is the risk that remains after controls have been implemented. Residual Risk
can be accepted, transferred, or further mitigated.
11. Risk Tolerance: Risk Tolerance is the level of risk that an organization is willing to accept. Risk Tolerance
is influenced by factors such as organizational culture, legal and regulatory requirements, and stakeholder
expectations.
12. Risk Appetite: Risk Appetite is the amount and type of risk that an organization is willing to take to
achieve its objectives. Risk Appetite is related to Risk Tolerance but is more strategic and forward-looking.
13. Qualitative Risk Assessment: Qualitative Risk Assessment is a subjective assessment of risk based on
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expert judgment and experience. Qualitative Risk Assessment involves estimating likelihood and impact
using a scale (e.g., high, medium, low) or a matrix (e.g., likelihood vs. impact).
14. Quantitative Risk Assessment: Quantitative Risk Assessment is an objective assessment of risk based on
numerical data and statistical analysis. Quantitative Risk Assessment involves estimating likelihood and
impact using probability distributions, expected values, and sensitivity analysis.
15. Risk Mitigation: Risk Mitigation is the process of reducing the likelihood or impact of a risk. Risk
Mitigation involves selecting and implementing controls to address threats and vulnerabilities.
16. Risk Acceptance: Risk Acceptance is the decision to accept the consequences of a risk event. Risk
Acceptance is appropriate when the cost of implementing controls outweighs the benefits.
17. Risk Transference: Risk Transference is the process of transferring the risk to another party. Risk
Transference can be achieved through insurance, outsourcing, or contractual agreements.
18. Risk Communication: Risk Communication is the process of sharing risk information with stakeholders.
Risk Communication involves explaining the risks, controls, and consequences in a clear and concise
manner.
19. Risk Monitoring: Risk Monitoring is the process of tracking and reviewing risk levels over time. Risk
Monitoring involves collecting and analyzing data, identifying trends, and reporting findings.
20. Risk Review: Risk Review is the process of evaluating the effectiveness of controls and updating the Risk
Assessment. Risk Review involves testing controls, updating risk levels, and communicating changes.

Example:

Consider a critical infrastructure asset, such as a power plant. The power plant has several assets, including
buildings, equipment, and data. The power plant is vulnerable to several threats, including cyber-attacks,
natural disasters, and equipment failure. The power plant can implement several controls, such as firewalls,
access controls, and maintenance schedules, to reduce the likelihood or impact of these threats.

The power plant can conduct a Risk Assessment to identify and evaluate the risks. The Risk Assessment
involves identifying the assets, threats, and vulnerabilities, estimating the likelihood and impact, and
determining the risk levels. The Risk Assessment can be qualitative or quantitative, depending on the
availability of data and expertise.

Based on the Risk Assessment, the power plant can implement a Risk Management plan. The Risk
Management plan involves selecting and implementing controls to mitigate the risks, monitoring and
reviewing risk levels, and communicating risk information to stakeholders. The power plant can also
determine the Residual Risk and Risk Tolerance and decide whether to accept, transfer, or further mitigate
the risks.

The power plant can conduct regular Risk Monitoring and Reviews to ensure that the controls are effective
and that the risk levels are acceptable. The power plant can also communicate the risks and controls to
stakeholders, such as employees, customers, and regulators, to ensure transparency and trust.
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Challenges:

Risk Assessment and Management in critical infrastructure security are complex and challenging. Some of
the challenges include:

1. Data availability and quality: Risk Assessment and Management require accurate and reliable data.
However, collecting and analyzing data can be time-consuming and expensive.
2. Expertise and experience: Risk Assessment and Management require specialized knowledge and skills.
However, finding and retaining qualified personnel can be difficult.
3. Regulatory compliance: Risk Assessment and Management must comply with legal and regulatory
requirements. However, navigating the complex regulatory landscape can be challenging.
4. Stakeholder expectations: Risk Assessment and Management must balance the needs and expectations of
multiple stakeholders. However, managing stakeholder expectations and communication can be difficult.
5. Technological changes: Risk Assessment and Management must keep up with technological changes.
However, adopting new technologies and integrating them into existing systems can be complex and costly.

Conclusion:

Risk Assessment and Management are essential components of critical infrastructure security.
Understanding the key terms and vocabulary can help organizations identify, evaluate, and prioritize risks
and implement effective controls. However, Risk Assessment and Management are complex and
challenging, and organizations must address the data, expertise, regulatory, stakeholder, and technological
challenges to be successful.
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