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Artificial Intelligence (AI) and Machine Learning (ML) are transforming various industries, including those
subject to export controls. Export control regulations aim to prevent the proliferation of sensitive goods,
software, and technology to destinations, entities, and individuals of concern. The integration of AI and ML
into these controlled items presents new challenges for regulatory frameworks. This explanation covers key
terms and vocabulary related to regulatory frameworks for AI and ML in export controls.

1. Dual-use Items

Dual-use items are goods, software, and technology that can be used for both civilian and military
applications. Examples include machine tools, chemicals, and encryption software. AI and ML capabilities
can be embedded in dual-use items, making it crucial to control their export to ensure they are not misused
for harmful purposes.

1. Control Lists

Control lists are catalogs of items subject to export control regulations. These lists identify sensitive goods,
software, and technology that can contribute to the development of weapons of mass destruction or
destabilizing military capacities. AI and ML algorithms and tools may be included in control lists, requiring
exporters to obtain proper authorization before transferring them to foreign entities.

1. Export Authorization

Export authorization is the official permission granted by a competent authority for the transfer of
controlled items to a specific destination, entity, or individual. Export licensing systems manage the
authorization process, ensuring that transfers align with national security, foreign policy, and non-
proliferation objectives. AI and ML-enabled items may require explicit authorization before export.

1. End-Use and End-User Controls

End-use and end-user controls are measures designed to prevent the diversion of controlled items to
unauthorized destinations, entities, or individuals. These controls involve assessing the intended use of the
item and the credibility of the recipient. AI and ML capabilities can be subject to end-use and end-user
controls, particularly if they have potential military applications.
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1. Catch-all Provisions

Catch-all provisions are regulatory measures that capture items not explicitly listed in control lists but that
could still pose proliferation or security risks. Catch-all provisions typically apply to items with advanced
technology, such as AI and ML algorithms. Exporters must exercise caution when dealing with such items, as
they may be subject to heightened scrutiny and authorization requirements.

1. Technology Transfers

Technology transfers refer to the dissemination of know-how, data, or technical assistance related to
controlled items. AI and ML-enabled items can involve intangible technology transfers, making it
challenging to monitor and control their movement across borders. Export control regulations must adapt
to cover these emerging forms of technology transfer.

1. Brokering

Brokering involves facilitating the transfer of controlled items between third parties. Brokers must comply
with export control regulations, including obtaining proper authorization for AI and ML-enabled items.
Brokering activities can be subject to specific control measures, such as registration and reporting
obligations.

1. Encryption

Encryption is the process of converting plain text into a coded format to protect information from
unauthorized access. AI and ML algorithms can be used to enhance encryption capabilities, making them
subject to export control regulations. Encryption items may be subject to specific authorization
requirements and controls.

1. Intrusion Software

Intrusion software is a type of malicious software designed to gain unauthorized access to computer
systems or networks. AI and ML capabilities can be integrated into intrusion software, enhancing its
effectiveness and evasion capabilities. Export control regulations may cover AI and ML-enabled intrusion
software due to potential security risks.

1. Human-in-the-loop (HITL) and Human-on-the-loop (HOTL)

HITL and HOTL are AI and ML deployment models that involve human oversight. HITL systems require
human intervention for each decision, while HOTL systems allow humans to monitor and intervene in the
decision-making process. Export control regulations may differentiate between fully automated and human-
supervised AI and ML systems, with varying authorization requirements.

1. Autonomous Weapon Systems
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Autonomous weapon systems are military systems capable of independently selecting and engaging targets
without human intervention. AI and ML algorithms can enable such autonomy, raising concerns over their
proliferation and potential misuse. Export control regulations may specifically address autonomous weapon
systems and their associated AI and ML components.

1. Harmonization

Harmonization refers to the coordination and alignment of export control regulations among multiple
jurisdictions. As AI and ML technologies transcend borders, harmonization becomes crucial for ensuring
effective control and preventing regulatory arbitrage. International organizations, such as the Wassenaar
Arrangement, play a role in promoting harmonization in AI and ML export controls.

In conclusion, the integration of AI and ML into controlled items presents new challenges for regulatory
frameworks. Understanding key terms and vocabulary related to regulatory frameworks for AI and ML in
export controls is essential for exporters, policymakers, and enforcement agencies. As AI and ML
technologies continue to evolve, regulatory frameworks must adapt to ensure the responsible and secure
transfer of these powerful tools.
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