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Professional Certificate in Operational Technology Engineer (United Kingdom)

Network Architecture and Design

The term OSI model is fundamental to understanding how data moves through a network. It divides
communication into seven layers: Physical, Data Link, Network, Transport, Session, Presentation, and
Application. Each layer has a specific function; for example, the Physical layer deals with raw bit transmission
over media, while the Transport layer provides end-to-end reliability. In an operational technology (OT)
environment, engineers often focus on the lower layers because industrial devices such as PLCs and sensors
rely heavily on deterministic timing and reliable link-level performance. Understanding the OSI model helps
engineers map security controls, troubleshoot problems, and design networks that meet both IT and OT
requirements.

The TCP/IP suite is the practical implementation of many OSI concepts and is the backbone of modern
networking. TCP (Transmission Control Protocol) ensures reliable, ordered delivery of data, while IP (Internet
Protocol) handles addressing and routing. In OT networks, the choice between TCP and UDP (User
Datagram Protocol) can be critical; UDP is faster and used for time-sensitive protocols like real-time
streaming of sensor data, but it lacks built-in error correction. Engineers must balance reliability against
latency, especially when configuring protocols such as Modbus TCP or OPC-UA over TCP/IP.

A LAN (Local Area Network) connects devices within a confined space such as a factory floor or control
room. LANs typically use Ethernet switches and can be segmented into VLANSs (Virtual LANSs) to isolate
traffic. For instance, a VLAN might separate safety-critical PLC traffic from general office traffic, reducing the
risk of interference and improving performance. Designing VLANSs requires careful planning of IP subnets,
access control lists (ACLs), and inter-VLAN routing to ensure that necessary communications are permitted
while unnecessary paths are blocked.

When the network extends beyond a single site, a WAN (Wide Area Network) is required. WANs connect
multiple factories, remote sites, or corporate headquarters. Technologies such as MPLS (Multiprotocol Label
Switching), leased lines, or broadband Internet can be used. In an OT context, WAN links must be evaluated
for latency, jitter, and reliability because some control loops may span sites. Redundant WAN paths and
failover mechanisms are common strategies to maintain continuous operation during link failures.

The concept of subnetting allows a large IP address space to be divided into smaller, more manageable
segments. Subnet masks define the size of each subnet, which influences the number of hosts that can be
addressed. For example, a /24 subnet provides 254 usable addresses, suitable for a single production line,
while a /20 subnet can accommodate several lines and supporting equipment. Proper subnet planning
simplifies routing tables, improves security isolation, and eases network management.

Every network device has a unique MAC address at the Data Link layer. This 48-bit identifier is burned into
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the network interface card (NIC) and is used for frame forwarding within a LAN. While MAC addresses are
not routable beyond the local segment, they are essential for switch operation and for implementing
security measures such as port security, which can limit which MAC addresses are allowed on a given switch
port. In OT environments, static MAC assignments can simplify troubleshooting and reduce the chance of
rogue devices gaining access.

Routing is the process of moving packets between different subnets or networks. Routers examine the
destination IP address and consult routing tables to forward traffic appropriately. Dynamic routing
protocols like OSPF (Open Shortest Path First) or EIGRP (Enhanced Interior Gateway Routing Protocol) can
automatically adjust to topology changes, which is valuable in large, evolving OT installations. However,
static routes are often preferred for critical control paths because they provide deterministic behavior and
reduce the attack surface.

The role of switching in a network is to forward frames based on MAC addresses, creating separate collision
domains for each port. Modern switches support features such as Spanning Tree Protocol (STP) to prevent
loops, Rapid STP (RSTP) for faster convergence, and Multiple STP (MSTP) for handling multiple VLANs
efficiently. In industrial settings, switches may also support Power over Ethernet (PoE) to power devices like
IP cameras or wireless access points without separate power cables.

A firewall enforces security policies by controlling inbound and outbound traffic based on rules. In OT,
firewalls are often placed at the perimeter between the corporate IT network and the plant floor, as well as
between different zones within the plant. Rule sets should be minimal and based on the principle of least
privilege, permitting only the traffic required for process control, monitoring, and management. Stateful
inspection and deep packet inspection can provide additional protection against malicious payloads.

The DMZ (Demilitarized Zone) is a neutral network segment that hosts services accessible from both the
internal OT network and external parties, such as remote access portals or data historians. Placing these
services in a DMZ isolates them from core control systems, reducing the risk that a compromise of a web
server, for example, could directly affect the PLCs. Proper segmentation and monitoring of the DMZ are
essential to maintain security while providing necessary functionality.

IDS (Intrusion Detection System) and IPS (Intrusion Prevention System) monitor network traffic for known
attack signatures or anomalous behavior. An IDS alerts administrators of potential threats, whereas an IPS
can actively block suspicious packets. Deploying these systems in OT networks requires tuning to avoid false
positives that could disrupt critical processes. Signature databases must be regularly updated, and
behavior-based detection should be calibrated to the specific traffic patterns of industrial protocols.

In the OT world, the term SCADA (Supervisory Control and Data Acquisition) refers to a system that collects
data from remote devices and provides operators with a graphical interface to monitor and control
processes. SCADA servers typically communicate with RTUs (Remote Terminal Units) or PLCs using protocols
such as Modbus, DNP3, or OPC-UA. Designing a network for SCADA involves ensuring low latency, high
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reliability, and robust security, as a compromised SCADA system could lead to operational disruptions or
safety incidents.

A PLC (Programmable Logic Controller) is a ruggedized computer used to automate machinery and
processes. PLCs communicate over Ethernet or fieldbus networks and often run deterministic control loops
with cycle times measured in milliseconds. Network design for PLCs must guarantee deterministic
performance; this may involve configuring Quality of Service (QoS) to prioritize control traffic, using
real-time Ethernet standards, and minimizing the number of hops between devices.

The HMI (Human-Machine Interface) provides operators with visual representations of the process and
allows them to issue commands. HMIs are usually connected to the same network as PLCs but may also
require access to corporate IT resources for reporting and analytics. Segregating HMI traffic into dedicated
VLANs and applying strict ACLs helps protect the control system while still enabling necessary data
exchange.

A DCS (Distributed Control System) coordinates multiple controllers across a plant, often using a
hierarchical architecture. DCS networks frequently employ redundant ring topologies, such as those defined
by PRP (Parallel Redundancy Protocol) or HSR (High-availability Seamless Redundancy), to provide
zero-time failover. Understanding these redundancy protocols is essential for designing networks that meet
stringent uptime requirements in critical infrastructure.

The phrase IT/OT convergence describes the growing integration of information technology and
operational technology. This convergence brings benefits such as unified monitoring, advanced analytics,
and improved asset management, but it also introduces new security challenges. Engineers must balance
the openness required for data sharing with the isolation needed to protect safety-critical systems, often by
employing segmented architectures, strict identity management, and continuous monitoring.

Network segmentation is a design technique that divides a larger network into smaller, isolated sections to
limit the spread of faults or attacks. In practice, segmentation is implemented using VLANS, firewalls, and
routing policies. For example, a plant might separate the safety instrumented system (SIS) from the general
automation network, ensuring that a breach in the latter does not compromise safety functions. Effective
segmentation also simplifies compliance with standards such as IEC 62443.

The term redundancy refers to the duplication of critical components to increase reliability. Redundant
network paths, dual power supplies, and backup communication links are common in OT environments.
Redundancy can be implemented in several ways: Physical duplication (parallel cables), logical duplication
(link aggregation), or protocol-level redundancy (e.G., Using STP to provide alternate paths). Proper testing
and monitoring of redundant elements are necessary to ensure they function correctly when needed.

High availability (HA) builds upon redundancy to guarantee that services remain accessible despite failures.
HA designs often combine redundant hardware, failover mechanisms, and load-balancing algorithms. In a
control system, HA might involve two identical PLCs operating in a master-slave configuration, with
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automatic switchover if the master fails. Designing HA requires a clear understanding of failure modes,
recovery times, and the impact on process continuity.

When discussing protocols, the term Modbus denotes a widely used serial and TCP/IP protocol for
communication with industrial devices. Modbus is simple and open, making it popular for legacy
equipment, but it lacks built-in security features. Modern implementations may add TLS encryption or use
VPN tunnels to protect Modbus traffic when traversing insecure networks. Engineers should consider these
extensions when integrating Modbus devices into a broader IT environment.

Another key protocol is DNP3 (Distributed Network Protocol), commonly employed in electric utility
automation. DNP3 provides robust error checking and supports time-synchronised data, but like Modbus, it
was originally designed without security. The DNP3 Secure Authentication (SA) extension adds
cryptographic verification, which should be enabled for any DNP3 communication that crosses network
boundaries or the Internet.

The OPC-UA (Open Platform Communications Unified Architecture) protocol offers platform-independent,
secure, and extensible communication for industrial automation. OPC-UA supports encryption,
authentication, and data modeling, making it suitable for integrating heterogeneous devices. However, its
flexibility can lead to complex configurations; proper certificate management and firewall rules are essential
to prevent unauthorized access while maintaining functionality.

Industrial Ethernet standards such as PROFINET and EtherNet/IP extend standard Ethernet with
deterministic timing and specialized services. PROFINET uses IRT (Isochronous Real-Time) and RT
(Real-Time) classes to achieve sub-millisecond cycle times for motion control. EtherNet/IP, based on the
Common Industrial Protocol (CIP), emphasizes flexibility and is often used for discrete manufacturing.
Selecting the appropriate Ethernet variant depends on the required deterministic performance, device
compatibility, and existing infrastructure.

A fieldbus is a family of industrial networking technologies designed for sensor and actuator
communication. Examples include PROFIBUS, CANopen, and FOUNDATION Fieldbus. Fieldbus networks
typically operate at lower speeds than Ethernet but provide deterministic behavior and built-in device
addressing. When integrating fieldbus devices with Ethernet, gateway devices translate between protocols,
and careful planning ensures that timing constraints are not violated.

Wireless technologies are increasingly used in OT for flexibility and rapid deployment. Wi-Fi (IEEE 802.11)
Offers high bandwidth but can be susceptible to interference and latency spikes, making it unsuitable for
time-critical control loops. 5G cellular networks promise low latency and high reliability, and private 5G
deployments can provide dedicated spectrum for industrial use. When using wireless, engineers must assess
coverage, interference, security (WPA3, IPsec), and the impact on deterministic performance.

The term edge computing describes processing data close to its source, reducing latency and bandwidth
usage. Edge devices can perform analytics, anomaly detection, or protocol conversion before forwarding
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data to the cloud. In OT, edge gateways may aggregate sensor data, apply local control logic, and enforce
security policies. Designing edge solutions involves selecting hardware capable of real-time operation,
ensuring secure boot, and managing firmware updates.

Cloud integration enables centralized data storage, advanced analytics, and remote management. However,
moving OT data to the cloud introduces concerns about data sovereignty, latency, and exposure to external
threats. Secure VPN tunnels, TLS encryption, and strict access controls are required to protect data in transit.
Engineers should also consider the impact of cloud latency on feedback loops; typically, only
non-time-critical data is sent to the cloud.

Network topology defines the physical and logical arrangement of devices. Common topologies include
star, bus, ring, and mesh. A star topology, where each device connects to a central switch, simplifies
troubleshooting but creates a single point of failure. Ring topologies, especially those using redundancy
protocols like PRP, offer fault tolerance by providing alternate paths. Mesh topologies provide multiple
routes for data, enhancing resilience but increasing complexity.

In many industrial networks, a redundant ring is employed to achieve zero-time failover. Protocols such as
PRP duplicate data packets across two independent networks; the receiver processes the first arriving
packet and discards the duplicate. HSR creates a single logical ring by forwarding frames in both directions.
Implementing these protocols requires careful planning of network devices, cable routes, and timing
synchronization.

The Spanning Tree Protocol (STP) prevents loops in Ethernet networks by disabling redundant links until
they are needed. Rapid STP (RSTP) provides faster convergence, typically within a few seconds, while
Multiple STP (MSTP) allows multiple VLANSs to share a single spanning tree instance, reducing resource
consumption. Proper STP configuration is essential to avoid unintended blocking of critical traffic in an OT
environment.

Quality of Service (QoS) mechanisms prioritize traffic based on class, ensuring that latency-sensitive control
data receives preferential treatment over bulk data transfers. QoS can be configured using DSCP
(Differentiated Services Code Point) markings, priority queues, and policing. For example, PLC control loops
may be assigned a high-priority queue, while file transfers to a historian are placed in a lower-priority
queue. Misconfigured QoS can lead to starvation of critical traffic, so testing under realistic load conditions
is mandatory.

The concept of latency refers to the time it takes for a packet to travel from source to destination. In OT
networks, latency is often measured in milliseconds or microseconds, and excessive latency can degrade
control performance or cause instability. Engineers must measure both one-way latency and round-trip
time, using tools such as ping, traceroute, or specialized protocol analyzers, to verify that network
performance meets the required specifications.

Jitter describes the variation in latency over time. Even if average latency is acceptable, high jitter can cause
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problems for time-sensitive applications like motion control or synchronized measurements. Jitter can be
mitigated by using deterministic Ethernet variants, configuring QoS, and reducing the number of network
hops. Monitoring jitter alongside latency provides a more complete picture of network health.

Bandwidth is the maximum data rate that a network link can support, typically expressed in megabits per
second (Mbps) or gigabits per second (Gbps). While bandwidth is often abundant in modern Ethernet,
certain OT applications, such as high-resolution video surveillance or large-scale data acquisition, can
consume significant portions of the available capacity. Network designers must allocate bandwidth
appropriately, ensuring that critical control traffic always has sufficient headroom.

Packet loss occurs when data packets are dropped due to congestion, errors, or misconfiguration. In control
systems, packet loss can manifest as missed sensor readings or delayed actuator commands, potentially
leading to unsafe conditions. Monitoring tools like SNMP counters, NetFlow, or dedicated packet loss
probes can help identify sources of loss, enabling corrective actions such as traffic shaping or hardware
upgrades.

Network security in OT encompasses multiple layers, from physical protection to logical controls. Key
security controls include authentication, authorization, and accounting (AAA). Authentication verifies the
identity of users or devices, often using certificates or strong passwords. Authorization determines what
actions an authenticated entity may perform, typically enforced through role-based access control (RBAC).
Accounting logs activities for audit and forensic analysis. Implementing AAA across devices ensures
consistent enforcement of security policies.

A VPN (Virtual Private Network) creates an encrypted tunnel between remote users or sites and the plant
network. SSL/TLS-based VPNs are common for remote engineering access, while IPsec VPNs may be used
for site-to-site connections. VPN configurations must enforce strong encryption algorithms, mutual
authentication, and strict split-tunneling policies to prevent accidental leakage of OT traffic onto the public
Internet.

TLS (Transport Layer Security) provides encryption and integrity for application-level protocols. In OT, TLS is
increasingly used to protect communications for protocols such as OPC-UA, MQTT, and HTTPS. Configuring
TLS involves generating certificates, establishing a Public Key Infrastructure (PKI), and ensuring that devices
support the required cipher suites. Proper certificate lifecycle management, including renewal and
revocation, is vital to maintain trust.

The PKI (Public Key Infrastructure) underpins TLS by issuing digital certificates that bind cryptographic keys
to device identities. A PKI typically includes a root Certificate Authority (CA), intermediate CAs, and
mechanisms for certificate enrollment, renewal, and revocation. In an OT environment, the PKI must be
designed to accommodate devices with limited processing capabilities, ensuring that certificate sizes and
validation procedures are appropriate for constrained hardware.

Network management tools such as SNMP (Simple Network Management Protocol) provide visibility into
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device status, performance metrics, and configuration. While SNMP v2c is widely supported, it lacks
encryption, making SNMP v3 the preferred choice for secure monitoring. SNMP traps can alert
administrators to events like link failures or unauthorized configuration changes. Integration with
centralized management platforms enables correlation of SNMP data with security alerts and operational
dashboards.

NetFlow and similar flow-export technologies record metadata about network traffic, including source and
destination IPs, ports, and byte counts. Analyzing flow data helps detect anomalies, such as unexpected
communication between control devices and external servers. Flow collectors can be configured to store
data for historical analysis, supporting compliance reporting and forensic investigations after a security
incident.

System logs (syslog) provide a standardized method for devices to report events, errors, and security
incidents. Centralizing syslog messages in a log aggregation server allows for correlation, alerting, and
long-term retention. In OT, syslog can capture events such as PLC program uploads, firewall rule changes, or
authentication failures, providing essential evidence for incident response and compliance audits.

Accurate time synchronization is critical for correlating events across devices. NTP (Network Time Protocol)
is commonly used to synchronize clocks to a reliable time source, such as a GPS-disciplined server. In
environments where sub-millisecond precision is required, Precision Time Protocol (PTP, IEEE 1588) may be
employed. Consistent timestamps enable effective troubleshooting, forensic analysis, and coordination of
control loops.

The DHCP (Dynamic Host Configuration Protocol) automates IP address assignment, reducing manual
configuration errors. However, in OT networks, static addressing is often preferred for critical devices to
guarantee predictability and simplify firewall rule creation. When DHCP is used, reservation tables should be
maintained, and lease times should be configured to avoid unexpected address changes that could disrupt
communication.

Domain Name System (DNS) resolves human-readable hostnames to IP addresses, simplifying device
identification. In OT, DNS can be used for naming PLCs, HMIs, and data historians. Secure DNS practices,
such as DNSSEC validation and restricting recursive queries, help prevent spoofing attacks that could
redirect traffic to malicious destinations. Additionally, internal DNS servers should be hardened and
monitored for unauthorized modifications.

Design principles such as scalability ensure that the network can accommodate growth in devices, traffic
volume, and functional requirements. Modular designs, using hierarchical layers (core, distribution, access),
facilitate expansion without major re-architecting. For example, adding a new production line may involve
provisioning additional access switches and extending existing VLANSs, while core routing remains
unchanged.

Modularity promotes the use of interchangeable components, allowing engineers to replace or upgrade
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parts of the network with minimal impact. Standardized interfaces, such as Ethernet RJ45 or fiber optic
connectors, support modularity. In practice, this means selecting switches that support line cards, using
modular power supplies, and maintaining consistent configuration templates across devices.

Resilience refers to the network’s ability to continue operating in the face of failures or attacks. Redundant
paths, diverse media (copper and fiber), and automatic failover protocols contribute to resilience. Regular
testing, such as simulated link failures or controlled power outages, validates that redundancy mechanisms
function as intended and that recovery times meet operational requirements.

The term fault tolerance describes the capacity of a system to continue functioning despite component
failures. Fault-tolerant designs often employ duplicate hardware, error-correcting codes, and graceful
degradation strategies. For instance, a PLC may have a hot-standby partner that takes over instantly if the
primary unit fails, ensuring uninterrupted process control.

Change management processes govern how network modifications are planned, reviewed, implemented,
and documented. A formal change request should include a description of the change, impact analysis,
back-out procedures, and testing plans. In OT, even minor changes can have safety implications, so rigorous
peer review and approval by both IT and OT stakeholders are essential.

Comprehensive documentation supports maintenance, troubleshooting, and compliance. Network
diagrams, IP address inventories, VLAN maps, and security policy documents should be kept up-to-date.
Documentation tools may generate diagrams automatically from configuration files, reducing the risk of
outdated information. Accurate documentation also facilitates audits against standards such as IEC 62443 or
ISO/IEC 27001.

International and industry standards provide guidance for secure and reliable OT networks. [EC 62443
defines security levels, risk assessment methods, and protective measures for industrial automation and
control systems. NIST SP 800-82 offers a framework for securing OT environments, emphasizing asset
inventory, network segmentation, and incident response. ISO/IEC 27001 outlines an information security
management system (ISMS), which can be adapted for OT contexts. Aligning network design with these
standards helps achieve compliance and demonstrates due diligence.

Risk assessment is a systematic process of identifying, evaluating, and prioritizing threats to network assets.
In OT, risk assessments must consider both cyber and safety impacts, using methods such as threat
modeling, vulnerability scanning, and impact analysis. The outcome guides the selection of controls, such as
segmentation, encryption, or intrusion detection, and informs the allocation of resources for mitigation.

Threat modeling involves visualizing potential attack vectors, adversary capabilities, and asset values.
Techniques like STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service,
Elevation of privilege) can be applied to network components to identify weaknesses. For example, an
attacker might attempt to spoof a PLC's MAC address to gain unauthorized access; implementing port
security and MAC authentication can mitigate this risk.
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Physical security complements cyber security by protecting network hardware from tampering, theft, or
environmental hazards. Secure enclosures, locked cabinets, surveillance cameras, and access control
systems restrict physical access to switches, routers, and servers. Environmental controls such as
temperature monitoring and uninterruptible power supplies (UPS) safeguard equipment against conditions
that could cause failure or data loss.

Cable management practices, including proper labeling, routing, and segregation of power and data cables,
improve reliability and simplify troubleshooting. Shielded twisted pair (STP) cables reduce electromagnetic
interference (EMI) in noisy industrial environments, while fiber optic cables provide immunity to EMI and
support longer distances. Selecting the appropriate media type based on bandwidth, distance, and
environmental factors is a key design decision.

Fiber optic links enable high-speed, long-distance communication with low latency and high immunity to
electrical noise. Single-mode fiber, using lasers, supports distances up to tens of kilometers, while
multimode fiber, using LEDs, is suitable for shorter runs within a plant. Media converters or fiber-enabled
switches can bridge copper and fiber segments, providing flexibility in network architecture.

Power over Ethernet (PoE) delivers electrical power alongside data over a single Ethernet cable, simplifying
installation of devices such as IP cameras, wireless access points, and edge gateways. PoE standards (IEEE
802.3Af, 802.3At, 802.3Bt) define power levels; selecting the appropriate standard ensures that devices
receive sufficient power without overloading the switch. PoE also enables centralized power management
and monitoring.

Redundant power supplies and UPS units protect network equipment from power outages and voltage
fluctuations. Dual power supplies can be fed from separate sources, such as utility power and a generator,
providing continuous operation even if one source fails. UPS systems provide short-term backup, allowing
graceful shutdown or switchover to alternate power. Monitoring power health and battery status is essential
for maintaining uptime.

When integrating OT networks with cloud services, data privacy regulations such as GDPR may apply,
especially if personal data is collected from operators or maintenance personnel. Data minimization,
encryption at rest, and strict access controls help ensure compliance. Engineers should work with legal and
compliance teams to classify data appropriately and implement required safeguards.

The concept of a digital twin involves creating a virtual replica of a physical asset or process, enabling
simulation, analysis, and optimization. Digital twins rely on real-time data streams from sensors and control
systems, transmitted over the network to analytics platforms. Network design must support the bandwidth
and latency requirements of high-frequency telemetry, while also protecting the integrity of the data used
for decision-making.

Edge-to-cloud pipelines often employ message brokers such as MQTT (Message Queuing Telemetry
Transport) to handle lightweight, publish-subscribe communication. MQTT uses a broker to distribute
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messages to subscribed clients, reducing the need for each device to maintain direct connections to the
cloud. Securing MQTT involves using TLS, client certificates, and access control lists to restrict topics and
prevent unauthorized publishing.

Industrial control systems may use proprietary protocols that are not natively IP-based, such as PROFIBUS
or DeviceNet. Gateways translate these protocols to Ethernet, allowing integration with modern IT
infrastructure. When deploying gateways, engineers must ensure that translation does not introduce latency
or compromise security. Regular firmware updates and configuration audits of gateways are necessary to
mitigate vulnerabilities.

Network performance testing should be conducted before commissioning, using tools that generate traffic
patterns representative of operational loads. Tests may include latency measurement, jitter analysis,
throughput verification, and stress testing under peak conditions. Documenting test results provides a
baseline for future performance monitoring and helps identify deviations that may indicate emerging issues.

Ongoing monitoring is essential for maintaining network health. Network performance monitoring (NPM)
tools collect metrics such as interface utilization, error rates, and latency, presenting them in dashboards
and generating alerts when thresholds are breached. Security information and event management (SIEM)
platforms aggregate logs from firewalls, IDS/IPS, and devices, correlating events to detect attacks.
Integrating NPM and SIEM data enables a holistic view of both operational performance and security
posture.

Incident response plans outline the steps to take when a security event or network failure occurs. Plans
should define roles and responsibilities, communication channels, containment strategies, and recovery
procedures. Regular drills and tabletop exercises ensure that staff are familiar with the process and that the
plan remains effective as the network evolves.

Patch management for network devices must balance the need for security updates with the risk of
disrupting critical services. A staged approach, starting with a test environment, allows verification that
patches do not introduce regressions. Change windows should be scheduled during low-impact periods,
and rollback procedures must be prepared in case of unforeseen issues.

Supply chain security is increasingly important, as network equipment may contain vulnerable components
or malicious firmware. Selecting vendors with transparent security practices, obtaining hardware from
authorized distributors, and performing integrity checks (e.G., Hash verification) reduce supply chain risk.
Maintaining an inventory of hardware versions and firmware levels supports vulnerability management.

The rise of software-defined networking (SDN) introduces centralized control of network flows via
programmable controllers. SDN can simplify policy enforcement and provide dynamic adaptation to
changing traffic patterns. However, SDN controllers become critical assets; they must be secured,
redundantly deployed, and monitored to prevent a single point of failure that could impact the entire plant
network.
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Network virtualization, using technologies such as VLANs and virtual routing and forwarding (VRF), enables
multiple logical networks to share the same physical infrastructure while maintaining isolation. VRF
instances can separate management traffic from production traffic, providing an additional layer of security.
Proper configuration and segregation are necessary to prevent cross-contamination between virtual
networks.

In many OT environments, the concept of a zone and conduit architecture is used to define security
boundaries. Zones group assets with similar security requirements, while conduits represent the controlled
pathways for communication between zones. Defining zones (e.G., Control, safety, enterprise) and
establishing conduits with firewalls and gateways enforces the principle of least privilege and simplifies
compliance with IEC 62443.

The use of industrial protocols over TLS is gaining traction to address the historical lack of security in many
control system communications. Implementations of Modbus TLS, DNP3 Secure Authentication, and
OPC-UA with built-in security provide encryption, integrity, and authentication. Deploying these secure
variants often requires updating firmware, configuring certificates, and ensuring that all participating
devices support the same security parameters.

When designing networks for critical infrastructure, compliance with sector-specific regulations, such as
NERC CIP for the energy sector or FDA 21 CFR Part 11 for pharmaceutical manufacturing, must be
considered. These regulations may dictate requirements for network segmentation, audit trails, and access
controls. Aligning network architecture with regulatory mandates reduces the risk of non-compliance
penalties and enhances overall security.

The concept of a defense-in-depth strategy layers multiple security controls to protect against a range of
threats. At the perimeter, firewalls and intrusion detection systems block external attacks. Within the plant,
segmentation isolates control traffic, while host-based firewalls and application whitelisting protect
individual devices. Continuous monitoring and incident response complete the layered defense, providing
resilience against both known and zero-day threats.

Network design for OT must also account for operational constraints such as maintenance windows,
equipment lifecycles, and production schedules. Coordinating network upgrades with planned shutdowns
minimizes impact on production. Additionally, understanding the mean time between failures (MTBF) of
network components helps schedule proactive replacements before failures occur.

In summary, the vocabulary of network architecture and design for Operational Technology Engineers
encompasses a wide range of concepts, protocols, security measures, and best practices. Mastery of these
terms enables engineers to build robust, secure, and efficient networks that support the unique demands of
industrial environments while integrating seamlessly with broader IT infrastructures.

Read online: https://certificates.gsbf.co.uk/guides/4630528/network- Greenwich School of Business and Finance - 10 Jul 2026
architecture-and-design



