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Graduate Certificate in Know Your Customer and Anti-Money Laundering Compliance

Customer Due Diligence

Customer Due Diligence (CDD) is the systematic process by which a financial institution gathers and verifies
information about a client to assess the risk of money‑laundering or terrorist‑financing activities. The
purpose of CDD is to create a reliable profile of the customer, understand the nature of the relationship,
and determine the appropriate level of monitoring. In practice, CDD begins at the point of onboarding and
continues throughout the business relationship. For example, when a new corporate client approaches a
bank for a line of credit, the bank’s compliance officer will collect the company’s registration documents,
identify its directors, and verify the ultimate beneficial owners. The depth of this inquiry varies with the risk
rating assigned during the initial risk assessment.

The concept of a Risk‑Based Approach underpins modern AML frameworks. Rather than applying a
one‑size‑fits‑all set of procedures, institutions allocate resources proportionally to the perceived risk of each
customer. This approach requires a robust risk assessment methodology that considers factors such as
geography, industry, transaction volume, and the presence of politically exposed persons. For instance, a
bank may apply a higher level of scrutiny to a client operating in a jurisdiction with weak AML controls than
to a domestic small‑business owner with a clean track record.

Enhanced Due Diligence (EDD) is applied when a customer is deemed high‑risk. EDD involves more detailed
verification steps, additional documentation, and ongoing scrutiny. A typical EDD scenario involves a
Politically Exposed Person (PEP) who holds a senior public office or is closely related to one. The institution
must verify the source of wealth, monitor transactions for unusual patterns, and regularly update the risk
profile. In practice, EDD may require a client to provide audited financial statements, a detailed explanation
of the purpose of the account, and continuous checks against sanctions lists.

The term Politically Exposed Person (PEP) refers to individuals who are or have been entrusted with
prominent public functions, as well as their immediate family members and close associates. PEPs are
considered high‑risk because of the potential for abuse of public office for personal gain. The definition
includes heads of state, senior ministers, senior officials of political parties, judges, military officers, and
executives of state‑owned enterprises. A practical example: a multinational bank receives a request to open
an account for a former minister of finance. The compliance team must identify the person as a PEP,
conduct EDD, and place the account on a heightened monitoring schedule.

Beneficial Owner denotes the natural person(s) who ultimately own or control a legal entity. Identifying the
beneficial owner is essential because the legal entity may obscure the true source of funds. Regulations
often require that the beneficial owner hold at least a 25 % ownership interest, or that the institution takes
reasonable steps to identify the individual if ownership is dispersed. For example, a shell corporation
registered in a tax haven may have a nominee director; the bank must still trace the ultimate individual who

Read online: https://certificates.gsbf.co.uk/guides/5055716/customer-
due-diligence

Greenwich School of Business and Finance · 28 Jun 2026



G U I D E

benefits from the corporation’s activities.

Source of Funds and Source of Wealth are distinct concepts used in CDD. Source of funds refers to the
specific origin of the money used in a particular transaction, whereas source of wealth addresses the
broader origin of an individual’s overall wealth. Understanding these concepts helps institutions assess
whether the funds are consistent with the customer’s profile. A practical illustration: a client deposits
€500,000 into a savings account and claims it is inheritance from a relative. The bank must verify the
inheritance documentation (source of wealth) and ensure the transaction does not conflict with any
sanctions or illicit activity (source of funds).

Suspicious Activity Report (SAR) is a confidential filing made by a reporting entity to the relevant financial
intelligence unit (FIU) when it detects activity that appears suspicious or may be linked to money
laundering, terrorist financing, or other financial crimes. SARs are a critical component of the AML
ecosystem, providing law‑enforcement agencies with leads for investigations. The filing must include a
narrative description, the nature of the suspicious behavior, and any supporting documentation. For
instance, a compliance officer might file a SAR after noticing a sudden surge of high‑value wire transfers
from a low‑risk retail customer, especially if the transfers are directed to jurisdictions with known terrorist
activity.

Know Your Customer (KYC) is the broader set of procedures that includes CDD, ongoing monitoring, and
record‑keeping. KYC ensures that the institution knows who its customers are, why they are conducting
business, and how they intend to use the services offered. KYC policies are often embedded in the
onboarding workflow, requiring document collection, verification, and risk assignment. An example of KYC
in practice: a fintech platform uses electronic identity verification (eIDV) to capture a passport image,
confirm facial biometrics, and cross‑check the data against watchlists before allowing the user to trade
cryptocurrencies.

Customer Identification Program (CIP) is a component of KYC that focuses on the collection and verification
of identity documents. CIP mandates that the institution obtain a government‑issued photo ID, a
proof‑of‑address document, and, where applicable, a tax identification number. In the United States, the CIP
rule is codified under 31 CFR § 1020.310. A practical scenario: a US bank receives an application for a
personal checking account; the teller must verify the applicant’s driver’s license, utility bill, and Social
Security number before account approval.

Sanctions Screening involves checking customers and transactions against lists of individuals, entities, and
countries that are subject to economic or trade restrictions imposed by governments or international
bodies. Common sanctions lists include those maintained by the United Nations, the European Union, the
Office of Foreign Assets Control (OFAC), and the United Kingdom’s HM Treasury. Failure to screen accurately
can result in hefty fines and reputational damage. For example, a bank that processes a wire transfer to a
corporation in Iran without proper screening could be penalised for violating US sanctions.
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Adverse Media screening is the process of searching online news sources, blogs, and other public
information for negative information about a customer, such as involvement in corruption, fraud, or other
illicit conduct. This form of screening helps organisations identify emerging risks that may not yet appear on
formal watchlists. An illustration: a compliance analyst discovers a news article linking a corporate client’s
CEO to a bribery scandal in a foreign jurisdiction; the analyst escalates the finding for further investigation.

Transaction Monitoring is the continuous analysis of customer activity to detect patterns that may indicate
money‑laundering or other illicit behaviour. Transaction monitoring systems employ rule‑based or
machine‑learning algorithms to flag anomalies based on thresholds, velocity, geography, and product
usage. The flagged alerts are then reviewed by analysts who determine whether to file a SAR. For instance, a
retail banking system may generate an alert when a normally low‑volume account suddenly makes a series
of cash deposits just below the reporting threshold, a practice known as “structuring”.

Risk Assessment is the systematic evaluation of the institution’s exposure to AML risks, taking into account
internal factors (such as product mix and client base) and external factors (such as regulatory environment
and economic conditions). A comprehensive risk assessment informs the design of controls, the allocation
of resources, and the development of policies. An example: a regional bank conducts an annual risk
assessment and identifies that its private banking division, which serves high‑net‑worth individuals, carries a
higher risk of sophisticated money‑laundering schemes, prompting the bank to enhance its EDD procedures
for that segment.

Risk Rating is the numerical or categorical score assigned to a customer after evaluating risk factors. Ratings
typically range from low to high or may use a numeric scale (e.g., 1–5). The rating determines the intensity
of monitoring and the frequency of reviews. For example, a client with a risk rating of “high” may be subject
to monthly reviews, while a “low” risk client may only be reviewed annually.

Onboarding refers to the process of bringing a new customer into the institution’s ecosystem, including the
collection of KYC information, execution of CDD, and establishment of the account. Effective onboarding
balances regulatory compliance with a smooth customer experience. An illustration: a digital bank employs
a streamlined e‑onboarding flow that uses optical character recognition (OCR) to extract data from a
passport, reducing manual entry errors and speeding up the approval process.

Ongoing Monitoring is the continual oversight of a customer’s activity after the initial CDD is completed.
This includes periodic reviews of the customer’s risk profile, updating beneficial‑owner information, and
re‑screening against new sanctions or watchlists. A practical case: a corporate client’s ownership structure
changes after a merger; the bank must update its records and reassess the risk rating accordingly.

Watchlist is a generic term for any curated list of individuals, entities, or countries that are subject to
sanctions, embargoes, or heightened scrutiny. Watchlists are maintained by governments,
intergovernmental organisations, and private data providers. The effectiveness of watchlist screening
depends on the quality of the data and the frequency of updates. For instance, an institution may subscribe

Read online: https://certificates.gsbf.co.uk/guides/5055716/customer-
due-diligence

Greenwich School of Business and Finance · 28 Jun 2026



G U I D E

to a commercial watchlist service that provides real‑time updates on OFAC, EU, and UN sanctions lists.

Threshold in AML terminology often refers to a monetary amount that triggers mandatory reporting or
heightened scrutiny. Common thresholds include the €10,000 cash transaction reporting requirement in the
EU, or the $10,000 threshold for Currency Transaction Reports (CTRs) in the United States. Institutions must
design controls to detect transactions that fall just below the threshold, a practice known as “structuring”.
An example: a customer repeatedly makes cash deposits of $9,900 to avoid the $10,000 reporting trigger;
the bank’s monitoring system flags this pattern for investigation.

Red Flag is a term used to describe an indicator that suggests potential money‑laundering activity. Red flags
can be behavioural (e.g., a customer who is reluctant to provide information), transactional (e.g., rapid
movement of funds through multiple accounts), or contextual (e.g., a high‑risk jurisdiction). Understanding
red flags helps analysts prioritize alerts. For example, a sudden increase in wire transfers to a high‑risk
country, combined with a lack of clear business purpose, constitutes a red flag.

AML Compliance Program is the comprehensive set of policies, procedures, controls, and governance
structures that an institution implements to prevent, detect, and report money‑laundering activities. A
robust AML program includes a written risk‑based policy, a dedicated compliance function, training,
independent testing, and record‑keeping. The program must be approved by senior management and the
board. A practical illustration: a bank’s AML program mandates quarterly training for front‑office staff on
recognizing suspicious transactions, while also requiring annual independent audits of the CDD processes.

Independent Audit is an external or internal review that evaluates the effectiveness of the AML compliance
program. Audits assess whether policies are being followed, controls are operating as intended, and gaps
are identified for remediation. Audits are often required by regulators and may be performed by a
dedicated compliance audit team or an external consultancy. For example, after a regulator’s inspection, a
bank may commission an independent audit to verify that its EDD procedures for high‑risk clients are
properly documented and executed.

Regulatory Reporting encompasses the mandatory filings that institutions must submit to supervisory
authorities, such as SARs, Currency Transaction Reports (CTRs), and periodic compliance certifications. These
reports provide regulators with insight into the institution’s risk exposure and the effectiveness of its
controls. An illustrative case: a credit union files CTRs for all cash transactions exceeding $10,000, while also
submitting SARs for any activity that appears inconsistent with a member’s known profile.

Record‑Keeping requirements dictate that institutions retain documentation of CDD information,
transaction records, and SAR filings for a prescribed period, often five years or longer. Proper
record‑keeping ensures that regulators can review historical data during examinations. For instance, a bank
must retain copies of identification documents, risk assessments, and the rationale for any EDD decisions for
at least five years after the termination of the business relationship.

Customer Risk Profile is a dynamic summary of the information collected during CDD, reflecting the
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customer’s risk attributes, such as geographic exposure, product usage, and beneficial‑owner structure. The
profile guides the frequency of reviews, the depth of monitoring, and the necessity for additional controls. A
real‑world example: a high‑net‑worth individual who frequently trades in exotic currencies and travels to
high‑risk jurisdictions would have a risk profile that calls for weekly transaction reviews and continuous
watchlist screening.

Beneficial‑Owner Register is a public or private database that records the individuals who ultimately own or
control a legal entity. Many jurisdictions now require companies to maintain a register and make it
accessible to authorities. Access to a reliable register simplifies the identification of beneficial owners. For
example, the United Kingdom’s People with Significant Control (PSC) register provides a searchable
database that banks can query during onboarding.

Electronic Identity Verification (eIDV) is a technology‑driven method for confirming a customer’s identity
using digital documents, biometrics, and database checks. eIDV streamlines the KYC process, reduces
manual errors, and enhances the customer experience. A practical scenario: a mobile‑only bank uses facial
recognition to match a selfie taken by the applicant with the photo on their national ID, and then validates
the ID against a government database before account activation.

Know‑Your‑Customer Data (KYCD) refers to the collected information about a client, including personal
details, documents, transaction history, and risk indicators. Effective management of KYCD enables efficient
retrieval for audits, regulatory inquiries, and internal reviews. For instance, a compliance platform may store
KYCD in a central repository with version control, allowing analysts to view changes over time.

Risk‑Based Controls are the specific measures an institution applies to mitigate identified risks, calibrated to
the customer’s risk rating. Controls may include enhanced verification, transaction limits, or additional
approvals. An example: a bank may set a daily transaction limit of €50,000 for a low‑risk retail client, while
imposing a €200,000 limit for a high‑risk corporate client, subject to senior‑manager approval for any
excess.

Financial Intelligence Unit (FIU) is a national agency responsible for receiving, analyzing, and disseminating
SARs. FIUs serve as the central point of contact between reporting entities and law‑enforcement agencies.
For example, the United States’ FinCEN acts as the FIU, receiving SARs from banks and providing analytical
support to investigations.

Compliance Culture describes the attitudes, values, and behaviours within an organization that influence
how AML obligations are fulfilled. A strong compliance culture encourages employees to report concerns,
adhere to procedures, and prioritize ethical conduct. Practical application: a senior executive publicly
emphasizes the importance of AML compliance during town‑hall meetings, reinforcing that meeting
regulatory standards is a collective responsibility.

Regulatory Examination is an on‑site or remote review conducted by supervisory authorities to assess an
institution’s compliance with AML laws. Examinations may focus on CDD processes, SAR filing quality, and
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the adequacy of risk assessments. For example, a European Central Bank (ECB) supervisory review might
evaluate whether a bank’s CDD policies align with the Fourth AML Directive, and whether the bank has
effectively implemented controls for high‑risk customers.

Training and Awareness programs are essential components of an AML compliance framework. Training
ensures that staff understand their obligations, can recognise red flags, and know how to report suspicious
activity. Effective training is role‑specific, recurring, and includes practical exercises. A case in point: a bank’s
front‑office staff receive quarterly e‑learning modules that simulate suspicious transaction scenarios,
followed by a quiz to assess comprehension.

Data Privacy considerations intersect with CDD requirements, as institutions must balance the need for
detailed customer information with privacy regulations such as the General Data Protection Regulation
(GDPR). Proper handling of personal data, secure storage, and clear retention policies are critical. For
instance, a bank must ensure that any personal data collected during onboarding is encrypted, accessed
only by authorised personnel, and deleted after the statutory retention period expires.

Third‑Party Risk Management involves assessing the AML controls of external service providers, such as
correspondent banks, payment processors, and outsourcing partners. Institutions must ensure that third
parties uphold comparable standards, as failures can expose the primary institution to regulatory penalties.
A practical scenario: a bank uses a third‑party vendor for international money transfers; the bank must
conduct due‑diligence on the vendor’s AML program, verify its screening capabilities, and incorporate
contractual clauses that require the vendor to report suspicious activity.

Correspondent Banking is a relationship where one bank (the respondent) provides services to another
bank (the correspondent) to facilitate cross‑border transactions. Correspondent banking carries heightened
AML risk because the respondent bank may have limited visibility into the end‑customer. Consequently,
banks must perform enhanced due diligence on correspondent relationships, including reviews of the
respondent’s AML program, transaction volumes, and geographic exposure. For example, a European bank
establishing a correspondent account with a bank in a high‑risk jurisdiction must request the respondent’s
AML policies and conduct ongoing monitoring of the flow of funds.

Shell Company refers to an entity that exists only on paper, with no active business operations or significant
assets. Shell companies are often used to conceal the identity of beneficial owners and facilitate illicit
transfers. Identifying shell companies during CDD is crucial. A compliance analyst might notice that a newly
incorporated entity has no physical address, a nominee director, and a share structure that points to a
single individual; this pattern would trigger an EDD investigation.

Money‑Laundering Stages are typically described as placement, layering, and integration. Placement
involves introducing illicit funds into the financial system; layering obscures the origin through complex
transactions; integration returns the cleaned funds to the economy as apparently legitimate assets.
Understanding these stages helps analysts detect suspicious patterns. For instance, a sudden surge of cash
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deposits (placement) followed by multiple rapid transfers to offshore accounts (layering) may indicate an
active laundering scheme.

Designated Non‑Financial Business and Professions (DNFBPs) include sectors such as real estate agents,
lawyers, accountants, and casino operators, which are vulnerable to money‑laundering due to the nature of
their services. Many jurisdictions extend AML obligations to DNFBPs, requiring them to implement CDD and
report suspicious activity. A practical example: a real‑estate agency must verify the identity of a buyer,
ascertain the source of funds for a property purchase, and file a SAR if the transaction appears inconsistent
with the buyer’s known financial profile.

Risk Indicators are measurable attributes that signal potential AML risk. These may include high‑risk
jurisdictions, high‑value transactions, unusual product usage, or frequent changes in account information.
Institutions develop risk‑indicator matrices to automate alert generation. For example, a risk‑indicator rule
might trigger an alert when a client who normally conducts low‑value domestic transfers suddenly initiates
a series of large, cross‑border wire transfers to a sanctioned country.

Watch‑List Screening Frequency determines how often an institution must re‑screen its existing customers
against updated sanctions and PEP lists. Best practice recommends at least quarterly screening, with more
frequent checks for high‑risk customers. A real‑world approach: a bank schedules daily screening for all
high‑risk accounts, while low‑risk accounts are screened monthly, ensuring that any newly added sanctions
are promptly identified.

Transaction Velocity measures the speed and frequency of transactions within a given period. High velocity
can indicate structuring or rapid movement of funds to avoid detection. Monitoring velocity helps spot
suspicious behavior. For example, an account that typically processes one transaction per month suddenly
generates ten transactions in a single week may be flagged for review.

Geographic Risk assesses the AML risk associated with the countries involved in a client’s operations or
transactions. Jurisdictions with weak AML controls, high corruption levels, or active terrorist groups are
considered higher risk. Institutions incorporate geographic risk into their overall risk rating. A practical
illustration: a client based in a low‑risk EU country but conducting regular business with a partner in a
sanctioned state will receive a higher risk rating, prompting additional scrutiny.

Product Risk evaluates the inherent risk of specific financial products or services. Certain products, such as
private banking, trade finance, and correspondent banking, are more susceptible to money‑laundering.
Conversely, low‑risk products like basic savings accounts present fewer challenges. Institutions must align
their controls with product risk levels. For instance, a bank may require EDD for private‑wealth clients
accessing offshore investment products, while standard retail accounts undergo routine CDD.

Transaction Pattern Analysis involves reviewing historical transaction data to identify typical behaviour and
detect deviations. Advanced analytics and machine‑learning models are increasingly used to establish
baselines and flag anomalies. A concrete example: a retail customer’s monthly spending pattern shows a
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consistent range of €500‑€1,000; a sudden jump to €10,000 in a single month would trigger an alert for
further investigation.

Red‑Flag Matrix is a tool that categorises common red flags by risk level, product type, and jurisdiction,
providing analysts with a structured approach to assess alerts. The matrix helps prioritize investigations and
allocate resources efficiently. For example, the matrix may assign a “high” rating to a combination of PEP
involvement, high‑value cross‑border transfers, and adverse media, prompting immediate escalation.

Compliance Dashboard is a visual interface that aggregates key AML metrics, such as the number of alerts
generated, SAR filings, watchlist hits, and pending investigations. Dashboards enable senior management to
monitor performance, identify trends, and make data‑driven decisions. A practical implementation: a bank’s
compliance officer reviews a monthly dashboard showing a 15 % increase in high‑risk alerts, prompting a
review of the underlying risk‑assessment parameters.

Regulatory Change Management is the systematic process of tracking, assessing, and implementing
updates to AML regulations. Effective change management ensures that policies, procedures, and systems
remain compliant. For instance, when a new sanction list is published, the institution must update its
screening engine, re‑screen existing customers, and train staff on the implications of the change.

Policy Exception refers to a documented deviation from standard AML procedures, approved by senior
management after a risk‑based justification. Exceptions must be recorded, monitored, and reviewed
periodically. An example: a bank may grant a temporary exception to a high‑risk client’s transaction limit
due to a legitimate business need, provided that heightened monitoring is applied and the exception is
approved by the compliance officer.

Control Self‑Assessment (CSA) is an internal review process where business units evaluate the effectiveness
of their AML controls against defined criteria. CSAs promote ownership and continuous improvement. A
practical scenario: the trade finance team conducts a quarterly CSA, checking that all counterparties have
been screened against the latest sanctions list and that documentation for each transaction is complete.

Business Continuity Planning (BCP) ensures that AML functions remain operational during disruptions, such
as cyber‑attacks or natural disasters. A robust BCP includes backup systems for screening engines,
alternative communication channels for SAR filing, and clear escalation paths. For example, a bank may
maintain a secondary data centre that mirrors its AML database, allowing compliance staff to continue
monitoring transactions even if the primary site experiences downtime.

Data Quality Management is the practice of ensuring that the information used for CDD and monitoring is
accurate, complete, and up‑to‑date. Poor data quality can lead to missed alerts or false positives.
Institutions implement data‑cleansing routines, validation checks, and periodic audits. A real‑world case: a
bank discovers that outdated address data for a corporate client caused a failure to detect a sanctions
match; the bank then institutes automated address verification to prevent recurrence.
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Automation in CDD leverages technology to streamline data collection, document verification, and risk
scoring. Automated workflows reduce manual effort, improve consistency, and accelerate onboarding.
However, automation must be complemented by human oversight for complex cases. For instance, an
AI‑driven system may automatically assign a low‑risk rating to a retail customer based on limited data, but a
compliance analyst reviews the decision to ensure no hidden risks exist.

Machine‑Learning Models in AML are trained on historical transaction data to identify patterns of normal
versus suspicious behaviour. These models can adapt to evolving tactics used by money‑launderers. A
practical example: a bank deploys a supervised learning model that flags transactions deviating more than
two standard deviations from the customer’s historical average, reducing false positives while catching
subtle anomalies.

False Positive Rate measures the proportion of alerts that are generated but ultimately deemed
non‑suspicious. High false positive rates strain resources and may desensitise analysts. Optimising screening
rules, calibrating thresholds, and incorporating contextual data help lower the false positive rate. For
example, adjusting the transaction amount threshold for a low‑risk retail segment can reduce unnecessary
alerts without compromising detection capability.

True Positive Rate (or detection rate) reflects the ability of the AML system to correctly identify genuine
suspicious activity. Balancing true positives against false positives is a core challenge in model development.
A compliance team may conduct periodic back‑testing, comparing SAR outcomes to known illicit cases, to
gauge the true positive rate and refine the detection algorithms.

Risk Appetite defines the level of risk an institution is willing to accept in pursuit of its business objectives.
In AML, risk appetite influences how aggressively the organization applies controls and monitors customers.
A conservative risk appetite leads to stricter CDD and more frequent reviews, while a higher appetite may
allow for more streamlined processes but requires robust oversight. For instance, a bank with a low risk
appetite may mandate EDD for any client whose annual turnover exceeds €1 million, regardless of
jurisdiction.

Regulatory Penalties for non‑compliance can include monetary fines, restrictions on business activities, and
reputational damage. Penalties vary by jurisdiction and severity of the breach. High‑profile cases illustrate
the consequences: a major European bank was fined €1 billion for inadequate AML controls and failure to
detect a large‑scale money‑laundering scheme. These examples underscore the importance of rigorous
CDD procedures.

Compliance Officer is the senior individual responsible for overseeing the AML program, ensuring that
policies are implemented, and serving as the liaison with regulators. The officer must maintain
independence, possess sufficient authority, and have a deep understanding of both regulatory requirements
and business operations. In practice, the compliance officer reviews high‑risk onboarding cases, signs off on
SAR filings, and reports to the board on AML performance.
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Board Oversight refers to the responsibility of the board of directors to provide strategic direction, allocate
resources, and monitor the effectiveness of the AML compliance program. Board members must receive
regular updates on risk assessments, audit findings, and regulatory developments. A practical governance
structure may include a dedicated AML sub‑committee that meets quarterly to review key metrics and
approve policy changes.

Risk‑Based Monitoring Frequency determines how often a customer’s activity is reviewed based on their risk
rating. Low‑risk customers may be subject to annual reviews, while high‑risk customers receive monthly or
even weekly monitoring. For example, a high‑risk PEP client with a history of complex cross‑border
transactions would be reviewed each month, with any deviation from the expected pattern triggering an
immediate investigation.

Data‑Retention Schedule outlines the period for which CDD records, transaction logs, and SAR filings must
be kept. The schedule is typically dictated by law; many jurisdictions require a minimum of five years after
the end of the business relationship. Institutions must implement secure archiving solutions that allow
retrieval for regulatory inspections. A compliance manager may audit the retention schedule annually to
ensure that outdated records are disposed of securely.

Risk‑Based Training tailors AML education to the specific roles and risk exposures of employees. Front‑office
staff receive training focused on identifying red flags during client interactions, while back‑office analysts
learn advanced transaction‑monitoring techniques. For instance, a teller’s training module might include
scenarios on detecting structuring, whereas a compliance analyst’s module covers SAR drafting and
regulatory reporting standards.

Regulatory Expectations evolve over time as authorities refine guidance and respond to emerging threats.
Staying abreast of expectations requires continuous monitoring of legislative updates, supervisory bulletins,
and industry best‑practice publications. A practical approach involves subscribing to regulatory intelligence
services, participating in industry forums, and conducting internal gap analyses after each regulatory
change.

Cross‑Border Cooperation among AML authorities facilitates the sharing of information on transnational
money‑laundering schemes. International bodies such as the Financial Action Task Force (FATF) develop
standards that promote cooperation. In practice, a bank may collaborate with foreign FIUs to obtain
additional context on a suspicious transaction that involves multiple jurisdictions, enhancing the quality of
the SAR.

FATF Recommendations constitute the global benchmark for AML and counter‑terrorist financing (CTF)
regimes. The recommendations cover CDD, record‑keeping, reporting, and international cooperation.
Institutions align their policies with FATF standards to demonstrate compliance and mitigate regulatory risk.
For example, FATF Recommendation 10 requires that financial institutions obtain and verify the identity of
beneficial owners, a principle that directly informs CDD procedures.
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Customer Lifecycle Management integrates CDD activities throughout the stages of acquisition, activation,
usage, and termination. Effective lifecycle management ensures that risk assessments are refreshed,
monitoring parameters are adjusted, and exit procedures are followed. A practical illustration: when a
corporate client decides to close its account, the bank conducts a final review of all outstanding
transactions, confirms that all beneficial‑owner information is up‑to‑date, and archives the records in
accordance with the retention schedule.

Regulatory Sandbox is an environment where fintech firms can test innovative AML solutions under
regulator supervision. Sandboxes enable rapid prototyping of technologies such as AI‑driven screening or
blockchain‑based identity verification while ensuring compliance. For instance, a startup may pilot a
decentralized identity platform within a sandbox, allowing the regulator to assess the solution’s efficacy
before wider deployment.

Blockchain Transparency offers the potential to enhance CDD by providing immutable records of asset
transfers. While blockchain can increase transparency, it also presents challenges, such as the anonymity of
certain addresses and the need for specialised analytical tools. A compliance team may use blockchain
analytics software to trace the flow of cryptocurrency from a suspicious wallet back to known illicit actors,
supporting a SAR filing.

Virtual Asset Service Provider (VASP) is a term used to describe businesses that facilitate the exchange,
transfer, or storage of virtual assets, such as cryptocurrencies. VASPs are subject to the same AML
obligations as traditional financial institutions, including CDD and SAR filing. A practical example: a crypto
exchange must verify the identity of users, monitor large or irregular cryptocurrency transactions, and
report suspicious activity to the appropriate FIU.

RegTech Solutions encompass technology tools designed to improve regulatory compliance efficiency.
RegTech applications for AML include automated watchlist screening, risk‑scoring engines, and workflow
management platforms. By leveraging RegTech, institutions can reduce manual effort, improve accuracy,
and accelerate decision‑making. For example, a bank may integrate a RegTech screening API that instantly
checks new customer data against multiple sanctions lists in real time.

Data Encryption is a critical safeguard for protecting sensitive customer information collected during CDD.
Encryption ensures that data remains confidential both at rest and in transit. Compliance with data‑privacy
regulations often mandates strong encryption standards. A practical measure: the bank encrypts all
uploaded identity documents using AES‑256 encryption, and only authorised compliance officers possess
the decryption keys.

Audit Trail provides a chronological record of actions taken within AML systems, including data entry,
changes to risk ratings, and SAR submissions. An audit trail enables investigators to reconstruct the
decision‑making process and demonstrates compliance during regulator examinations. For instance, an
audit log may show that an analyst reviewed a high‑risk alert on a specific date, documented their findings,
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and escalated the case to senior management.

Escalation Protocol defines the steps for moving a suspicious activity case from the initial analyst to senior
compliance personnel or senior management. Clear protocols ensure timely handling of high‑risk alerts and
consistent decision‑making. A typical escalation chain might involve the analyst notifying the compliance
manager, who then briefs the chief compliance officer, and finally, if warranted, informs the board or
submits a SAR.

Regulatory Reporting Timelines specify the maximum period within which a SAR or other required filing
must be submitted after the detection of suspicious activity. Timelines vary by jurisdiction; many regulators
require SARs to be filed within 30 days of the initial suspicion. Failure to meet reporting deadlines can result
in enforcement actions. For example, a bank that delays filing a SAR beyond the statutory period may be
subject to fines and increased supervisory scrutiny.

Compliance Risk Register is a documented list of identified compliance risks, their potential impact,
likelihood, and mitigation actions. The register serves as a living document that guides risk‑mitigation
strategies and resource allocation. A practical entry might be: “Risk – Inadequate screening of high‑risk
jurisdictions; Impact – Reputational damage; Likelihood – Medium; Mitigation – Implement quarterly
screening updates and staff training.”

Legal Entity Identifier (LEI) is a unique 20‑character alphanumeric code that identifies legal entities
participating in financial transactions. The LEI facilitates transparency and risk assessment, especially in
complex corporate structures. During CDD, the collection of an LEI helps verify the existence of a corporate
client and provides a gateway to additional data sources. For example, a bank may retrieve an entity’s
ownership hierarchy from the Global LEI System to assess beneficial‑owner risk.

Risk‑Based Transaction Limits are thresholds set according to a customer’s risk rating, dictating the
maximum permissible transaction size without additional approval. These limits help contain exposure to
illicit activity. A high‑risk client may have a lower limit, requiring senior‑manager sign‑off for any transaction
exceeding that amount, whereas a low‑risk client may enjoy higher limits with automated monitoring.

Data Governance Framework outlines the policies, procedures, and responsibilities for managing data assets
used in AML processes. Effective governance ensures data integrity, accessibility, and compliance with
privacy laws. A practical component includes defining data owners, establishing data‑quality metrics, and
implementing stewardship roles. For instance, the data‑governance team may assign a data steward for
customer identification data, responsible for periodic validation and correction.

Regulatory Feedback Loop is the mechanism by which regulators provide guidance, observations, or
corrective actions to reporting entities, enabling continuous improvement. Institutions should track
feedback, implement corrective measures, and report back on remediation progress. A real‑world example:
after a supervisory examination, a bank receives a written notice highlighting gaps in its PEP screening
process; the bank develops an action plan, updates its screening rules, and submits a remediation report to
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the regulator.

Third‑Party Data Providers supply external information such as sanctions lists, adverse‑media feeds, and
corporate registries. Selecting reliable providers is essential for accurate screening. Due diligence on data
providers includes evaluating data coverage, update frequency, and compliance with privacy regulations.
For example, a compliance team may conduct a vendor risk assessment on a sanctions‑screening service,
reviewing its methodology and testing its accuracy against known matches.

Risk‑
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