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International Anti Money Laundering Standards

Customer Due Diligence Procedures

Customer Due Diligence (CDD) is the cornerstone of any anti‑money‑laundering (AML) framework. It refers
to the set of investigative and verification activities that a financial institution or designated non‑financial
business and profession (DNFBP) must perform in order to understand who its customers are, the nature of
the business relationship, and the risk of illicit activity that may arise. The following glossary covers the most
frequently encountered terms and concepts that students of the International Anti‑Money Laundering
Standards course must master. Each entry includes a definition, practical application, illustrative example,
and common challenges that professionals face when implementing the requirement in real‑world settings.

Know Your Customer (KYC) is the overarching process that incorporates CDD, ongoing monitoring, and
periodic review. It begins at the point of onboarding and continues throughout the life of the relationship.
In practice, KYC obliges the institution to collect identifying information, verify its authenticity, and assess
the risk profile of the client. For example, a bank opening a corporate account will request the company’s
registration certificate, the names of directors, and the ultimate owners of the firm. A common challenge is
the rapid evolution of technology‑driven identity solutions, which may create uncertainty about what
constitutes “reliable, independent, and up‑to‑date” documentation.

Customer Identification (CI) is the first step in the KYC workflow. It involves obtaining the full legal name,
residential or business address, date of birth (for natural persons), and a government‑issued identification
number such as a passport number or national ID. Verification of this information must be performed using
primary documents or reliable third‑party sources. In a practical scenario, a retail bank may ask a new client
to present a passport and a recent utility bill; the teller then checks that the passport number matches the
entry in the national database. The main difficulty lies in jurisdictions where official identity documents are
scarce or prone to forgery, requiring institutions to rely on alternative verification methods such as
biometric checks or electronic identity verification services.

Beneficial Owner (BO) is a natural person who ultimately owns or controls a legal entity, either directly or
indirectly, through ownership of a sufficient percentage of shares or voting rights, or by exercising control
via other means. The threshold commonly applied by regulators is 25 % ownership, although some
jurisdictions require identification of any individual who exerts control, regardless of share percentage.
Practically, a compliance officer must trace the ownership chain of a corporate client, often using public
registries, shareholder registers, and shareholder agreements. For instance, a Luxembourg investment fund
may be owned by a holding company, which in turn is owned by a family trust; the analyst must identify the
individuals behind the trust to satisfy BO requirements. Challenges include opaque structures, nominee
shareholders, and the use of offshore entities that deliberately conceal the true owners, thereby increasing
the cost and time needed for thorough BO identification.
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Politically Exposed Person (PEP) denotes an individual who holds or has held a prominent public function, as
well as their immediate family members and close associates. The definition extends to senior political
figures, senior government officials, judicial officers, military leaders, and executives of state‑owned
enterprises. Financial institutions must apply enhanced scrutiny to PEPs because they are statistically more
likely to be involved in corruption and bribery schemes. A practical example is a bank that, upon detecting a
new client who is a former minister, flags the account for enhanced due diligence and monitors all
transactions for unusual patterns. One frequent difficulty is the dynamic nature of political exposure; a
former official may become a PEP many years after leaving office, and family ties can be difficult to verify
without reliable data sources.

Risk Assessment is the systematic process of evaluating the likelihood and potential impact of
money‑laundering or terrorist‑financing activities associated with a particular customer, product, service, or
geographic location. The assessment produces a risk rating—typically low, medium, or high—that guides
the depth of due‑diligence measures required. In practice, a bank may use a risk‑scoring model that assigns
points for factors such as jurisdiction risk, product risk (e.G., Private banking versus standard checking
accounts), and customer type (e.G., PEP versus non‑PEP). The resulting score determines whether the
institution proceeds with standard CDD, applies enhanced due diligence (EDD), or, in extreme cases,
declines the business relationship. The main challenge is achieving a balance between a model that is
sufficiently granular to capture nuanced risk differences and one that remains operationally manageable
and free from excessive false positives.

Enhanced Due Diligence (EDD) is a set of additional investigative measures required when a customer
presents a higher risk profile, such as being a PEP, operating in a high‑risk jurisdiction, or engaging in
complex corporate structures. EDD may involve obtaining detailed information on the source of funds,
source of wealth, and the purpose of anticipated transactions. For example, a private bank onboarding a
high‑net‑worth individual from a jurisdiction flagged for corruption will request bank statements covering
the last three years, a narrative explaining how the client accumulated wealth, and independent verification
of the source of funds through third‑party auditors. A common obstacle is the client’s reluctance to disclose
sensitive personal or commercial information, which can lead to a stalemate between the compliance team
and the business line seeking to retain the client.

Simplified Due Diligence (SDD) is an approach that allows institutions to apply reduced verification
procedures for low‑risk customers, provided that the regulatory framework permits such a concession. SDD
is typically applied to low‑value retail accounts, mass‑market products, or customers residing in jurisdictions
with robust AML controls. An example would be a prepaid card issuer that, for a customer purchasing a card
with a maximum balance of $200, only requires a mobile phone number and a basic identity check. The
principal challenge is ensuring that the criteria for SDD are well‑documented and that the institution does
not inadvertently apply SDD to a customer who should have been subject to full CDD, thereby creating a
compliance gap.

Ongoing Monitoring refers to the continuous review of a customer’s transactions and behavior throughout
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the life of the relationship to detect deviations from the expected profile. It is a dynamic component of AML
that complements the static snapshot obtained at onboarding. In practice, a compliance system may
generate alerts when a corporate client’s transaction volume spikes by 150 % within a short period, or when
a private individual makes a series of cash deposits just under the reporting threshold. The analyst then
investigates the activity to determine whether it is legitimate or indicative of illicit behavior. One of the
greatest challenges is the volume of alerts generated by automated monitoring tools; without proper
tuning, institutions may suffer from “alert fatigue,” causing genuine suspicious activity to be missed.

Transaction Monitoring is the technical process of analyzing individual transactions against predefined rules,
patterns, and risk indicators to identify potentially suspicious activity. It involves the use of rule‑based
engines, statistical models, and increasingly, machine‑learning algorithms. A practical example is a system
that flags any wire transfer exceeding $10,000 that is directed to a high‑risk country and involves a newly
onboarded client with no prior transaction history. The main difficulty lies in calibrating thresholds to avoid
excessive false positives while still capturing subtle laundering techniques such as structuring, where a series
of small transactions are used to evade reporting requirements.

Source of Funds (SOF) denotes the origin of the money used in a particular transaction or series of
transactions. Verifying SOF is essential to ensure that the funds are not derived from illegal activities. In
practice, a compliance officer may request a client’s recent payslips, tax returns, or sale agreements for a
property to substantiate the source of a $500,000 wire transfer. The challenge is that some customers may
provide fabricated documents, and the officer must be equipped with the skills and tools to detect
inconsistencies, such as mismatched dates, unusual formatting, or discrepancies with known market values.

Source of Wealth (SOW) expands the concept of SOF to the broader accumulation of assets over a longer
period, reflecting the client’s overall financial background. SOW is especially relevant for high‑net‑worth
individuals and entities where the volume of assets is large enough to raise suspicion if the source is
unclear. For instance, a newly established hedge fund with $200 million in assets under management must
disclose how the capital was raised—whether through private investors, family wealth, or prior business
profits. A persistent issue is the difficulty of obtaining reliable SOW documentation for clients whose wealth
stems from private, family‑owned enterprises that do not publish financial statements.

Money Laundering (ML) is the process of disguising the origins of illicit proceeds to make them appear
legitimate. The classic three‑stage model—placement, layering, and integration—remains a useful
conceptual framework. Placement involves introducing illegal funds into the financial system, layering
consists of complex transactions to obscure the trail, and integration sees the “cleaned” money re‑enter the
economy as apparently lawful assets. A practical illustration is a criminal organization that deposits cash
from drug sales into a series of shell company accounts, then uses the funds to purchase real estate,
thereby integrating the proceeds. The principal challenge for AML professionals is that modern laundering
schemes often use sophisticated digital channels, cryptocurrencies, and rapid cross‑border transfers, which
can outpace traditional detection methods.
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Terrorist Financing (TF) refers to the provision of financial support for terrorist activities, regardless of the
source of the funds. Unlike money laundering, the focus is on the intended use rather than the legality of
the source. A compliance team may detect TF when a charitable organization receives large donations from
a high‑risk jurisdiction and subsequently transfers the money to a charity operating in a conflict zone. The
difficulty lies in distinguishing legitimate charitable contributions from those that are diverted to fund
violent extremism, especially when the donor’s identity is concealed through layers of intermediaries.

Suspicious Activity Report (SAR) is a formal filing made by a reporting entity to the relevant financial
intelligence unit (FIU) when there is reasonable suspicion that a transaction involves proceeds of crime or is
linked to terrorist financing. SARs are confidential and may trigger investigations, asset freezes, or criminal
prosecutions. In practice, an analyst who uncovers a pattern of structured cash deposits just below the
reporting threshold must draft a SAR that includes the factual basis for suspicion, the amounts involved, and
any supporting documentation. A common challenge is the lack of standardized guidance on what
constitutes “reasonable suspicion,” leading to inconsistent reporting across institutions.

Financial Intelligence Unit (FIU) is the national authority responsible for receiving, analyzing, and
disseminating SARs to law‑enforcement agencies. FIUs also provide feedback to reporting entities on
typologies, trends, and best practices. For example, the FIU of a European Union member state may issue a
warning about a newly identified smurfing technique used by organized crime groups, prompting banks to
adjust their monitoring rules. The challenge for FIUs is maintaining sufficient resources and technical
expertise to process the large volume of SARs while ensuring timely feedback to the reporting entities.

Regulatory Threshold is the monetary limit set by law that determines when a transaction must be reported,
recorded, or subjected to enhanced scrutiny. Thresholds vary by jurisdiction and by type of transaction;
common examples include a $10,000 cash transaction reporting requirement in the United States and a
€15,000 threshold for electronic transfers in many European countries. In practice, a teller must be aware of
the applicable threshold and must trigger a SAR if a customer attempts to split a $12,000 cash deposit into
two separate $6,000 deposits to evade detection. The difficulty arises when thresholds are static while
criminals adapt by using multiple smaller transactions (structuring) that individually fall below the limit,
necessitating sophisticated monitoring systems to detect the pattern.

Risk‑Based Approach (RBA) is the methodological principle that AML controls should be proportionate to
the level of risk presented by a customer, product, service, or jurisdiction. RBA enables institutions to
allocate resources efficiently, focusing enhanced measures on high‑risk areas while applying simplified
procedures elsewhere. A practical implementation involves developing a risk matrix that assigns scores to
factors such as geographic risk, product risk, and customer risk, then using the aggregate score to
determine the appropriate level of CDD. A persistent challenge is ensuring that the risk model remains
up‑to‑date with emerging threats, such as the rapid growth of decentralized finance (DeFi) platforms that
present novel risk vectors.

Geographic Risk assesses the likelihood of money‑laundering activity based on the country or region where
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the customer is located, conducts business, or transacts. High‑risk jurisdictions are typically identified by
international bodies such as the Financial Action Task Force (FATF) through its “high‑risk and
non‑cooperative jurisdictions” list. In practice, a bank onboarding a client from a jurisdiction under FATF
sanctions must apply EDD, verify the client’s source of wealth, and obtain senior management approval. The
challenge is that geographic risk ratings can change quickly due to political developments, sanctions, or
regulatory reforms, requiring continuous monitoring of external risk‑assessment sources.

Product Risk evaluates the inherent susceptibility of a specific product or service to misuse for illicit
purposes. Products that allow high‑value, anonymous, or rapid movement of funds typically carry higher
risk. For example, private banking services, correspondent banking, and trade‑finance instruments are
considered high‑risk, whereas standard savings accounts are low‑risk. A compliance officer must therefore
tailor the depth of due‑diligence procedures to the product risk; a corporate client using a trade‑finance
platform may be required to submit detailed shipping documents and letters of credit. The difficulty lies in
balancing commercial objectives with risk controls, especially when business lines push for rapid product
rollout.

Customer Risk Rating is the quantitative or qualitative label assigned to a client after completing the
risk‑assessment process. The rating guides the frequency of ongoing monitoring, the level of transaction
scrutiny, and the need for senior‑management oversight. An example rating system might label customers
as “Low‑Risk – Standard Monitoring,” “Medium‑Risk – Periodic Review,” and “High‑Risk – Continuous
Review.”  The main obstacle is maintaining consistency across different business units and jurisdictions, as
divergent interpretations of risk factors can lead to inconsistent ratings for similar customers.

Red Flag denotes a specific indicator or pattern of behavior that suggests possible money‑laundering or
terrorist‑financing activity. Red flags can be derived from transaction characteristics, customer behavior, or
external intelligence. Common red flags include frequent transfers to high‑risk jurisdictions, sudden
changes in transaction volume, and the use of third‑party intermediaries without a clear business purpose.
For instance, a client who previously conducted only domestic wire transfers suddenly initiates a series of
large offshore payments to a newly added beneficiary may trigger a red‑flag alert. The challenge is that red
flags are not definitive proof of illicit activity; they require careful analysis to avoid false accusations and to
respect customer privacy.

Sanctions List is a compilation of individuals, entities, and countries that are subject to trade, financial, or
travel restrictions imposed by governments or international bodies. Compliance with sanctions lists is
mandatory; any transaction involving a listed person must be blocked and reported. In practice, a bank’s
screening system will compare a client’s name against the United Nations, European Union, and United
States Office of Foreign Assets Control (OFAC) lists. A key difficulty is dealing with “false positives” caused by
name similarities, especially for common surnames, which can lead to unnecessary account freezes and
reputational damage if not resolved promptly.

Know‑Your‑Customer Risk (KYC Risk) is the aggregate of all risk elements identified during the CDD process,
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encompassing customer identity, beneficial ownership, geographic exposure, and product usage. KYC Risk
assessment informs the selection of appropriate AML controls. For example, a high‑net‑worth individual
from a high‑risk jurisdiction who engages in cross‑border investments will be assigned a higher KYC Risk,
prompting the institution to conduct in‑depth background checks, ongoing monitoring, and
senior‑management approval. The main challenge is integrating disparate data sources—public registries,
commercial databases, and internal records—into a coherent risk picture without overwhelming compliance
staff.

Record‑Keeping mandates that institutions retain all documentation related to CDD, transaction monitoring,
and SAR filing for a prescribed period, often five years or more. Accurate record‑keeping enables regulators
to audit compliance and supports law‑enforcement investigations. In practice, a bank must store copies of
identification documents, verification reports, risk‑assessment worksheets, and the full audit trail of
transaction monitoring alerts. A frequent obstacle is the exponential growth of data, which can strain
storage capacity and make retrieval inefficient unless robust document‑management systems are
employed.

Electronic Identification (e‑ID) refers to the use of digital credentials, such as electronic passports, mobile
driver’s licenses, or biometric verification, to establish a customer’s identity. E‑ID can streamline onboarding,
reduce costs, and improve verification accuracy. For example, a fintech platform may integrate an e‑ID
service that instantly validates a user’s passport data against the issuing authority’s database. The
challenges include ensuring data privacy, complying with differing national e‑ID regulations, and managing
the risk of cyber‑attacks that could compromise the integrity of the digital identity verification process.

Third‑Party Risk assesses the potential exposure arising from the use of external service providers, such as
correspondent banks, payment processors, or outsourced AML screening vendors. Institutions must
conduct due‑diligence on these partners to ensure they maintain comparable AML standards. A practical
illustration is a bank that relies on a third‑party provider for transaction monitoring; the bank must verify
that the provider’s algorithms are calibrated to detect the bank’s specific risk profile and that the provider
maintains adequate data‑security measures. The difficulty often lies in obtaining sufficient transparency
from the third party regarding their internal controls and in allocating responsibility for compliance failures.

Correspondent Banking involves one bank providing services to another bank, usually across borders, to
facilitate international payments and settlements. Because correspondent banking can be a conduit for illicit
funds, it carries a high product risk. During onboarding, the responding bank must verify the respondent
bank’s AML program, conduct a risk assessment, and obtain senior‑management approval. An example of a
red flag in this context is a sudden increase in high‑value wire transfers to a correspondent bank in a
high‑risk jurisdiction without a clear business rationale. The principal challenge is the complexity of
obtaining reliable information about foreign banks, particularly when they operate in jurisdictions with
limited regulatory transparency.

Trade‑Based Money Laundering (TBML) exploits legitimate international trade transactions to disguise illicit
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proceeds. Techniques include over‑ and under‑invoicing, multiple invoicing, and falsified shipping
documents. A compliance officer may detect TBML by comparing the price of goods on an invoice with
market benchmarks, or by identifying mismatches between the quantity of goods declared and the physical
cargo. For instance, a company importing high‑value electronics at a price far below market rates may be
engaging in under‑invoicing to transfer value abroad. The challenge is that TBML requires specialized
knowledge of trade practices and access to reliable commodity price data, which many institutions lack.

Structuring, also known as “smurfing,” is the practice of breaking up large transactions into smaller amounts
to avoid triggering reporting thresholds or detection systems. An example is a client who deposits $9,500
cash daily for several days instead of a single $50,000 deposit to stay below a $10,000 reporting threshold.
Transaction‑monitoring systems must be capable of linking these seemingly independent activities to
identify the underlying pattern. The difficulty lies in configuring the system to detect such patterns without
generating an overwhelming number of false alerts, especially in high‑volume retail banking environments.

Beneficial Ownership Registry is a public or private database that records the identities of beneficial owners
of legal entities. Many jurisdictions have introduced mandatory registries to increase transparency and
combat corruption. In practice, a compliance analyst may query the registry to confirm the ultimate owners
of a client company before approving a high‑value loan. Challenges include incomplete or outdated
information, differences in data formats across jurisdictions, and the need to reconcile multiple registries
when a corporate structure spans several countries.

Risk‑Mitigation Measures are the controls and actions taken to reduce identified AML risks to an acceptable
level. These measures may include implementing stricter transaction limits, increasing the frequency of
account reviews, or imposing additional approval requirements for certain activities. For example, after
identifying a high‑risk PEP client, a bank may limit the client’s ability to conduct wire transfers above
$25,000 without prior senior‑management sign‑off. The core challenge is ensuring that mitigation measures
are proportionate, documented, and regularly reviewed for effectiveness, as overly restrictive controls can
impede legitimate business and damage client relationships.

Compliance Culture denotes the collective attitude, values, and practices within an organization that
support adherence to AML laws and internal policies. A strong compliance culture encourages employees to
report suspicious activity, provides regular training, and integrates AML considerations into business
decision‑making. A practical example is a multinational bank that conducts quarterly AML workshops for
front‑office staff, reinforcing the importance of asking for additional documentation when a client’s
transaction pattern deviates from expectations. The difficulty is that culture is intangible and may vary
between subsidiaries, making it essential to embed clear expectations from senior leadership and to
monitor cultural indicators such as employee‑reporting rates and audit findings.

Regulatory Examination is an official review conducted by a supervisory authority to assess an institution’s
compliance with AML regulations. Examinations typically involve on‑site inspections, testing of controls, and
interviews with key personnel. During an examination, regulators may request samples of SARs, review the
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institution’s risk‑assessment methodology, and assess the adequacy of training programs. An example of a
finding from an examination could be “insufficient documentation of beneficial‑owner verification for
high‑risk corporate clients.”  The challenge for institutions is to prepare for examinations proactively,
maintaining up‑to‑date documentation and demonstrating continuous improvement rather than merely
reacting to findings after the fact.

Data Privacy concerns the protection of personal information collected during the CDD process. AML
requirements often clash with privacy regulations such as the General Data Protection Regulation (GDPR) in
the European Union, which impose strict rules on data handling, storage, and sharing. A practical scenario is
a bank that must share customer data with an FIU for SAR filing while ensuring that the data is transmitted
securely and that the customer’s consent requirements are met where applicable. The main difficulty is
reconciling the need for extensive data collection for AML purposes with the principle of data minimization
mandated by privacy laws, requiring careful legal analysis and robust data‑governance frameworks.

Risk‑Based Monitoring involves tailoring transaction‑monitoring parameters to the specific risk profile of
each customer. High‑risk customers receive more stringent monitoring rules, such as lower thresholds for
alert generation and more frequent reviews, whereas low‑risk customers are subject to standard rules. For
instance, a high‑risk investment fund may trigger an alert for any single transaction above $5,000, while a
low‑risk retail savings account may only trigger an alert for transactions exceeding $50,000. The challenge is
maintaining the flexibility of the monitoring system while ensuring that risk classifications remain accurate
over time, especially as customers’ activities evolve.

Machine‑Learning Models are increasingly employed in AML to identify complex patterns that traditional
rule‑based systems may miss. These models can be trained on historical transaction data to detect
anomalies, cluster similar behavior, and predict the likelihood of suspicious activity. In practice, a bank may
deploy a supervised learning algorithm that flags transactions with a high probability score of being linked
to money laundering, based on features such as transaction velocity, counterparties, and geographic origin.
Challenges include the need for high‑quality labeled data, the risk of model bias, and the requirement for
explainability to satisfy regulators who demand transparent decision‑making processes.

Regulatory Guidance comprises official documents, such as circulars, FAQs, and best‑practice papers, issued
by supervisory authorities to clarify the interpretation and application of AML laws. For example, the
Financial Conduct Authority (FCA) in the United Kingdom may publish a guidance note on the application of
the risk‑based approach to crypto‑asset service providers. Practitioners use this guidance to align internal
policies with regulatory expectations and to defend their compliance decisions during examinations. The
difficulty is that guidance may be updated frequently, requiring continuous monitoring and rapid
adaptation of internal procedures.

AML Training is an essential component of an effective compliance program, ensuring that employees
understand legal obligations, internal policies, and how to recognize red flags. Training programs typically
cover topics such as identification verification, transaction‑monitoring tools, SAR filing, and the handling of
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confidential information. A practical implementation could be an e‑learning module that requires all new
hires to complete a quiz on the definition of a PEP within two weeks of joining. One of the main challenges
is measuring the effectiveness of training, as simply completing a course does not guarantee retention or
proper application of knowledge in day‑to‑day activities.

Risk Appetite defines the level of risk an institution is willing to accept in pursuit of its business objectives.
In the AML context, risk appetite influences the thresholds for classifying customers as high‑risk and
determines the intensity of monitoring and reporting. For instance, a bank with a low risk‑appetite may
decide to apply EDD to any client whose annual transaction volume exceeds $1 million, whereas a more
risk‑tolerant institution might set the threshold at $5 million. The challenge lies in articulating risk appetite
clearly, obtaining board approval, and ensuring that operational controls are aligned with the stated
appetite across all business lines.

Regulatory Reporting encompasses the mandatory submission of information to supervisory bodies,
including SARs, currency transaction reports (CTRs), and periodic AML compliance reports. Accurate
reporting is critical for regulatory oversight and for the detection of systemic threats. An example of
regulatory reporting is the filing of a CTR for any cash transaction exceeding $10,000 in a single day, which
must be submitted to the relevant financial intelligence unit within a specified timeframe. Challenges
include meeting tight filing deadlines, ensuring data accuracy, and avoiding duplicate reporting that can
strain relationships with regulators.

Compliance Officer is the individual or team responsible for overseeing the implementation of AML policies,
conducting risk assessments, and ensuring that CDD procedures are followed. The compliance officer acts
as a liaison between the business units and senior management, providing advice on risk mitigation and
reporting suspicious activity. In practice, a compliance officer may review a high‑risk client’s file, verify that
all required documentation is present, and approve the onboarding decision after obtaining
senior‑management sign‑off. The primary challenge is balancing independence with integration; the
compliance function must be sufficiently autonomous to resist business pressure while remaining
embedded enough to influence day‑to‑day operations.

Senior‑Management Approval is required for high‑risk decisions, such as onboarding a PEP, establishing a
correspondent‑bank relationship with a high‑risk jurisdiction, or deviating from standard AML controls. The
approval process typically involves a documented risk assessment, a justification for the risk‑acceptance,
and a sign‑off by an executive with the appropriate authority. For example, a bank may require the Chief
Risk Officer to sign off on a new partnership with a fintech firm that processes large volumes of
cross‑border payments. The difficulty is ensuring that senior‑management remains informed of the latest
risk trends and that the approval process does not become a mere formality, which would undermine its
purpose.

Audit Trail refers to the systematic record of all actions taken within the AML system, including user log‑ins,
data changes, and SAR submissions. An audit trail enables regulators and internal auditors to reconstruct
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the sequence of events leading to a compliance decision. In practice, an AML analyst’s interaction with a
transaction‑monitoring alert—such as reviewing the alert, adding comments, and escalating it—will be
captured in the audit log. The challenge is preserving the integrity of the audit trail against tampering,
ensuring that logs are stored securely, and that they remain accessible for the statutory retention period.

Sanctions Screening is the process of comparing customer names and related parties against sanctions lists
to prevent prohibited transactions. Effective screening must account for variations in spelling, transliteration,
and known aliases. A practical example is a bank that uses fuzzy‑matching algorithms to detect that
“Mohammed Al‑Saadi” may correspond to a listed individual named “Muhammad Al‑Saadi.”  The main
difficulty is balancing the sensitivity of the screening algorithm to capture true matches while minimizing
false positives that can disrupt legitimate business.

Adverse Media Search involves scanning news sources, social‑media platforms, and other public
information for negative information about a customer or beneficial owner. This search is part of the
risk‑assessment process and helps identify potential reputational or legal risks. For instance, a compliance
officer may discover through an adverse‑media check that a corporate client’s director was recently indicted
for fraud, prompting the institution to apply EDD. Challenges include the sheer volume of information,
language barriers, and the need to assess the credibility of sources before drawing conclusions.

Regulatory Change Management is the systematic approach to monitoring, assessing, and implementing
new AML regulations or amendments to existing rules. Institutions must maintain a process that captures
regulatory updates, evaluates their impact on internal policies, and coordinates the rollout of necessary
changes. An example is the adoption of a new FATF recommendation on virtual‑asset service providers,
which requires the bank to update its risk‑assessment methodology and train staff on crypto‑related risks.
The primary challenge is the speed at which regulatory bodies may issue new guidance, which can outpace
the institution’s capacity to adapt its controls without creating gaps.

Risk‑Based Supervision is a supervisory approach in which regulators allocate their resources and focus
based on the risk profile of the supervised entities. High‑risk institutions receive more frequent inspections
and deeper testing of AML controls. For example, a regulator may schedule quarterly onsite visits for a bank
that provides correspondent‑banking services to high‑risk jurisdictions, while conducting annual reviews for
a domestic retail bank with low‑risk exposure. The challenge is ensuring that the regulator’s risk model
accurately reflects the evolving threat landscape and that institutions are not unfairly penalized for historical
risk factors that have since been mitigated.

Financial Crime Typologies are documented patterns of illicit behavior that have been identified by
regulators, law‑enforcement agencies, and industry groups. Understanding typologies helps institutions
design effective monitoring rules and training programs. A common typology is the “layering” technique
involving rapid movement of funds through multiple accounts to obscure the source. Practically, an AML
analyst may reference a typology guide when reviewing an alert that shows a series of rapid, low‑value
transfers among accounts owned by the same individual. The difficulty lies in keeping typology knowledge
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up‑to‑date, as criminals continuously innovate to evade detection.

High‑Risk Customer is a designation applied to clients who, based on the risk‑assessment process, present
a greater likelihood of involvement in money‑laundering or terrorist‑financing activities. Characteristics may
include PEP status, high‑value transactions, operation in high‑risk jurisdictions, or involvement in high‑risk
industries such as gambling or precious‑metal trading. In practice, a bank may flag a client as high‑risk and
subject the account to weekly reviews, stricter transaction limits, and mandatory senior‑management
approval for any new product onboarding. The core challenge is ensuring that the high‑risk designation is
based on objective criteria and that it does not become a static label that fails to reflect changes in the
client’s behavior over time.

Low‑Risk Customer refers to a client whose profile, activity, and geographic exposure indicate a minimal
probability of illicit conduct. Low‑risk customers may be eligible for simplified due‑diligence procedures,
reduced monitoring frequency, and streamlined onboarding. For example, a domestic retail customer who
opens a basic checking account with modest transaction volumes and a clean credit history may be
classified as low‑risk. The challenge is preventing complacency; even low‑risk customers can become
conduits for illicit activity if their circumstances change, underscoring the need for periodic risk
reassessment.

Transaction Threshold is a preset monetary limit that triggers additional scrutiny or reporting requirements.
Thresholds are often defined by law (e.G., Cash transaction reporting) or by internal policy (e.G., Alerts for
transfers exceeding a certain amount). A practical scenario is a bank that configures its monitoring system
to generate an alert for any inbound wire transfer above €100,000 that originates from a non‑EU
jurisdiction. The difficulty is that static thresholds may be insufficient when criminals use sophisticated
techniques to stay just below the limit, requiring dynamic, risk‑based thresholds that adapt to the
customer’s profile.

Account Aggregation is the practice of consolidating transaction data across multiple accounts held by the
same customer to obtain a holistic view of activity. This approach helps detect patterns that may be invisible
when accounts are examined in isolation. For instance, a client may maintain three separate savings
accounts, each receiving deposits of $9,900, thereby avoiding a $10,000 reporting trigger; aggregation
would reveal the total $29,700 inflow. The main obstacle is ensuring that the institution’s data‑integration
systems can correctly identify and link accounts owned by the same individual or entity, especially when
different naming conventions or corporate structures are involved.

Risk‑Based Training tailors AML education to the specific risk exposure of different employee groups.
Front‑line staff who interact directly with customers receive training focused on identification verification
and red‑flag detection, while back‑office analysts receive deeper instruction on transaction‑monitoring
analytics and SAR filing. An example is a bank that provides specialized e‑learning modules for relationship
managers handling high‑net‑worth clients, emphasizing enhanced due‑diligence requirements. The
challenge is maintaining consistent training quality across diverse business units and ensuring that updates

Read online: https://certificates.gsbf.co.uk/guides/5400800/customer-
due-diligence-procedures

Greenwich School of Business and Finance · 23 Jun 2026



G U I D E

to regulations are reflected promptly in the curriculum.

Regulatory Sanctions are penalties imposed by supervisory authorities for non‑compliance with AML
obligations. Sanctions can include fines, restrictions on business activities, or revocation of licenses. For
example, a financial institution may be fined €5 million for failing to file SARs in a timely manner. The
difficulty for institutions is to implement robust compliance programs that not only avoid sanctions but also
mitigate reputational damage that can arise from enforcement actions.

Compliance Monitoring is the ongoing internal review of AML processes, policies, and controls to ensure
they are operating effectively. Monitoring activities may include periodic testing of customer‑identification
procedures, review of SAR filing quality, and assessment of transaction‑monitoring rule performance. A
practical example is an internal audit team conducting a quarterly review of a bank’s high‑risk customer files
to verify that all required EDD documentation is present. Challenges include allocating sufficient resources,
avoiding duplication of effort with external examinations, and ensuring that monitoring results lead to
actionable improvements.

Risk‑Based Controls are AML measures that are applied in proportion to the assessed risk level of a
customer or transaction. Controls may range from simple identity verification for low‑risk clients to
multi‑layered approvals for high‑risk entities.
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