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Customer Due Diligence

Due Diligence Review Unit

Customer Due Diligence (CDD) is the process by which a financial institution collects and verifies
information about a client before establishing a business relationship. The primary objective is to assess the
risk that the client may be involved in money laundering, terrorist financing, or other illicit activities. CDD
requires a systematic approach that integrates multiple data points, risk-assessment models, and ongoing
monitoring mechanisms. In practice, CDD is the foundation on which Enhanced Due Diligence (EDD) and
Simplified Due Diligence (SDD) are built.

Beneficial Owner refers to the natural person who ultimately owns or controls a legal entity, either directly
or indirectly. This concept is crucial because the nominal legal owner may be a shell company or a nominee,
obscuring the true source of funds. Identifying the beneficial owner often involves tracing ownership
through several layers of corporate structure, using tools such as corporate registries, shareholder registers,
and public filings. For example, a client that is a private limited company may have a single shareholder who
holds 100 % of the equity; that shareholder is the beneficial owner. In more complex arrangements, a
network of trusts, foundations, and offshore entities may be used to conceal the identity of the ultimate
individual, posing a significant challenge for compliance officers.

Risk Rating is a numerical or categorical score assigned to a client based on the likelihood that the client will
engage in prohibited activity. Risk rating models typically incorporate variables such as geography, industry
sector, transaction volume, product type, and the presence of high-risk jurisdictions. A high-risk rating
triggers additional scrutiny, such as more frequent transaction monitoring, deeper background checks, and
possibly the requirement for senior-management approval before onboarding the client. For instance, a
client operating in a high-risk country with a history of corruption may receive a "high” rating, while a
domestic retail customer with a low transaction volume may be rated “low.”

Politically Exposed Person (PEP) is an individual who holds or has held a prominent public function, as well
as immediate family members and close associates. PEPs are considered high-risk because of their potential
access to public funds and influence over governmental decisions. Regulatory guidance requires that
institutions apply enhanced scrutiny to PEPs, including verifying the source of wealth and conducting
ongoing monitoring. An example of a PEP is a senior minister of finance; their spouse who owns a private
investment firm would also be subject to heightened due-diligence requirements.

Source of Funds (SOF) describes the origin of the money that a client uses to fund a transaction or maintain
an account. Verifying SOF helps to ensure that the funds are not derived from illegal activity. Evidence may
include payroll statements, tax returns, sale agreements, or bank statements. In a practical scenario, a client
wishing to deposit $500,000 into an investment account must provide documentation showing that the
money originated from the sale of a commercial property, rather than an unexplained cash deposit.

Read online: https://certificates.gsbf.co.uk/guides/5401813/due- Greenwich School of Business and Finance - 26 Jun 2026
diligence-review-unit



GSBF

Greenwich School of
Business and Finance

Change your life. Start from here

Source of Wealth (SOW) is broader than source of funds; it encompasses the overall origin of a client’s total
assets, not just the specific money used in a single transaction. SOW is particularly relevant for
high-net-worth individuals and corporate clients where large sums may be transferred over time.
Demonstrating a legitimate SOW may require a series of documents, such as inheritance records, business
financial statements, and historical tax filings. For example, a client who inherited a family business and
subsequently sold it would need to provide both the inheritance documentation and the sale agreement.

Sanctions List refers to compilations of individuals, entities, and countries that are subject to trade or
financial restrictions imposed by governments or international bodies. Common lists include the United
Nations Security Council sanctions, the United States Office of Foreign Assets Control (OFAC) list, and the
European Union consolidated list. Screening against sanctions lists is a mandatory step in the CDD process;
a match triggers a "hit” that must be investigated, and potentially leads to the freezing of assets or
termination of the relationship. For instance, if a client's name matches an entry on the OFAC Specially
Designated Nationals (SDN) list, the institution must immediately block any transactions and report the
finding to the relevant authorities.

High-Risk Jurisdiction denotes a country or region that is identified by regulators as having a higher
propensity for money laundering, terrorist financing, or other illicit financial activity. Factors influencing the
designation include weak regulatory frameworks, high levels of corruption, or ongoing conflict. The
Financial Action Task Force (FATF) publishes a list of “non-cooperative jurisdictions” that serves as a
reference. When a client is based in or conducts significant business with a high-risk jurisdiction, the
institution must apply enhanced due-diligence measures, such as obtaining additional documentation and
increasing the frequency of transaction reviews.

Customer Risk Assessment (CRA) is a systematic evaluation that combines quantitative and qualitative data
to determine the overall risk profile of a client. The CRA process typically involves gathering information on
the client’s identity, business activities, geographic exposure, and transaction patterns, then applying a risk
matrix to assign a final rating. Effective CRA enables institutions to allocate resources efficiently, focusing
heightened scrutiny on the most risky customers while maintaining a proportionate approach for lower-risk
clients. A practical application of CRA may involve a scoring algorithm that assigns points for each risk
factor, with thresholds defining low, medium, and high-risk categories.

Know Your Customer (KYC) is a subset of CDD that focuses specifically on the verification of a client’s
identity and the collection of basic information. KYC procedures often include obtaining government-issued
identification, proof of address, and corporate documentation for legal entities. While KYC forms the initial
step in onboarding, it is complemented by ongoing monitoring and periodic reviews to ensure that the
client’s profile remains up-to-date. For example, a new corporate client would be required to submit articles
of incorporation, a list of directors, and a certificate of good standing as part of the KYC process.

Anti-Money Laundering (AML) refers to the set of laws, regulations, and procedures designed to prevent the
generation of illicit funds and to detect and report suspicious activity. AML programs are built around the
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pillars of CDD, transaction monitoring, reporting, and internal controls. Compliance with AML regulations is
mandatory for most financial institutions, and failure to do so can result in substantial fines, regulatory
sanctions, and reputational damage. In practice, an AML officer may review alerts generated by a
monitoring system, assess whether the activity is suspicious, and file a Suspicious Activity Report (SAR) if
warranted.

Transaction Monitoring is the continuous surveillance of client activity to detect patterns or anomalies that
may indicate illegal behavior. Monitoring systems employ rule-based filters, statistical models, and
increasingly, machine-learning algorithms to flag transactions that deviate from expected behavior. For
example, a sudden spike in wire transfers to a high-risk jurisdiction that is inconsistent with a client’s normal
activity could trigger an alert. The alert is then investigated by analysts who determine whether the activity
is benign or requires escalation.

Suspicious Activity Report (SAR) is a filing that financial institutions must submit to the relevant authorities
when they suspect that a transaction involves proceeds from illegal activity, attempts to hide such proceeds,
or is otherwise suspicious. SARs are confidential and must be submitted promptly, typically within a set
number of days after the suspicion arises. The content of a SAR includes a description of the suspicious
behavior, supporting documentation, and the rationale for the suspicion. For instance, if an account holder
repeatedly structures deposits just below the reporting threshold, the institution would file a SAR describing
the pattern and the potential motive.

Structuring (also known as “smurfing”) is the practice of breaking up large monetary transactions into
smaller, less conspicuous amounts to evade reporting thresholds. This technique is a common red flag in
AML monitoring because it suggests intentional concealment of the true volume of funds. A typical example
is a client who deposits $9,900 in cash each week, staying just under a $10,000 reporting limit, thereby
avoiding the filing of a Currency Transaction Report (CTR). Detection of structuring often leads to the filing
of a SAR and may trigger additional due-diligence measures.

Currency Transaction Report (CTR) is a regulatory filing required in many jurisdictions when a financial
institution receives cash transactions exceeding a specified threshold, commonly $10,000. The purpose of
the CTR is to provide law-enforcement agencies with a record of large cash movements that could be linked
to illicit activity. While CTRs are not themselves an accusation of wrongdoing, they create a paper trail that
can be analyzed in investigations. For example, a client who makes a single cash deposit of $20,000 must
have a CTR filed by the bank.

Risk-Based Approach (RBA) is a methodology that tailors the intensity of due-diligence measures to the
assessed level of risk posed by each client. Under an RBA, low-risk customers may undergo simplified
procedures, while high-risk customers receive enhanced scrutiny. The RBA is endorsed by international
standards such as the FATF Recommendations, which require institutions to allocate resources
proportionally and to document the rationale for risk decisions. Practically, an RBA might involve using a
risk matrix to assign a “low” rating to a domestic retail client, thereby allowing the institution to apply a
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streamlined KYC form.

Compliance Officer is the individual within an organization responsible for overseeing the implementation
and maintenance of AML and CDD policies. The compliance officer ensures that the institution adheres to
legal and regulatory requirements, conducts training, and performs internal audits. In many jurisdictions, the
compliance officer must be a senior employee with sufficient authority to influence policy and operational
decisions. An example of a compliance officer's duties includes reviewing SAR filings for adequacy and
ensuring that alerts from the transaction monitoring system are investigated in a timely manner.

Regulatory Sandbox is a controlled environment created by regulators to allow financial institutions to test
innovative products, services, or compliance solutions under relaxed regulatory constraints. While not
directly a CDD term, participation in a sandbox can affect due-diligence practices, as firms may experiment
with new technologies for customer verification or monitoring. For instance, a fintech startup might use a
sandbox to trial a blockchain-based identity verification system, assessing its effectiveness before full
deployment.

Data Privacy concerns the protection of personal information collected during the CDD process. Regulations
such as the General Data Protection Regulation (GDPR) in the European Union impose strict rules on how
client data can be stored, processed, and shared. Balancing AML obligations with data-privacy requirements
can be challenging; institutions must ensure that they retain necessary records for the prescribed retention
period while also respecting clients’ rights to access and rectify their data. A practical challenge arises when
a client requests deletion of personal data that is required for AML record-keeping, necessitating a careful
legal analysis.

Beneficial Ownership Register is a public or private database that records information about the natural
persons who ultimately own or control a legal entity. Many jurisdictions now mandate that companies
maintain a register and make it accessible to competent authorities. The register aids compliance officers in
identifying hidden owners and evaluating the risk associated with corporate clients. For example, a UK
company must file its beneficial ownership details with Companies House, providing transparency for
downstream due-diligence checks.

Financial Action Task Force (FATF) is an intergovernmental body that sets international standards for
combating money laundering and terrorist financing. FATF issues the “Recommendations,” which serve as
the global benchmark for AML and CDD frameworks. Member countries are evaluated through mutual
assessments, and non-compliant jurisdictions may be placed on a “grey list” or “black list,” affecting the
ease of cross-border transactions. Understanding FATF guidance is essential for designing a robust
due-diligence program that aligns with best practices.

Risk Indicator is a specific factor or metric that signals a potential increase in the likelihood of illicit activity.
Risk indicators can be static, such as the client’s country of residence, or dynamic, such as a sudden surge in
transaction volume. Effective risk-indicator frameworks combine both types to provide a comprehensive
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view of client behavior. For instance, a high-risk indicator may be a client who conducts frequent wire
transfers to a jurisdiction identified by FATF as a “high-risk jurisdiction.”

Enhanced Due Diligence (EDD) is the set of additional investigative steps required for high-risk clients,
high-risk products, or high-risk jurisdictions. EDD may involve obtaining senior-management approval,
conducting site visits, reviewing detailed financial statements, and performing in-depth background checks.
The purpose of EDD is to mitigate the heightened risk by gathering sufficient evidence to support a risk
assessment. A practical EDD scenario could involve a politically exposed person who wishes to open a
private banking account; the institution would request comprehensive documentation of the source of
wealth, conduct a thorough background check, and monitor the account closely for unusual activity.

Simplified Due Diligence (SDD) is the opposite approach, applied when the client is deemed low-risk. SDD
allows institutions to reduce the amount of documentation and verification required, while still meeting
regulatory minimums. Common examples of SDD include retail customers who conduct only low-value
transactions and have no links to high-risk jurisdictions. However, even with SDD, institutions must retain
basic records and be prepared to upgrade to full CDD if the client's risk profile changes.

Risk Appetite is the level of risk that an organization is willing to accept in pursuit of its business objectives.
The risk appetite influences how aggressively an institution applies CDD and EDD measures. A conservative
risk appetite may lead to stricter onboarding criteria, while a more aggressive appetite may accept
higher-risk clients with the expectation of higher returns, but will require robust monitoring to manage the
associated exposure. Defining risk appetite is a strategic decision made by the board and senior
management, and it must be reflected in the institution’s policies and procedures.

Adverse Media Screening involves searching public sources—such as news articles, court filings, and
regulatory announcements—for negative information about a client or beneficial owner. Adverse media can
be an early warning sign of potential illicit activity, even if the client is not on a sanctions list. Effective
screening requires the use of reputable databases and the ability to filter out irrelevant or outdated
information. For example, a client whose name appears in a newspaper article about a fraud investigation
would generate an adverse media hit, prompting deeper investigation.

Third-Party Risk Management (TPRM) refers to the processes used to assess and monitor the risks
associated with external service providers, such as correspondent banks, payment processors, and
outsourcing partners. Since third parties can be a conduit for money laundering, institutions must perform
due diligence on them, ensuring that they have adequate AML controls in place. A typical TPRM activity
includes requesting the third party’s AML policies, reviewing their audit reports, and conducting periodic
reassessments. Failure to manage third-party risk can result in regulatory penalties if the partner is involved
in illicit activity.

Compliance Monitoring is the ongoing review of internal processes, controls, and transactions to ensure
they conform to regulatory requirements and internal policies. Monitoring activities may include internal
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audits, testing of transaction-monitoring rules, and review of employee training records. Effective
compliance monitoring helps identify gaps in the CDD framework before they lead to regulatory breaches.
For instance, a compliance audit might reveal that certain high-risk customers have not been re-profiled in
the past 12 months, prompting corrective action.

Regulatory Reporting encompasses the various filings that institutions must submit to supervisory
authorities, such as SARs, CTRs, and periodic AML compliance reports. Timely and accurate reporting is
critical; delays or inaccuracies can result in enforcement actions. Institutions typically have dedicated
reporting teams that use standardized templates and automated tools to streamline the process. An
example of regulatory reporting is the annual submission of a “AML Effectiveness Report” to the central
bank, detailing the institution’s AML program performance metrics.

Audit Trail is a chronological record of all actions taken on a client’s file, including data entry, modifications,
approvals, and communications. Maintaining a complete audit trail is essential for demonstrating
compliance during regulator examinations and for internal investigations. An audit trail must capture who
performed each action, when it occurred, and the rationale behind it. For example, if a client’s risk rating is
upgraded from “low” to "“medium,” the audit trail should show the analyst's assessment, supporting
documentation, and manager’s approval.

Risk Mitigation involves the implementation of controls and procedures designed to reduce the likelihood
or impact of identified risks. In the context of CDD, risk mitigation may include limits on transaction size,
additional verification steps, or the use of escrow accounts. Effective risk mitigation is proactive, addressing
potential threats before they materialize. A practical risk-mitigation measure could be imposing a daily
transaction cap for a client flagged for high-volume wire transfers to high-risk jurisdictions.

Compliance Culture is the collective attitude, values, and behaviors that promote adherence to regulatory
and ethical standards within an organization. A strong compliance culture encourages employees to report
suspicious activity, follow procedures, and seek guidance when uncertain. Building such a culture requires
leadership commitment, regular training, and clear communication of expectations. For instance, a firm that
celebrates “compliance champions” in its internal newsletter reinforces the importance of diligent
due-diligence work.

Red Flag is any indicator that suggests a possible violation of AML or CDD policies. Red flags can be derived
from client behavior, transaction patterns, or external information. Common red flags include rapid
movement of funds, use of multiple accounts to obscure the source of money, and inconsistent information
provided by the client. Detecting red flags is a core function of transaction monitoring systems and manual
review processes. An example red flag is a client who suddenly begins receiving large payments from a new,
unknown overseas source.

Transaction Threshold is the monetary value at which a financial institution must file a regulatory report,
such as a CTR. Thresholds vary by jurisdiction and by type of transaction. Understanding thresholds is
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essential for designing monitoring rules that trigger alerts when transactions approach or exceed the
specified limits. For example, a cash deposit of $9,800 may be below the $10,000 threshold, but a series of
deposits that collectively exceed $10,000 in a single day would require reporting.

Risk Matrix is a visual or tabular tool used to plot risk levels based on the likelihood of an event occurring
and the potential impact of that event. In CDD, a risk matrix helps compliance teams decide which clients
require enhanced scrutiny. The matrix typically categorizes risk as low, medium, or high, based on
predefined criteria. For instance, a client operating in a high-risk jurisdiction (high likelihood) and dealing in
large cash transactions (high impact) would be placed in the “high” quadrant of the matrix.

Data Analytics in the context of CDD refers to the application of statistical and computational techniques to
identify patterns, anomalies, and trends in large datasets. Advanced analytics can improve the accuracy of
risk scoring, detect hidden networks of related parties, and reduce false-positive alerts. Machine-learning
models are increasingly used to refine monitoring rules based on historical data. A practical example is
using clustering algorithms to group customers with similar transaction behaviors, then flagging outliers
that deviate significantly from the cluster norm.

Onboarding Process is the set of steps taken to bring a new client into the institution’s system, including
KYC verification, risk assessment, and account creation. A well-designed onboarding process balances
efficiency with thoroughness, ensuring that all required due-diligence checks are completed before the
client becomes active. Digital onboarding platforms often incorporate electronic identity verification (elDV)
and automated document extraction to accelerate the process. However, institutions must still retain the
ability to conduct manual reviews for higher-risk cases.

Periodic Review is the scheduled re-assessment of a client's risk profile, documentation, and activity to
ensure that the information remains current and accurate. Regulatory guidelines typically require periodic
reviews at intervals proportional to the client’s risk rating—e.g., annually for high-risk clients, every three
years for low-risk clients. During a periodic review, the compliance team may request updated financial
statements, re-verify the beneficial owner, and reassess transaction patterns. Failure to conduct timely
periodic reviews can be viewed as a lapse in the institution’s AML controls.

Record Retention refers to the obligation to keep client-related documentation for a prescribed period,
often five to seven years, depending on jurisdiction. Retention requirements apply to KYC forms, transaction
records, SAR filings, and internal risk assessments. Maintaining a secure, searchable archive is essential for
both regulatory compliance and internal investigations. For instance, an auditor may request the original
passport scan of a client who opened an account three years ago; the institution must be able to retrieve
that document promptly.

Compliance Training is the educational program delivered to employees to ensure they understand AML
regulations, internal policies, and their specific responsibilities. Training should be role-based, with front-line
staff receiving practical guidance on identifying red flags, while senior managers learn about oversight and
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governance. Effective training incorporates case studies, simulations, and assessments to reinforce learning.
A typical training module might include a scenario where a teller receives a large cash deposit and must
decide whether to file a CTR and how to document the interaction.

Regulatory Examination is a formal review conducted by supervisory authorities to assess an institution’s
compliance with AML and CDD requirements. Examinations may involve on-site inspections, document
requests, and interviews with staff. The outcome can include findings, corrective action plans, and, in severe
cases, enforcement penalties. Preparing for an examination involves conducting internal self-assessments,
ensuring that all documentation is up-to-date, and addressing any identified gaps. An example of a
common examination finding is inadequate documentation of the source of wealth for high-net-worth
clients.

Internal Controls are the policies, procedures, and mechanisms that an institution puts in place to ensure
compliance with AML and CDD regulations. Controls may include segregation of duties, automated alerts,
approval workflows, and audit procedures. Effective internal controls reduce the risk of non-compliance and
provide assurance that the organization is operating within legal boundaries. For example, a control might
require that any change to a client’s beneficial-owner information be approved by a senior compliance
officer before being entered into the system.

Risk Appetite Statement is a formal document that articulates the level of risk an organization is prepared to
accept, often approved by the board of directors. The statement guides the design of CDD procedures,
risk-assessment models, and monitoring intensity. It also serves as a benchmark for evaluating whether a
proposed client or transaction aligns with the institution’s strategic objectives. A concise risk-appetite
statement might read: “The institution will not engage in high-risk activities involving jurisdictions subject to
UN sanctions without senior-management approval.”

Business Continuity Plan (BCP) outlines the steps an organization will take to maintain essential functions,
including AML monitoring, during disruptions such as natural disasters, cyber-attacks, or system failures. A
robust BCP ensures that critical compliance activities, like SAR filing and transaction monitoring, continue
uninterrupted. For instance, a BCP may specify redundant data-processing centers and alternative
communication channels for reporting suspicious activity to regulators.

Data Governance is the framework for managing data quality, security, and accessibility throughout its
lifecycle. In the CDD context, data governance ensures that client information is accurate, consistently
formatted, and protected against unauthorized access. Effective data governance supports reliable risk
assessments and reduces errors in monitoring. A data-governance policy might define the roles responsible
for data entry, validation, and periodic cleansing, as well as the encryption standards for storing sensitive
personal data.

Risk-Based Monitoring is an approach that tailors the frequency and depth of transaction monitoring to the
client’s risk rating. Low-risk customers may be subject to batch monitoring with broader thresholds, while
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high-risk customers receive real-time monitoring with tighter parameters. This approach optimizes resource
allocation and reduces the volume of false positives. An example of risk-based monitoring is applying a
lower transaction-size trigger for a client who operates in a high-risk sector such as virtual-currency
exchanges.

Virtual Currency refers to a digital representation of value that can be traded or transferred electronically,
often using blockchain technology. Virtual currencies present unique AML challenges because they can be
pseudonymous and transacted across borders with minimal friction. Regulatory guidance typically requires
that institutions treat virtual-currency transactions as high-risk, applying EDD and continuous monitoring.
For example, a client who purchases large amounts of Bitcoin for investment purposes would be subject to
enhanced scrutiny, including verification of the source of funds.

FinTech Integration involves incorporating technology-driven solutions—such as automated KYC platforms,
Al-based monitoring, and digital identity verification—into the CDD workflow. While FinTech tools can
increase efficiency and accuracy, they also introduce new risks related to data security, vendor management,
and algorithmic bias. Institutions must conduct thorough due-diligence on FinTech providers, ensuring that
they meet regulatory standards and maintain robust security controls. A practical scenario includes using an
e-ID verification service to capture passport images and validate them against government databases
during onboarding.

Third-Party Data Provider is an external entity that supplies information used in the CDD process, such as
sanctions lists, adverse-media feeds, and corporate registries. Selecting reliable providers is critical because
inaccurate or outdated data can lead to false positives or missed risks. Institutions should evaluate providers
based on data coverage, update frequency, and compliance certifications. For instance, a bank may
subscribe to a sanctions-screening service that updates its database daily, ensuring that newly sanctioned
individuals are flagged promptly.

Regulatory Change Management is the systematic process of monitoring, assessing, and implementing new
or amended regulations that affect the CDD program. This includes updating policies, retraining staff, and
modifying system configurations. Effective change management minimizes compliance gaps and helps the
organization stay ahead of regulatory expectations. A typical activity is conducting a gap analysis after the
release of new FATF guidance on virtual-currency service providers, then revising internal procedures
accordingly.

Operational Risk in the context of CDD refers to the risk of loss resulting from inadequate or failed internal
processes, people, systems, or external events. Operational risk can manifest as errors in data entry, system
outages, or insufficient staff training. Managing operational risk involves implementing robust internal
controls, conducting regular testing, and establishing incident-response protocols. For example, a system
glitch that prevents the automatic generation of SAR alerts could expose the institution to regulatory
penalties if not promptly corrected.
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Compliance Dashboard is a visual tool that aggregates key performance indicators (KPIs) related to AML
and CDD activities, providing senior management with real-time insight into the health of the compliance
program. Metrics may include the number of SARs filed, average time to resolve alerts, percentage of clients
reviewed on schedule, and audit findings. A well-designed dashboard enables quick identification of trends,
bottlenecks, and areas needing improvement. For instance, a sudden increase in high-risk alerts may
prompt the compliance team to allocate additional resources for investigation.

Risk Assessment Framework is the structured methodology used to evaluate and score the various risk
factors associated with a client, product, or transaction. The framework defines the criteria, weighting, and
scoring mechanisms, ensuring consistency across the organization. It often incorporates both quantitative
data (e.g., transaction volume) and qualitative judgments (e.g., reputation). Implementing a robust
risk-assessment framework allows institutions to prioritize resources effectively and demonstrate a
systematic approach to regulators.

Regulatory Sandbox is an environment created by authorities to allow experimentation with innovative
financial products or services under relaxed regulatory constraints while still ensuring consumer protection
and financial stability. Participation in a sandbox can accelerate the deployment of new CDD technologies,
such as biometric identity verification or blockchain-based KYC solutions. However, participants must still
adhere to core AML obligations, and any learnings must be integrated into the broader compliance
framework once the sandbox period ends.

Cross-Border Transaction involves the movement of funds between parties located in different jurisdictions.
These transactions are inherently higher risk due to differing regulatory regimes, potential involvement of
high-risk jurisdictions, and the difficulty of tracing funds across borders. Enhanced monitoring, additional
documentation, and thorough screening against sanctions and PEP lists are typical requirements for
cross-border transfers. For example, a wire transfer from a client in Country A to a beneficiary in Country B
that is on the FATF high-risk list would trigger EDD.

Beneficiary Due Diligence is the process of verifying the identity and legitimacy of the recipient of funds,
particularly in high-risk or cross-border transactions. While CDD primarily focuses on the sender, the
beneficiary can also pose a risk, especially if they are located in a high-risk jurisdiction or are a known PEP.
Beneficiary due diligence may involve checking the recipient’'s name against sanctions lists, confirming the
purpose of the payment, and obtaining supporting documentation. An example is a corporate client
sending a large payment to a supplier in a sanctioned country; the institution must verify that the supplier is
not a blocked entity.

Risk-Based Transaction Limits are thresholds set according to the client’s risk rating, dictating the maximum
permissible transaction size before additional approval or monitoring is required. These limits help mitigate
exposure by restricting high-value activity for clients deemed higher risk. For instance, a high-risk client may
have a daily limit of $25,000, whereas a low-risk client may be allowed up to $100,000 per day. Limits are
reviewed periodically and adjusted as the client’s risk profile evolves.
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Compliance Committee is a governance body composed of senior executives and compliance leaders
tasked with overseeing the institution’s AML and CDD policies, approving risk-tolerance levels, and
reviewing significant findings. The committee meets regularly to discuss audit results, regulatory updates,
and strategic decisions related to compliance. Its oversight ensures that the CDD program aligns with the
organization’s overall risk appetite and regulatory obligations. A typical agenda item could be the approval
of a new EDD procedure for clients in emerging markets.

Regulatory Reporting Threshold is the specific monetary amount that triggers a mandatory filing with a
regulator, such as a CTR for cash deposits exceeding $10,000. Understanding these thresholds is essential
for compliance staff to ensure timely reporting. Thresholds may vary for different transaction types, such as
wire transfers, cash withdrawals, or foreign exchange. An example is a threshold of €15,000 for cash
transactions in the European Union, which differs from the U.S. $10,000 standard.

Risk-Based Approach to Customer Segmentation involves categorizing customers into groups based on
shared risk characteristics, allowing for tailored due-diligence processes. Segmentation may be based on
industry, geography, transaction volume, or product usage. By grouping similar customers, institutions can
design efficient onboarding workflows while maintaining appropriate risk controls. For example, retail
customers with low transaction volumes may be placed in a “mass-market” segment with simplified KYC,
whereas corporate clients operating in high-risk sectors are placed in a "high-risk” segment requiring full
EDD.

Regulatory Penalty is a financial or administrative sanction imposed by a supervisory authority for
non-compliance with AML or CDD regulations. Penalties can range from monetary fines to restrictions on
business activities, or even revocation of licenses. The severity of the penalty typically reflects the nature of
the breach, the institution’s compliance history, and the level of cooperation during investigations. A
notable example is a multi-million-dollar fine levied on a bank for failing to file SARs on suspicious
transactions involving a PEP.

Compliance Risk Assessment is the process of identifying, evaluating, and prioritizing risks related to the
institution’s ability to meet regulatory requirements. This assessment informs the design of controls,
monitoring activities, and resource allocation. It includes evaluating internal factors such as staff
competency, system capabilities, and governance structures, as well as external factors like regulatory
changes and emerging threats. The outcome is a risk-based action plan that outlines remediation steps and
timelines.

Data Mining in the context of CDD involves extracting patterns and relationships from large datasets to
uncover hidden risks or anomalies. Techniques such as clustering, association rule mining, and anomaly
detection can reveal connections between seemingly unrelated clients, identify unusual transaction
sequences, and support network analysis. For example, data mining may uncover a cluster of accounts that
all receive funds from a single offshore entity, suggesting a coordinated money-laundering scheme.
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Network Analysis is a method used to map and examine the relationships among entities—such as
individuals, companies, and accounts—to identify potential illicit networks. By visualizing connections,
compliance officers can detect hidden controllers, common beneficiaries, and patterns of money movement
that may not be evident from isolated transactions. A practical application is constructing a graph that links
a client’s beneficial owners, related trusts, and counterparties to reveal a complex web of ownership that
warrants further investigation.

Risk-Based Auditing is an audit approach that focuses on the areas of greatest risk, allocating more testing
and scrutiny to high-risk processes or clients. This method enables auditors to provide greater assurance
over the most critical controls while conserving resources. In a CDD audit, risk-based auditing might involve
detailed testing of EDD files for high-risk jurisdictions, while performing limited sampling for low-risk
mass-market accounts.

Regulatory Guidance consists of official documents, such as circulars, FAQs, and supervisory letters, that
clarify the interpretation and application of AML and CDD laws. Institutions must monitor and incorporate
guidance into their policies to ensure compliance. For instance, a regulator may issue guidance on how to
treat crypto-asset service providers, prompting the institution to update its risk-assessment models and
monitoring rules accordingly.

Compliance Monitoring Tool is software that automates the tracking of compliance activities, such as KYC
renewals, SAR filings, and audit findings. These tools provide alerts, workflow management, and reporting
capabilities, helping compliance teams stay organized and meet deadlines. An effective tool integrates with
the institution’s core banking system, allowing for seamless data flow and real-time monitoring of client
activity.

Risk Appetite Statement is a formal declaration that outlines the degree of risk an organization is willing to
accept in pursuit of its strategic objectives. The statement provides a benchmark for decision-making,
ensuring that risk-taking aligns with the board’s expectations. It typically covers areas such as credit risk,
operational risk, and AML risk. A clear risk-appetite statement guides the development of risk-based
policies, including the thresholds for applying EDD.

Regulatory Examination Findings are the documented observations made by supervisors during an
inspection, highlighting areas of non-compliance, deficiencies, or best practices. Findings are often
categorized by severity (e.g., “critical,” “significant,” “minor”) and accompanied by recommended
remediation actions. Institutions must develop corrective action plans to address each finding and track
progress until closure. An example finding might be “failure to perform periodic review of high-risk clients
within the required 12-month period.”

"o

Compliance Framework is the overarching structure that defines how an organization meets its regulatory
obligations. It includes policies, procedures, governance, monitoring, reporting, and training components. A
robust compliance framework ensures consistency, accountability, and continuous improvement. The
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framework is typically documented in a compliance manual that outlines roles, responsibilities, and
processes for CDD, AML, and related activities.

Risk-Based Due Diligence integrates the concepts of risk assessment and due-diligence execution, ensuring
that the level of scrutiny matches the identified risk. This approach prevents a one-size-fits-all methodology,
enabling institutions to allocate resources efficiently. For example, a high-risk client in a sanctioned
jurisdiction would undergo full EDD, while a low-risk domestic retail client would be subject to SDD.

Beneficial Ownership Disclosure is the requirement for legal entities to disclose the identities of individuals
who ultimately own or control the entity. This disclosure is essential for transparency, allowing regulators
and financial institutions to assess the true risk associated with corporate clients. Failure to provide accurate
beneficial-ownership information can result in regulatory sanctions and the termination of the business
relationship. An example is a company that lists a nominee director in its public filing; the institution must
still identify the natural person behind the nominee.

Risk-Based Monitoring Parameters are the specific settings and rules applied in transaction-monitoring
systems that reflect the client’s risk rating. Parameters may include transaction-type thresholds, geographic
filters, and velocity limits. Adjusting these parameters per risk tier enhances detection accuracy and reduces
unnecessary alerts. For a high-risk client, the system may trigger an alert on any transaction above $5,000
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